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XM^ 18 4^ Bfr $ /-c 7!)^ ^ Ir) ^ L . g ?3 ^ ts» n r - <7) S A tT >i tt ti ?i 

^ ^ t h ^ o 

[ 0 0 0 7 ] 

) ) 

h 9 T y ^> y >^ (o m i'f Mw. ^ ti ^ m . MJt^ Lx 6 r w]±(Dmmi 

^ -o tz lib \z /i^ - ^ y V n ^ i- ^ ^ t 'Z^^ ^j: ^ o ^ h \^ . §iL\^^^yh9-^ 

7 Y V 7. ^-^^^^ ^tz^\^ . ^k\.t.X\^^tL^fitz7^'r- V y )VfS:T ^ ^) ^ - y b y (D ± 

z.-xhniL'f^o 

[ 0 0 0 8 ] 

=^ y X ^ ) 

gE(-ili-<fcJ:9t-. ^±m\tmm^mi:'^ h ^i^^^t^h ^ o 1^m<D7 -f ^ - y b y (D^ < 

mm^^- y hy-^^c^T^ir;^7!)5=iV|>D — /u^ti (o*«9. ^ ± ^j: MWt (O \^ % \c 40 

. y -r >( y ^ ' zi y ^ - ^ y i/ xut 0 Lfcm^it ^ m (D t XUtf£\i^ o t 0 <D 
h . <ik^(Dm&'^^m4 y y y i:mmi- ^ ^ i^X Li 0 in:m^f^^^ 

bxh^o 

I 0 0 0 9 1 

^(Dfzib. / -7 -i y ^J: y :^ ^ (O ^ \^ ^ t ^ h (D t i- ^ t X ^ X . @E 

[ 0 0 1 0 1 50 
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[001 1 ] 

mobi le interconnect) fC^^^tlfc^t'y-r^rtaf*-^^ (Mob 
ility Management Server; MMS)fl.fc»^PS:^$tt?ieV> 10 
^^W/W^*>^;^y-i^ (Mobile End Systems; MES) ^tl^^tKD 

^m<om^'^ . y h 9 - ^ X XJ^ T \z ^ ^ 7 ]J ^ - 3 y id^m ^ (O n mih ^j: ^ 

McO^i^lCi^. g/^, ffl^f/^-feyv-a VcOta^tT9o h ^ y< jui^^'y 7. 7^ ^ 
\zmx L^^fz^ . :^^'y Ltc ^ . fe^VMi I h ^ y< -( ^ Kmmt^ h m (D ^ 

t ^ - y 1/ i- 6 ^ t ^J: X ) y h V - ^ r u :^ ^ L fz. ^ L fzm X h . ^ 

t^yv^^taf--/<jiKi/>^7'A<h, m 'y T t M ft^ X ^ T t (D^m^ mm- ^ 

[0012] 

±iE*^§^<0^pg^e^ *»cojfJSgH, « T ( m b PS :S ^ tl ?i V^ 20 

[0013] 

[0014] 
[0015] 

•XllMI&"efo'6i!j6^/1^;^h«^7'nb=J/W (Dynami c Hos t Conf i g 
urat ion Protocol ; DHCP) ^ ^ \^ ^} >{ ^ — h.'M:^ ^ X 
ffi ^^ -5 n - ^ 30 
[0016] 

[0017] 

d -r 75^ * o 

[0018] 

- :^ Jo J; t>Miil *a a («?"'] ;t ftil y h y - ^ - oo e T • ;^ x A T H tt ^ ^ 

h . ^i^;^ 7^ A ^ »/S L Ti^ 5 ^ (7)SJeg SrJt J^-r -5 o r O J: 5 ^ t:^' ^ r ^ a - 
[0019] 50 
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10 



t Mlt^H ^ o ^ /t- ffi * ^/ ;^ X A to fS: S r K 1/ ;^ . :^ x a ;t> :y H 7 - ^ F«1 4: 
^^»J•r'5l^^-^M^n'5;^|^. -E^.TKI/^^ct)::^!!. (D^i^^^ T ^ ^ y \cfj: ^ X X 0 
7)^ . ^ B# r^l S < o r J; 9 ^ii^ . ± E T K ;^ W Id ill f9 ^ T b T 5 pg "9 11 - 

[0 0 2 0 ] 

/^-fe^/v^a V'^ttSr. T^n^^v^ • f-^/^iT^^lff^H-S^^W/^ • ^ y ^ T V ^[c:oV^T 

^ m u . y h !7 - • y y ^ c7) » tvi ^ L . ^ - if r t ic ^ / w g e .If y - ^ 

[0 0 2 1 ] 

^ ± la - fill ® IC V^ T . » Pi 7^ n - V? -v . =1 - ( R P C ) • ^ n h =i ( R 

emote Procedure Call protocol) ^Sj:I/'<>'^'—'^yh 
•^t*!;'r-<'yph=3/W' (Internet Mobility Protocol) 20 

( 0 0 2 2 ] 

jgpgT'Dv' — v^i- • ^ — X. X ^ u — }V h^i)^ h ^ iSPi(7)'>;^rA[c*3tt5 

9 1::, -1? 3 (Dmn\t^m(DT V ^ - 3 >^ \z ^ o x ^ ti ^ X \t tj: (D X . 

7)5 T* t S ct 9 ?i -5 o 
[ 0 0 2 3 ] 

RPCiT'n hn/i^ti, h y y-f ^ 3 y i: . m^i^ti: ^ y h — ^ h y y — h • T'n 

^>^/hi7->7- hyy^^iyay±i^^^^x^^. m(cj:«9. '^•l:'yT^'«=a1^-/^ 

^ t ^ ^ . n y ^ 1^ ^ X ^ < :i t '^m\^ ^j: ^ o r p c ^ m ^ ^ 

(7) ^ J6 (7) ff^ ^ *5 T . y p ^ V' • f- - z^ t ^ yi- « v' X A '<!r Jl , ±X <D^m\^^ 

^ ±x (D ^^m^^\^m'r ^m - ^ titzt^MT - 1^ ^'smi'-< < . ^ v y ^ y 

[ 0 0 2 4 ] 

^ h t'^mm.^ Z. bX . ^y^>fywS^?r#lS:tTi/^?iVNiiftlclt-^^i:z^':7;^--^y;:^ 
ipi (d K # ^ . h ^7 - ^ o h 7 >^ >f y fl # < ® 1" ^ o m (1 . ^ *i Pg 

e> n T 5 i: # y X y - CO # ^ ^ # itJc A n >i tt « lb t # {;: , 1# S g I;: 7t 
5 o ^ b Id . ± IS * ^ » ^ 1 1/> ^ ffj flg ;*bMt 6 ^ ^ y h • y X ^ • y o 
l>=iyH;iJ:oT. 'i5^*^7)^^5/^7-^5'^)L<(lil^S:iil:T. ^ )V^%y :^ y- h. — "^ 

t'yr^tfa-y--z<rBiT'e3i;ii^tT4^n^i^s(o, «^T-^(o^^tt7)>»{^$n5o ^^^^5^ 

5/h-^fc:'yx>f-ynhziyutt, ^ ^tL'^m.'h^ h <n H -f y ^ ^ — V U v 50 



30 
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[ 0 0 2 5 J 

fj:^^ >y - • r -f ^) ^ - B V <r> ^ V ^ - y zc. ^ -^^t^ii^mx ^ ^ -<< . 

m'^^ V 7s ifs - Y ' XX Y :=L )V (^iJi:LTTCP/IP. UDP/IP. DHCP 

[ 0 0 2 6 J 

fV^mL-t ^ ht^X ^ ( J: o T . ffi 5fe Hi ffi ft ft pf t6 <9 . S ^ ^ ?i L T v^ ^> 5/ 

•e t ^ ^14 t> fe ^ ) 0 
[ 0 0 2 7 ] 

T O J: 9 ® ^ fij ^ m -r ^ 0 ?i * ^ Jl^JL T <^ .fe PS ^ $ tt 5 t> TMl ?i c 
[ 0 0 2 8 ] 

yh7 — :^±(;i*5ttS{4g(point of presence; POP)feS 

• # ijp 6^ s » ft /j^ PS 

'&^mi^\cm\.fc^W}&^^j:yy^;^>h<DD'-(7:m^ (fesyu-AcoT'n b3>ru.7^ 

h t^^^^ y h ^ - 1^ m (D m K m ^£ ±,m (D ^ y ^J:^9t^V^<t^. ^ 

rco-^[v:J:i9. $%y J>^(D y h 9 - ^ inm^^mt ^ ^ t ^^^"^m t t^: ^ o w&m(o 
m. t%y i^-J^itn^i^^^n^o y VV - ^ ^ 4 v y y \^ < \'tmm.iy^^\\:.\^xy^^tz. 

*J ^ . %%y hs\^n&y y ^ :^ V V . ^ 5 imI fs ^ ^ -y h (?) ± PS ^ (c: 

. y ^ - y V -^t-yr^ • T'o Y ^ ^ T (D <0 y" - if ^ y (D f^'&t^ 

• ± i: T 19 (7) ^ ^ n n S'J tc: Si o i «} 6^ ^ f^ /n' 7 p< - ^ & p M t ft ii 

7. jv-^ y V i,):, TsT- ^) y.\c^^\^X . yi--M.'^-(:^/yy^;^yhit<omi§. 

. '^m^ (oy 2.^ ^ y V ^) . wi^^^m. ^xx/:^^yh9-i:^^mcxmbti 
[002 9 1 
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' mYfy< y ^ - ^ i:mmir ^ tc isb (D^mJihit-^:^^^ T [zM LX (mm ^ titzt^^ 
^ v^ y h !7 - fi « *3 T t ft ii /.^ ;^ - y h *i }f ) 

• -Ir^^ V ^ MM {-( y ^ - y h • ^ \f V ^ • hr2/^g(c^.|iEl<tSt-^>fb®^ 
ii AD ^ ^ ) 

. Eh ffi ct o r . ^ « *I (7) K ^ n fc ^ ^ ;^bMt 6 ^J) ^ ^ a 

• h h <o ]i'7 h^tctj:itm\^^m't ^ :l t :^-'^mfj:W'mmi&i^ 

• (h' ^ b CO « lb T t:° r (7) M a 35: ^ 

• «c±LTV^5Sigc^iflja^c:fi8lilL■rm«'^i^T^/^/cy V - :^ i:^^^ ^ . ^ J^T 20 

[ 0 0 3 0 ] 

• ^ 1^ CO » * 1 A W ?i « ffi ff^ ffi *5 l/^ T . v- ;^ r A t a # <t -5 ^> :x h C7 - • y 

y ;^ CO ?N » to t a ^ -e fo ^ 0 ^'J x. (l\ ;^ x a t a # *i . ^ is ^ ;^ . 

^ ]) r- ^ ^ - y< <D fj: < ti,-^^=iy\>o-/i^-r:bZtr^X^ho :i(D m ^ (D =i 

^ mm<o^mi:m-ro 'sm\t^y^Tyhmx^§c(Dv v-y^^n^x\^^^^y^7y v 

K^^^X'M'ii'T ^(Dt^^h^^Xh^ o Lt^Lfai)^ h s V y - :^ ^ ^ < ^ fz fj: iy y ^ ^ y 30 

-( T y htc/Ky - ^ m(D tz isb (D H =^ - K^ifLa^AtJ-fr^cDjiM* L< J: 
, 7j<yi/-ta;d^»^Wi-=ff:bix5o ^e^l-. ^tfyx>ftaf--^<;05:x-ifr:ttc>^n 

b SiJ PS -r ^5 r <t # 5 0 
[ 0 0 3 1 ] 

ffi * /j: «^'J ^ * (f -5 <!: > ^ t^' y x ^ t a 1^ - . 4$ ^ ^ - if J; 5 ^ ^> y h 17 - • 
yy-;^-^(Dr^ir;^SrriBSi6W-rj (lock out)r<^;65t»#§o-<7),Sfi.-< 40 
y^-7:n><;^co^.'y h!7-iJ';ii^\ ^/W/^+Ba^ii^ic:j:oTm»s(7)l^aTtcfo5S6S3:co 

Tj^gj (e x t e nd) ^^^TL*oTI/^§r^4r#X.S(t^^(-^^ 

^p;^^i:v^o^»^^#x.ct) o relict <b'*?>-r. ^t'y7^^tai^-^<J::J:5>Kyv- 

- 1 a $ ^ < CO #ij .fe ^ g « L 9 6 o fi?"'] X. ii\ ^ t^' y X ^ t a f- - /M- J: o T . fo ^ 

URL{z!t^^(D::^--f(D^'fy*>7^±ysX^^Xo{ZLfz^. ^ y h9-^D'-\:f:^\ZX^ 

g*[Cj:oTM$ti5x-^*7^/Wi5'yy^L/'ci9. h 9 - ^ (D ^ i^M ± (O fz ib 

{Zt"-^ ^J£mLrz^ (t 9 :i <t ^ 116 t;i S <b (/^ o fcS -5 a r (7) J: o \z ^ gE # t L 

w i: -C # ^ o 50 
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[ 0 0 3 2 ] 

^fc. ^ y<4 /I'i^^i/ :^'r J^\t rjtm4(D{£l^j (un t r u s t e d) ^t^y h - ( 
^K/^1^><^^-^fi:S^-iI5"^tett/^|^fc6o y< ^ /u :^ r- M> t (O V - y ^ 

K(C^bMt-6iiA (i n g r e s s) y ^ ^ ]) y ^ , ^UT:(kll-fV>^7£0*tfit=a(D$ 
[ 0 0 3 3 ] 

^ % m (D MMB m m (D - m X \t . ^ y ^ - y =^ ^ y^ \z. ^ o x^W) ^ k^tc ^ ^ y <d ^) 

y^-Y (1 i s t ene r) \C ^ ^ X . ^ ^< 4 y ^ 1)^ - ^i: \% % ^"A^ "i- - 10 

V\.iz^y^-y^^y^%\\f^\.. ^ y ^ - y :x. ^ y \z. r> x ^ ^tz. ^ - % y f ^ 

'^-\cx^^^j>^r^ "f- ^ (Dm^irff^m-r ^ ^> y h - ^ fsm^j: \z.^lx . ^ 

-Tf)^. ^y<^ y'r ^ m^tiX y h ^ - t MiB X ^ ^ '^MX Ki: ^ ti 

^t^^^LX. -(y^-y::^^y\czti^fj<\i&'r^t\^^^tc:Lt^M^i-^o 

V y-r isbm^^ i^ltL^mm&i\^Wi (a t tachment i dent i f i c 
at ion informat ion) \^ :^ l^f ^ y h 9 - ^ y h ^ ^ M L X . y< 

/ui&^y y'r M^:^*^m y h 9 - ^ y h {zni&m^tifci^>^t)-i:nmi^ nmm 20 

1^^^ C^- y V V — "7 ifs4 y V ^ ^X^^fz.^"^ . ^) y ^< ^ • ^ y T y V \c ^ 

^ - ^ if- 4 y V \^ -^Si ^ k\.x \^'^ tz.m . yirn.^ f\^^%i^ yr J>^t^ ro-^v-Zj ( 

roam) t^B-efc'5C<h^7r:t. ^ y V - - ir^^^HTMiffi^Bg^f 

T Yvy^i/yr hsSz.'^n^'th (rttltfi?ijxtf> <o T V y ^ if- 

y^syl>^c*^v^T^^T'fo^<}:9^cs®-r5^i:^^^-ct><tv^) o v y-nt (si^^S:^ 

^ t LX h X\^^o 

I 0 0 3 4 1 30 

- y< iMM S ) \C I Wi^M^-^ y h 9 - ^ y ^ j (disjoint networki 

ng) ^-\^'XT^±y'r^::t:^^^'^mxh^o w<^)*TLv^ryu=fyxAi;ij:oT. fe6 
'7 h 7 - ' ^ y y y f)^ h {two y h 9 - ^ - ^ y y y \z ^ {i ^ y v v — ^ r Y y 

ht^X ^ ^ ^ 0 \cfi^ , r (7) Hi ^ J; 19 . M M S ^5 *ij ffl pl ^ # 7 K :^ CO y ;^ h ^ 

y h7-^r Ku:^t>L< iiftii(o^>:y Y y — ^ \^tz^(nyiyi s (r>r ^ f y ^ ^ 40 

O ftii IS 3i ^ ti T v^ 6 6^ CO 5 B# t . # / JE 0f Ji^ pI fo 5 o 

[ 0 0 3 5 1 

y h!7->J'jg^^iii:TMMS<l:=iyi$'i!^ V ^ b ^f^t>\Z. MMScO fj^^^f yr;^J (a 

1 ias) r Y V y / r ^ y y- ^ ^ <r> ^) y Y ^m^^^ 0 :Lf\.\z.^^, ^Ujflfito^t-yh 

V - ^ t^W}^^(D^y h 7 — ^;if^7 Y y . h^cDftllcotf#^*^*tTVW^< rt^ 

, ME s it y h y - ^ mf(^i:m }:^x MM s t (o =1 y ^ ^ h ^nm^-r ^ z t ti^^x 

[ 0 0 3 6 ] 50 
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±.m^mm(D^m(Dmm<o ^ h \:^m<Dmii^i6\^^x . y - 1 a -r ^ s s ^ ^ ^ ss: 

y< ^ y h 9 - ^ h ti (D \^^{cx n t> . M ^ if . - /l^ ^ - o y - If 
[ 0 0 3 7 ] 

r (7) J: 9 /.^ ^ y V' - 1 a fi « TMi . ic s ^ ;^ ^ ^ y 7^ >f fe 5 i/Mi M & » ( o s d 

[ 0 0 3 8 ] 

± IE ^ iS 011 (c ioMt -5 /-K y v' 1^ a 4a v> X 11 . :^ S T K 1^ ^ ^ M -r ^ <t «I fig 20 

^^(OrT'y^-v'a^^^^i^^ft-r^:©^!::^ ^^^yv^-:^!^^:;?^ (po 1 i cy eng i 
• n e) lv:J:oTf^ryy>>^-i/3 y \z ^ V y y -f ^ y 3 y (D^7 ^x (om&i: ^ 

mi- ^ :i t :^*^-^m t fj: ^ o ztDmi'fn. m o tc r ':f ]) ^ - y ^ y (o W) i¥ ^ nu ^ ^t ^ z t 

yyy>(yi^^/-i^(Dv'^^Vyi/) t^hho 

[ 0 0 3 9 ] 

^ lb , /U — yl^ y ( r u 1 e s eng i n e ) \t . — yl^ |¥ ffi S <5 l/^ T fiil T 30 

^ y B y ^mW)^"^ h o ^-<yV^v2^yif^:^^ «^3r^i-§. =i^-'fK7i7yByt^ 

[ 0 0 4 0 ] 

±iSllfti^'J(:::fott5?t?yv/ — fl^a^^^v^y (po 1 i cy mana gemen t en 

g i ne) |;:4oi>T. ^:<^ScSft^ti. mw.. mm<o i^/i^-y . :x^if. ^ju-y^ 

[0 0 4 1 ] 40 

]) y-'§mmm(D-^ t Lx . fiii t p - ;^ - ;^ o t* « ^ t - f ^ ;k y - 1 

a. y h 9 - ' ^ f V y ^ . ^xv^/itntr-tyh' h y y ^ y v <o it ab ^ 

[ 0 0 4 2 ] 

z<Dmm(D$^m'^mfj:mp^mtLxn. y b y y ^^-yi^mi^^ s ^mm^mi^. ±m 

^ /\^ ^ y B y If y ^ ± y ^ — {Z , -/ /l^- h ^ ^ pan. IEEE 802 

. 11 LAN. 802. 15 PAN, ^ (D m iD U B y h 9 - ^ ^ ^ ^ U L fz . B 

mr ^ ± y^Tt^^ y h im^^\^m^'f ^ t\^' 0 h<r>^>A^bo wCo»^, ± y ^ - lih i: 50 
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-t b t V ^ ^ 0 (D\nm t La. ir-yU'^T^y^;^!>>'h. ^ ^ fj: ^ \:io\,^X <D h <D 
[ 0 0 4 3 ] 

. « ^ . » & ^ ^ * CO tt fs ^ . {\Lm^mm\c^y<4 ji^ii^m'y^v' . fs: ^i)^h^ 

[ 0 0 4 4 ] 

5 :n :/ - ;^ £7) f - - t'^ fo 5 o fi^'J ;t . H ^ h 7 ^ ^ f - t^' ^ ^ & L ^ ft 
t^ii;iW-Jt^tiTt<J:i/^L. ^^T#^-B^«P$^^T^/^Tt)J:v^o "^-/W/i-StKv^^xAco^ 

b 5 /h Si ^ 1: {b v> . r ct:* J: 9 ?i f- - t^' ^ -r ^ i" m ^ * ^ ^ r/ T # T v^ 5 o I* 

6 mm%^^ i- ^ :i t X ^ ^ o - ;^ it . S «j ]i: ^ CD ftii ») ^ ^ h 7 y =^ 

. 802, 1 1 y h - t (D{&(DmB^w ^mffi L . y h 9 - ^ mi^'^i^m^- ^ 

h i:^ ^ m K,X h i^ - :^ ^J:i&mi±^ ^ t :^>X ^ ^ t ^ LX . ±B<D 

[ 0 0 4 5 ] 

^ ^ ^ MB m ^ m \^ ir ^ :i t ^j: < . ^/^>f/wS*co^-iflc, T V ^ - b y (D 

f- CT) ^ o 30 
[ 0 0 4 6 ] 

:^mm(Dm(D u ^ . is xx^mtitz^^^t. t ^ -r e « j: o r + 5> 5> ^ t fe 5 

5 o * . ^ P>g <0 f ij . El E # L W T Ift P>^ -e ?^ e 6 5 9 0 
[ 0 0 4 7] 

m 1 . * ^ §^ CO , ^ /"< ^ ;U 5^ ^b >y H !7 - :3 >- :x — ^ 7^ jU 1 0 0 ^ 7]^ L T V^ 

5o S^^>:yh!7-:^^=i>'t'^-:^i/><.rAl00fl. ^fcM;7^^'*ai^*-^<102i:. - 

oW±co^/<-r/u«*v^;^xA 1 0 4 tSr'&/u-Cv^^o ^/<-r/^55®*v';^ri^ 1 0 4fi, 

pw-;^yl,^y7.;j;^f.r7_^ (LAN) 108^iii:T^t:*yx^tai^-/^102i 

^-yhy-iJ' • ^ X (D y u ^ iy t L X m^ir ^ o ^t'y7^^ffai^-/^i0 2tlwti 

-i/ayi:7i^:^'r^y^LX\^^^if(Dt"r • v^^^xAi i 0<!rt. ^ D t ^ ^ M-f — y< 
1 0 2 <!:^^W/i-«^v^;^7"i>. 1 0 4 <h(DFHl(7)tSSj^M;^5»fjgg6<jTMt^tt<^{Sv^t(?3T^fe 

S:ffli/^T. ^^'^-r>'W'M*v';^xi^l0 4tii{t-r5o 
[ 0 0 4 8 ] 

^ /vm^y 1 04(l^t'yx^Wai?--/W o 2i:r^r>f>^(;:g^ 50 
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' <0 y< ^ )u i& m f- I 0 4 a - 104k/{i^. ^ \f V T ^ ^ Mi- - ^< I 0 2 t . 

L < \t 9 ^ V :^ V r ' y h 9 - 1^ 1 0 8 ( 5 # ) "T? O ?i o fc. 5fe S 

, ■=e/<-1'/US*i/^xi^l04a - 104k 755, — — J^yr (cove r a r 
ea) 107a:^>bi^\<D:^y<-:^]JT107k-^t^-^y^i-^:it^^>'^^iiZ,^j:^o - 

^ y ^ Ltc ^ . h }& h y - y< I 0 6 h m < mm ^ ^ tz 'O . fc^v^^i^t■^^- 

^ w »f ( {?y X « t' /i- tt CO K t) ^ ii s ?t if ) ^ titz^ Ltzm^^. - b# a m ^ lo 

[ 0 0 4 9 ] 

• gij (D ^ /l^ iffi ^ v- ;^ X A 1 0 4 1 , 1 0 4 m ••• , 'J T ^ S 1^ - -''^ 1 0 2 . 

K^/=^y^/K-"h^^>^/ h!7 — — y/W=i^>^^/cf^'CO*fljiS; (n on-p e rma n 
ent) #^teSftMl0 9^^LTiiftt-6o ^/W/^iffi*i/;^xi^l0 4ti, ig^l 

0 9;55^nfcf9. ^^'<^yl-**'>X'rA10 4(DSai^^^e>ttfc'9L/'c:l^. -^fi^tciL 

[ 0 0 5 0 ] 

' ^ h [zm(0 ^ y< ^ /U^^^ iy :^ ^ ( ^ij ;t {f 1 0 4 n ) ^ii^ . ^ ^ x ^ t S f" 1 0 2 

1 . 7 ^ K y r • 5/ h !7 - ^ , 1^ r T y • ^> >;/ b 17 - :^ , »r fi ^> y h !7 - :^ , 20 

o -«^fli:LT. h!7-^ 1 1 1 (D-t-lf :^{tmm,^^J:i:>OXhoX h X < . i&(Dm t 

^t''yx>{ffsif-^^i 0 2 t ^mms.m^^ 1 o g^iiCT^j^^^x^ibc^^^e? 

[ 0 0 5 1 ] 

< . «?iJ ;i . /•< >r « * X X -t. 1 0 4 (1 , ?tT IS h 7 - J: / 4 fc 5^ h 
9-^:^-Y^^mmLfzyy':/hy^^yt'=^-^\cXoXmf&^ti^o y< ^ juf^^ 30 
>^'ri>.10 4fi. «ip6*J?i^>yh!7-:J' •r:/y>Jr-ix3>'^^2p6^/iOS (;^^U'-'r 

T. ^^tc:, ^v<^/i.iffi^v';^xAi 04;i>^^^r>^hy:7 h^7znr?r^ff-t'5::c^T' 

. T&m^ ^ iy - iy ^ • =1-/1^ •T'p h^iyi-^^iu^-fv^-^^-y h ••^•t'yr-^' - ^p h=i 

/v- ^ ffl /b ^ t:^' y r >f t S i^ - 1 0 2 ^ co ii ft pj IE 5 o ± IS Pi n h =i yui^ , 
[ 0 0 5 2 ] 

'=et'yr^tai^--^'^io2H, !>>r:/Ke7X(s^S;^) NT'y--/^7i^fco^^i6^/<^1^ 
fi, et'yr^'tai^-/^l0 2^i. at&fc2pa!LLfciJ'7^7:/h/i^'-/^§y(D^^^xy 

^^icS-eSft-t-SttO-efc-So ^t:'yr^t^a*-/^10 2ti. ^^:S:Pfi:^^i^^^v^^ 
/<-f/Hffi*v/y^T'i^l 0 4 itl^^tltD^-^ -/ h!7-^ • U-^/WT-fOr/o^v-tLT^te-r^ 
^t^'y7^^l^S1^-^<l0 2firix^. •t;h.^*ti60^/W/W)ffi*v';^rAc^4^fll^t 

rAl 1 0<bt> ^/"<^/uiffi^v^>^TAi 0 4 t h y y iy — y< I o 6 t (D m ^< ^ ^ 

:s.i^m^^mmffoxitmi^7^>i&^^ h (Dx* h <:> X hn^^m^mn Lx ^ < tzi^ m 

[ 0 0 5 3 ] 50 
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X. Il\ y< 1 0 2 a <D X ^ ^^i^mff) ( X. (i T C P / I P - ;^ (7) ) h 9 - ^ 

^ z t^-x^ ho ^mti>mm ^ tifc ^ . m^^^thtz.^ . h h^^utmi'^^D- ^^^^ v ltz ^ 

L tee y< ^ /l^^Mi^ T 1 0 4 (D± y iy B y \t . 0 2 X ^ X ^ h . ^v- 

>^ r -6. :g # U ^ JCIl f- - 1 0 2 ;i>5 ± IE ir y 3 y^l^i^^-J^-T^o ^ jffl 

1 0 0 5 4 ] 10 

^-y<\ 0 2 (1 S ^c: . * ^ ^> >;/ h 7 - ^ ;}bMt 5 t S IS ^ ^ ^ /i- S ^ * M ft i" ^ 

[ 0 0 5 5 ] 

10i:g^^^n'5JKa;!l>#x.e3ixSo ^l:'!;x^«af-"-/<10 2tcJ;or. ^/W/i-S 

A ^ f ij ffi L fc ii if pj i: -5 (7) ii « ^l . ^ / W « * ^ r a i o 4 . S t 20 

6, 10 9. lll;6^e>SiJ<^^^yH^-^ffii:^S0c-^<t^ffilt/'c»9LTt> (fi?»Jx.ff.M^ 
teS^^tT^^-g^. fc^^^ hy:^^/-/^! 0 6(7);<7/<-3iyr 1 0 7 7!i^ib»J<^;*'/'«'-^y 

[ 0 0 5 6 ] 

^^W/u«*v';^rAi0 4li, ^t:''i;x^taf-->'^10 2<!:(^)Si5'&^. 7s ^ - V T v 

7T \ 0 4-'^t"y7'^'fl^af--/<l 0 2P«1(7);^'a^m^i-J;oT. ^/-^-f/Uffi^V 30 
>>;:^ri^ic4otj-^77'y^-v^3 ^-fOir^/^^a V-^/ffil^L. ^ )V 7 I. (n 

[ 0 0 5 7 ] 

:*:^e^(7)-^y(cioi/^T. ^/'<>i'/uS*i/^xAi0 4{i, UDP/IP(Dj:9 7iS^6^^^ 
Y y y 7if^-- V ' T'd h3>'WS:fflV>T^fc:^'y7'^l^af--^^l 0 2 <hii{tS:tf9o 

e^^fc/u-^ 1 1 2 ^j: t'±m^> y VV — ^ 1 0 8tcK#cD><>-77Srffli>T. ^t'^r^t 
a ^< 1 0 2 ^ ii ft -r 5 r ^ 755 pj ^ 5 ^ ^ 0J TMi . IS U -< /KO iS fil 7" n - -r 40 
. n - . y D V ^ jvt^ , h y y-f ^ 1/ B y ^ . y< ^u^it^^ y h - 1 0 8 ^^ t 

* 4? 4 t SUS ff^ ffi I- *5 T , ± E CO J: 5 7i ^ /< R P C > y ir - >^ . ^- /-^ S 
i/;5^xi>.10 4(CTlltT$*l'5T7'y^-i/3:/|C<toTM*&$tbyS:, ^Tc^^^:yhl7- 
^ • h y y ^ ^y 3 y i: ^ /u X h fz isb , ^ \^}J ^ ^m^-^ — y< i 0 2 X r:> X ±X ^ ^ 
J^'^hZtf)>Xtho Z<D Z t \z X ^ . ^ V T ^m-\^-y< 1 0 2 t 'ey<-{ juta^'y 
7f-J>. 1 0 4 t {t. h 7-^j«flS£7)^^tt;i^PI»$nTV^6<t#-Ct^. jg8t^ffitf$B 

[ 0 0 5 8 ] 
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^ (^mmm) 98. ^ ^ y ^ :^ 95. ^ ^ y v ^ i^m^m) ce 

fj: t^) t mm^^^-r ^^mvw^m LX . ^ y y( r y v mx (n> r -f ^) ^ - 'y b y (o v 

B y i . ^^vh9-^t(r>^y^i^hr>^i:>thXhmnLm^i^o 

[ 0 0 5 9 ] 

. m^\i^m(7)EMiM<r>m\:it^m^ tifzTt^ ^ hayfzL-^ 1 i 0 <D i: 9>iii«tS#cot" lo 

7 1 0 8 t (Drnm^^J^mm^m^-r ^fzib\Z'£^^ t -yv-a :/^SI?rff5 

o ^ « r ^ 1 0 4 <h (7) ii ft -e t ?i < ?i o «9 , ^ / W « * ^ i 0 

4 ;^ y K t /c ^9 . 5 I/Mi :y H ^ - ^ r K U ;^ ^ ^ M L T'c 19 im ^ y h 

2 ^/<^/u^*^>;^7^Ai 0 4 tjfx;^ hv^;^xixi i o ^j: (Dt^m^ t (Dm(Oi^mi: 

z (D^ u ^ 'ym^\c ^ o X . \f r <nr -^r \) ^ — y B y \t . ^ ^< ^ ^% y \ ^ a b 

<ommit^f^^W^t^^tz,i\.tz.:L t^^^^ bt^fi^Uh. J:oT. \> ^< ^ fv^%y 

J\^^%y 7.7- h. 1 0 4^or>^y ^ — i/a y t ^ ^rCO^g^LTV^^-ir^/v^a V^^trl-^M 
[ 0 0 6 0 ] 

o n^^^^r Y y m'^^fi^ ^ Y ^ ^ ^x . fo5v^f^#6^tl)l9^T^cJ:oT^t^ 
$^^Tv^-5o ^/^>r/i-«5Sv';^xi^ l 0 A (n ^ ^ ^ \\.\c^\^^x ^ ^t:'y^^f=af-->'> l 30 

yh^-^^^Bt-ftoT. i^iy;:^^^ 1 0 4(7)m&ffiH7' Ku;^;d^^M$nT4>. -iS^r K 

V 7.\l^ }: (D^m^tr^r ^ y- ^ \z.fi ^X\^ X. 0 if^ . ^m.'^f^iy^'k<'^Si-^X\^^oif^. ±12 
r K u :^ » M &J «9 ^ T 6> T i/^ -5 PS »9 II - ^ <!: /cC 6 o 
I 0 0 6 1 1 

J:oT. ^^Wyu«*v';^T-Ai0 4coffie7Ku;^(7)'XMli. 

0 2?r^tT. ;e'&LTV^>5?t^;^hv^;=^7'j^ll0 (*Sj;t/ftil{7)t:''T) [C:|o(t5iryv'3 

(i. l^-z'^l 0 2(cJ:oT7'n:3^v'^nfc (^^co) {EST Ku:^(0;^i:i^5rtt;:?i§ 40 

[ 0 0 6 2 ] 

* ^ L H iS ff^ fig TMi . y 7^ ^ w s f* 1 0 2 (1 ^ e> . ^y y - {Wm r 

^ ^) ^ — y B y b :^ h V ^ :^ (exhaus t i ve me t r i c s) t \:i X 

^ . M'p^^j:y j>^'sm:^^^'^mx h^o y - /i- ffi tx , 

o 

[ 0 0 6 3 ] 

^t-y^^^ai^-z-^l 0 2 {c X ^ y t2 ^ y . f--/<ffitglCc):oT. y - ^ • 
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[ 0 0 6 4 ] 

Tia^^tt-So (a s so c i a t i on) ^ (r> ^ (r>(n> , ^ X XJ^ / t tz \t . fo 

^ ^ ^ {z. ^ ^ (D T :f ]) ^ - B y (D m ^ & ^ m i- ^ ^ t h m V h ^ 0 m^it. 

9c ^ - 1f 5 vMigg r <t pJtg ^ (*^5fe?f^^-C^(l. ^ if tj< :x - 

[ 0 0 6 5 ] 

^ /i^iiSmiy ^"r J>^ 1 0 4 ir^fy-r^tai^-^-^l 0 2 ttDVy' h-J^ccT • 

ir^t^yx^ffsf--/^! 0 2(i^i?PW^c^osioc):tj^ryy>>--v'3y • y y h ^ zilt ^ 

mnt^i^^. ^(Dt^it^. \^ Ay (D(i^^<D ^ y ^> y h ^ m L < T^Mir ^ tc X , mmi^ 

± y y B y ^rr ^ ^ t ti: o X ^ o m 2 {CTr^-r X o . ^ y< y f- l 0 4 it 

> ^-yh9 — ^'^y^ — y:rL^:x.' K^-f^^ 200, TCP/UDPh7V;^7K— hf- 
/K-h202. h7>';^4^-|> • K7-r/<;^V^->^:3i-r;^ (TDI) 204. ^ X Xf 30 

-ogJlicoi^jfeS^T);^-';/ h 9 - ^ • ryy>r-v^3V2 0 8(c*)-1-^-ry^-7:i:>f>^<l: 
Lxmt>ti^y^y HAP I 2 0 6^^tf, se5ltg!oosy:7 h'>:i:r^Slfir'r^o 
^(7)^>> h 9 - ' y r ^ / ^) y V ••y--t:*;^2 l O;^^^ t^*S(^TD I 2 Q A b (r> 
ii if ffi $ b ^ (t T T t) J: V^ o f" - 1 0 2 . ± IB <h S fi^ L 7t . fi§ * SI O ^> '7 
h!7->^-^y^-y:ii-fy^ - K7^/^ 200' , TCP/UDPhyi^y^/K— h-y-JK- 
h202* . hy>-;^7K-h- Yy-^y^^'^y^ — y:^^^ (TDI) 204' , :Jo<J:U^ 

-oa±<^i^*Slcr)^^y hl7-i5' • TT'y^^- — v^3>^2 0 8* ^ ^ 4 y ^ — 9 :^ ^ 

h \.X\^t>^^ y ^ V hAP I 2 0 6' ^WLTl^TtctV^, ^ y< ^ }\^ ^% y 7^ f \ 0 
4<l:^b:'y7^-<ta-y--/^10 2(i"?:n-?n. $<bl-:t^2/hl7->:'/-t^^yr^ •T'P 
/Wy2 3 6 (^^W/U«*v/;=^xi:.) . ^^.-ifZ-fe^^yx^f •T-i^^"-;^2 38 ( 40 

■y--^<) ^tS ;l r 1/^ T t J; 

[ 0 0 6 6 ] 

i/;^ri^l04<^)y>'^^7:Ilr•r-^x^5'f•■^^C:^o^t5. TCP/UDPhyy;:^?^^- 
— /U 202<bh7>^;^/K— K7>t'/^'^>'i5'--7:ii-l';?^ (TDI) 204i: 

oPB1^c#A^^^rv^So iX^/W/^-'<>'^-ir>^^ • =iy^-^^>^l>2 1 2fl. h^:^ 

K7^^<--r>^i5'-:7:ii^;;^ (TDI) 204lC*3tt'5i|#:^<O=i-/^^{^St 
X, ^=1-/1- ^^^/ h^-iJ' 1 0 SSr^L. RPC:^^*^!;?-^^^?-^^ h • -^-tryr^ 
-T'n TCP/I P V y y y^if^- Y •T'n h^/uSriiDT^t^'yr^t 

0 2 ^ ii^-^-t h . ^9 UT. ^/<-r/W--t':/^--fe7'i5'2 1 2ti. :^Ta)^> 50 
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>yh!7-^S»)^ifStT. '^-y< 1 0 2 tmrnt ^ ^ t ^^X^ ^ ^ o t% ^ ^ ^ - ± -f ^ 

h':f-^iost<o=iy^^ h^^oTti. ^ y ^ r y h m(D T ]) ^ - 3 y (D y 

[ 0 0 6 7 J 

4tiiit9 i^-^/we (m y ^ y hap i 20 ecou-^/w-c) iSf^-f^cttiX't^^j^ 

, TDIC>u^/^T'^/<'r>'i--^>'i?-ir:/i5?2 12;55t(jft-t6. J:«9i¥iB(-tiv^T*x:^^ 

^i^±X (D h ^ T D I t 0 mmx^i:>i- Z t t t ^ o ^ < (O w m ffo ^J: O S (m^it 
, v^i^^py^htttT^l^^yKl^X (^mmm) 95. l^^f^Ke^X (S®:pS^i) 98. 

^ ^ y V ^ i^mmm) nt. 'i'^>'K'?x (^^S^) c e tj: tn \tr d \ 4 y ^ - 

I 0 0 6 8 1 

TDI-r>^ — y:ii^;5^204(Z)U-</UTM'^Kj't5^^^-</^-'Y^^^^-fe7"^2 
1 2 . « ?i (7) *y - ^ ' r 7^ ii ^ - v' 3 >^ 2 0 8 ( ;t If IS ^ (7) IS] ^ »} U 20 

X ^ r y V ^ - B y) ^x . ^ h 9 - ^ ^ y r ^ . -f ^) y Y s *5j:tj< 

O :3t7 - ^wu • ^ - K ?i <!f CO f - — ;^ 2 1 0 ( >^ ^ - ^ U"!] x. fl* V ^ h A P I 2 
0 6 CO u ^ T' M L T 5 ^ ^ ^ SU & 9 g fo ^ ) i# S i" S r <i: t 

[ 0 0 6 9 ] 

lil2A(c, E (o I, 0 \^ ^ y ^ — ^ 2 \ 2 t^^^-t bi^^^^^-t ^ }v (T) y u — ^ ^ - 
V (n- ^\'kyr'ir ^^^^/^S^fev^^-rA i o 4(DTD i — v'a::^;^ 2 o a ^<r> ^ — 

/U{yuy^250) it. ^^<^/U'^y^-±y^2l2{CX<:>Xi^^^tl^ ^ y 

^ 2 5 2 ) o 'ey<^/\^'^y^--ty^2l2\Z^<:>Xm§:^tlfcRPC^-/Uit-(y^ 
- y h - ^- ii T • 7" n h =1 yKC i¥ m L T 7 ;^ > h ^ - $ n . 1* :7 7 30 

hr2;Kc:j:i9, LAN. WAN^(7)h7:^;^/i^--Hi08^:frLT^t^yx>rtSf---/"^ 

f-^VyMs^ryy^y^^LX (yay^ 2 5 4 ) . (^'j 
-^^^3i-t'5^iT*, ^y<-{/um?^>':^7'-^(DryV^-'y3y2 0S<D:f\:i^ytLX 

mno) o 

[ 0 0 7 0 ] 

ni-fy^' h^y^y< 2 2 2i:i!tLXv^hti^. ^/■<-r/uiffi^v^;^rAi04;<i^(b^. 40 
J1^/W/U«7S'>>^tA1 0 4-^\^/)^o/y±-i>H§^'r^s r Y y 7.^^% 2 20* 

xAi 1 0) t^h<o^ )v^%y \ 04ofiST kl^;^^(Op^ v ^ — ^W>^ir 

So ^/<>f/uS*v^;^xi^^<7)S^7«5/-1?-i^ll7'o^v/-1^-^^ 2 2 4--*t^ 7" 
p ^ i/ . - /-^ 2 2 4 2® T K 1^ <t P< 5/ ir - t * ^ L T V> fc h 7 >^ if v- 3 
fil'JST. g^/C^Sr. ±IS^/W/^ffl*v^:^x-^l0 4(??mS^aHTKu;^-^^|si^1-S 

[ 0 0 7 1 ] 

$ b t;: . El 2 J: S <h , ^ t^' U r >r t S - 1 0 2 (1 . r K u ^ ^ 1^ ( r^T K 7 

) 2 20^yo^r^>- i^-/< 2 2 4tc;(jPx.T. S:^-^^^'-v^-^2 2 8. ^<t/^---f-rv 50 
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^-ya^^>^23Q, *5<tt^^^i5^2 3 2^*L-CV>5o - 2 2 S },t m & \^ 

y< 2 2 4 i O TpI ^0 ^ 19 ^ ^ r>'^m\^^J: ^ o 
I 0 0 7 2 1 

- h Lyh-=e^<-i'/^ • ^ y ^ —± :f ^ 2 1 2 (O y y V ^ • r — ^^■r^f'-Y^^-^'J^TT^I" 

yU-3i^^v?>'240i:, ^y^ — ^>2/h-^t:'!Jr^ •7'Ph=iyU':3^>'v^V244cD, 10 

yp^v'-f--/^ 224(c:J;or, >[t/S"f5:3i>'i;y240' , 244* ;5^ffl*^nSo 
[ 0 0 7 3 ] 

r(7>ct5ic:. *i?*Li/^**?gfi|t;:*5tt^^^W/w--ryi5'-ir7^>5'2i2(^. •=et:''!;x 
-rtSif-/^i0 2^^ti^'ix<7:>^^W/wS*>'^7^Aio4iftM-t^/ti6(7), iSPiT" 

Pi/ — v^-^' . — yu. T'p h=iyW<i:, -Y^^ — h •^fc'yT^^ • T'p h=i/W<t^f-/K 

H L T l/^ -5 o is H 7" P V/ - • =1 - /Kl . h^^— ti)\^'y7.^h.i)^^, B tl ?t S'J 
;^Ti.(;:;Jott§7'p;/-v?-^Sr%Kt*5*aa«r^fig<br^t)<^T*fe§o -«S:Wt-> n-:^ 
jv 7s K {^"^M \'c X ':f 'y — 'y ^ • — /i- /^i^ 31 tf ^ fc ^ ^ ^ ^ t ?i 

1/^ o R P C y P h 3 (7) $lj ffl J; o T . ^ /< ^ * i/ X i=s 1 0 4 . T >f >^ /.^ ^> 20 

/^^ ^ Bfe ^ o :y 3 <^ «i 1$ i|* gij 7 y ^ - V- 3 >^ S ^ ^ n <7) . 
[ 0 0 7 4 ] 

^>:yhl7-:^-ryy>5r-i/3Xi,-«6<3t::, !>><>^K'>Xy>^5/h (Windows 

sockets) (r> ^ 0 f^iT ^ ^} ^ — ^y ^ y \y ^ )\^ <r> ^ y ^ y zs:. >( 7s ^'^\m\.x\i^ ^ 

^^f*:<oi!^ffi;J)^^^^lc:?ioT-tr5/i/3>'fi4'±^n'5;i^ *^P^o$f*LV^^Jfeff^«gfl 
RPC5riix.T:*^«9. ^ ^) >{ ^ - \ 0 2i:^/W^^iS^'>^xAl 04^ fi. 

[ 0 0 7 5 ] 

* ^ (7) ^ y ^ - ^> y h • ^ y X ^ • y P h /Kl . ^ « (7) >y V ^ - "7 h^^fl 

^ y ^ h ir^ ^tlL ^ ^ :l b X s h7>^:^^ - h <^ittSLTtttg 

(1 . ^ « *I $ij PS fc ^ # -a^ ^ /< y T y - ^ ^ PpI S t 6 ^ ic S ^ 7i 5 0 40 

[ 0 0 7 6 ] 

^fc. :*:^P^c7)><:/>5'-^>:y h .^fy^^ • T'p hn/Uf^, ^*(7)#/^^^y h7-^^ 

3ii:T> t L<(lMii8t-J;o'C^t:'yx^Wai^-^^i o 2 i:^/'<>f/uiffi*^>;^ri^ 1 0 

^m^-f ^ ^ hx . mi^^f^y r ^ T ^ ir- h \.x(owLm^^fz.^ . ^^m<o ^ y ^ - 

^.5/ h • ^ t'' y r >f • y p h 3 $ ^ , ^ \f V ^ ^Mi- - y< I 0 2 <h ^ ^ yi- a * 
'y T.'r 1 0 4 toMT'iO±T(^iiffi«r|g!I, Pt-^fbi-6::t«r^^g(C"r^o 

[ 0 0 7 7 ] 

m 3 (T)"^ )\^^%-y Ts'r \ 04(C4bMtS}SPSyDi/ — i/^ . =i-/W. yp hn/W-o: 50 
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. m^'k . TDIiSPiyni/ — v?«t-=i->'^->^nh=iyU.:n>'i;?>/240' — /^^ 

^ff-f'5^t:'yr>ftai^-^<l 0 2S-etei^f6-<<> -< y - y V ' ^ \f V- ^ • 
7^p}.r:/^.3lyv^y2 4 4^c^^, ^A-^'/^ffi^i/;^7'i^l0 4fi, is H-T" n - ^ 

"r^l=ai^ — ^-^1 0 2C0TD lisPiT'nv' — v^-r • =3 — . T'n h=i/W • y i/ y 2 4 0 
* ii^ ±.mo:>R 9 C ^ t ^ "i: \f ^) 7- ^ ^ - ^< I 0 2 a y< y( jv :^ 7- J>^ \ 

0 4tcf^^*3or=i-/uS:*ffi-5o ^bfy■r^'tai^-^•^l 0 2 <OT D \ ^ 'y- 'y 

^ . l>=i/U-:x>'v/>^240' II. S^^nTt^/W/i^iffl^v^^v'i^^riX'e 

C:r,yi;y2A0t^^t^o y< y ^ 1 Q A (D t L X <D ^ 'y - 

>^ tr: *)• 1^; L ) # m . « Pg 7^ n - ^ . =1 - h 7 if ^ 3 >' ffi $fe )« # 1 1 

, :^ ^ 'y z:. - V y . yf- 'J y-mn . ^ xxi m-t ii^^m i c o a \ e s c i n g ) ^ n O o 

[ 0 0 7 8 ] 

4 y ^ — y h • ^b'yr^ • T'n ai^/i/>'2 4 4f±. ^t*SttCOifV>x — 

A 1^ - t^' ;^ , HI & . 7 7 ^ >^ h . ^XU/ y±-i^(onm^i:n 0 o ^tz. 

h (D tz ib (D & m n 0 1 7!)^ X ^ ^ o ^ y ^ - y v - ^t^y^^ • u y ^ ^ :^y 'y 20 

y 2 4 4 mfjm^ i:^^.\^Ati ^ £^^<D h ^mm^^^^^x . ^fj: ^ h 9 y :^ ^ 

- h ^ m m L X mm-r ^ ^ 0 \c ^j: ^ X ^ <D X ^ m ^ m :h 9 m i: mm l tct <d x ^ ^ 1 1 

, ^ h y y y^ - h n L X m ± t tj: ^ X h o 

[ 0 0 7 9 ] 

ia3A(t. ^y<^/l^'^y^-±-f^2 I 2 ^ \f V ^ ^ m - ^< I 0 2 t mit L X T 
D I =1 - <D ^ ^ ^ ^ ^ 'ff 0 iB^m &l ^ t ^ o -flxfi^i-. ^y<^/U'^y^-±y^21 
2cORPC7'nh=FyU-jiyv?y240{i. t — v'-^yVi/^ixfciTDI^ — /^Sr, 
y-r^l^^if — /^102-^<b3^^-<<, y ^ — y h ' t^V ^ ^ y" a h =^ - ^ y 
y 2 4 4 --^ t U^-t ^ 0 RPCyoh=i/^.aa>^v^V240f:i. - (Df^IgS:, ^ y ^ - 
y h ' ]!' V y ^ ' y a h^/^'=^yi^y 2 4 4\^X^X^m^h.^^=2. — \CRPC^ 30 

- /\^i:m ^ ^ z t xmf^i- ^ (:7^cz5/^ 3 0 2) 0 »«*i«S«:Ryt(;itT9:^i^l-. y 

^ - y h •^t^y^-^' •T'n h ^ /i^ ' ^ y 'y y 2 4 4 \t^it L ti R P C ^ - yi^ (D^m i 

m'^comm (r p cm^^ ^ j^^t ^ hmm) mm^^ ^ u y ^ 3 o 4) « 

R p c a ^ A T h (1 5 ^ V ^ 1 5 ^ y # CO r^i ^ ^ ^ n 6 . r (d ^ ^3. ^ 

if(;iJ:oT^HpItg'Cfo'5o ::coiijitc:<}:oT. RPC^>'v^>'2 4 0iiTDi:^-ywSr 
(ORPC=i'-j\^f)>m-(DT-^ifyM. {y y y y h) ^ <:> x ^ ti ^ X o ^^ir ^ z 

^ 7)5 T' # ^ o 

[ 0 0 8 0 ] 

^ J^T ^ h^O^jS^J-r^T^^. RPC^yv^y2 4 0 755^tlW±cORPC3-yK7)S:{f 40 

^JiS-r^ (^ij^yny^^^aoe) wi:<^^:£-rs<t. RPC^yv^y240{i, ^ y ^ 

- ^> y h ' ^ \f V >( ' y V2 h ^ /l^ ' y \^ y 2 4 4 \Z , ^:x^^yyyy=L (flus 
h) RPC^^^/WSr^-coyy-Alcffi^L. |g7y-i^^h:°T(cteii^-r^J;9g* 
•t-S (>^n:y^308) » r(^j8t'&ICJ:'9f5j^[Hl^305M{^^t. 7^Ph=i/ucD/>>';*---ey 

;^ ii5 i6 b n -5 o L /i^ L . y ^ - -y h • ^ t'* y r >r • :/ d h n , 7 ;t - y x 
*a^k<^fc4^^cfl!i(7)^g(5S^^^;lS'5^^T=3^^rL-2 4 4Sr77 5/i/^-f-^r<i:tU?iftixtf 

^9#^> iMPifiSKifi^jtcg^^ericii^i^W^^o 

[ 0 0 8 1 ] 

X 0 . ^t'yx>{^a-y--/<102Oy^ndf.v^.-i^--/<(lRPC7'a h^yU-ic 50 
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y \/y 2 4 0 ' t >i y ^ — ^ y V ' \f V H ' X2 V ' y 2 A A ' t L 

h=iyu- / >y ± - * y y - ^^in Ltzm^^. ^ V ^ ^m-^ - ^< 1 02T*llff^tl 

^m^ Lx b o y y - J>> ^ V ^ MD- - ^< 1 0 2 i- b t . ^ y ^ 

-^^•;/h-^t'!;'r>f-7'nh=iy^-:3^>^v^>'244' it. y y - t ^ V y 

y TsTfi-- V (^^^^^^^^(oumx) y y ^ :^ y V \\:^ fix\,^fi\t^mm\^ . ^ v^-'y<D 
i^^^i^^S^kUT. }£(}:>^^<^ )v^%y:\y' M)^h<D'k\tt^^^%'t b. rcoiS^ 

#fi{ktcj:«9. 4 y ^ - y V ' =^ \^ ^) ^ ■yDh3yu-a:>'>?>244' ft. iSfig^ 
Pi/-v^^ . zi^/U-T^D h=2/u.:3i>^':;^y240' (C, fi^^^^c^/^^gliil^Mtt^ (a s 
sociation— specific context information)^ 10 

:l tly^X ^ h . 

I 0 0 8 2 J 

m.^^X . ^ y ^ - y Y ' ^ \f ^) y- ^ ' -f ^ V ^ ^ :x.y y y 2 A A ' \t , §: fS L > 
t — y-k. RPCS^f^Pjev'^rAi^llli* (RPC race ive ind i ca t 

ion system work request) 354{CLT,!^{'^ll^^^/^'nP 
ii5:Mt#$B^. \:: ^) y- ^ — ^< \ ^ 2 <nK V Q-f ^ V ^ * y 2 A Q ' 1^4- 

;t'5o KVC'fx2Y::i)V':r.i/yy2A^' ;iiM'^ISS5}^352^Sfl1~5^> fg^n^v^^/ 

2 4 0' (HtllSjfea 5 2&i5S^Migf^||:^^-3 5 6lc:AD;t. <!ktCi=^^^S;^A(7)S*^i/ 

\i^x ^ R p c ^ y y 2 4 0 ' CO <^ H ;^ u- 5/ K . H H tr ^ t o r <^ 20 

( 0 0 8 3 1 

S^^iH^II^::'--3 5 6;^)^b. ±IEy^>'^l^:y Kfi^i^*T'^$^LTV^/cRPCS^t 

^-;i)^ib^L, Itmi^^mm-^ ^ . lll3A^#fiSLTIftP^L7t±IEa^^il(;ic):i5. ^t'' 
yr-<ti®f--v'<i0 2H. *tv^n(?)7='-i^i/yi^l-(^S^tufc:«^cORPCb7>'1f 

^ y B y ■km.%\z-^\t'^ b lix^fib , ^ t*^ y T- ^ t s f- - ^< 1 0 2 ifk . r p c h 30 
y y -f ^ y 3 y i: ^ ti "t* ti m ^ M it L X m m <D mm y ^ y - ^ • ^lt 

^ ^ ti tz mm i y< ^ S ^ y ys Ms I 0 A iX t> X ^ n t b o ^<y:t-'^y:^\^± 
o:>tzt> . R 9 C^y 'yy 2 A 0 ' \z , R C ;^ y ^ - i/ ii^n^ (D 9tU^ :^ =^ 

m K^^tx . K 9 c :^y y y 2 A 0 ' ii^ . ^i^-^tifzVyy'f^yByo:>oh<D\^'^<^t^ 

[0 0 8 4 ] 

(RPC3i>'v^:/24 0' tCj:5RPC^'a^(7)SltT*fe) 
114 ft. /1^^<^ll^^-3 5 6fv:iD;t53nfcRPC;^g^^^tTl-5feS^^)7r:L/c:7P- 

^ — V Xhb 0 RPCj§^C0|ltT75^^^$;JxTV^-5^. RPCynh3yl^.^:^>?>'2 
4 0* t L T ^ ft (b n T l/^ T t <t ^^) <r> :^ y y :^ y y V \t . ^ D -/<yu;t^ h 40 

!7->^^a:-3 5 8;^i^?>0^^|IS*:^^^JKffi7:i^e>^L.. f^llS*C0@«^«:;S1-6o 
[ 0 0 8 5 ] 

[ 0 0 8 6 ] 

— y^'^gjjt (schedul e reques t) 

' u — id ;V ^ it (loca 1 terminate as soc ia t ion) 

ryy— ><.jj^pjj gjft (" resource ava i labl e" reques 
t ) ■ 50 
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•pingt^St^^J^T^h (ping inactivity timeout) 
RPC7^nh=J/l-'J^>^v^>'2 4 0' fl. ±.m (r> m ^ ^J: M m (D ^ ^ ^ fl tl W\ (D :^ ^ ^ 

[ 0 0 8 7 ] 

i'fmm>^(omm:d^ ^ :^ ^ i/ y xh ^m^t in^y" ^ ^ ^ e o ) > rpc 

y a h =i /i^ ' y i> y 2 4 0 * \t (D m f)^ ^ ^ ti X ^ f)^ ^ ir ^ {:/ t2 y ^ 3 e 

hn;u.:n>'>?:/2 4 0' ^ ti il ^ It^ t ^ W ^ ^ L X ^ ^ i"^ ^ ^ ^ - S 

5 6 (1) - 3 5 6 (n) (Doho:>-^^i^mi'^::.tt^^mt^j:^o R P c i^y 2 

40' ICctoT. >Pl-/£-t'5S^SiJffli::J^DyiJ7 75^Si#^n u ^ ^ 3 6 2 ) . 

S^-^rJ^ (Process Association Work task) 364 7^^ Iff 

t/w^tiT. ±m (o ^ ^ in fz m ^ ^ - 3 5 6 \z ^ ^ i^f m (o h ti ^ o 

[ 0 0 8 8 ] 

Il5fi. m 4 (D i^;^^ 3 6 4}Cj:oTll^T^tl5;^T^/7'^^^il7^tTl^ 

-So '^"^t^^^m^ ti^ t . r^^f^H^aj i?;^^ 3 6 4;0>f^I/W$ti. *f/£-r§M^<t 

||dr:x-3 5 6f^C0jt^/^^^S^tl6o ^ B'^m t> h ^ ^ tl tz. >^ (>^p^/>5^3 90 

) ;ii>RPC^«S* (*ij:£:^P:xi5' 3 9 2) !^RPCSffig5^^^iRPC«^C 20 

m^U (pa r ser) \Z m h tl . ^ tl ^ {-:/ u y ^ 3 9 4) , fe^l/^Ji. 

Tii^b^^nfcl^HS* (>^nyi5^390) tSi/^^co (pend i ng) §:{tm:^Xh 

^ (*IJ^7'n>;/^396) . RPC3::.y>?>'240' (1TDI204' tC, T V ^ 

-i^ayiiZX^^m(OiXt>^\C7'-^^$mLii^isb^Xom^ir^ u y ^ 3 9 8 ) o 

0) . RPCJ^>'v^>^240' (ITDI 204' [d, ryy^r-v^a^-ffiiiTCP (fc6 
VMlftlKD h^^-^^Ji^-h • h3/^) M^^i!*Sr«-rS<t9^*L (7^'n-/^4 0 2) 

, TDIS204' ;ii^fc(^/S^5:#Oo TDI 204' (c:J:^^5R;0^^T-r6<b. f^S* 

fc^. R Y> C :^ y i/ y 2 4 Q ' (1. ^|^. |Cg*^^LTl^^t''T--:ii^--?rii^-t^W(- 30 

. M^Sr/fe-g^Maf^H^^^- ( 3 5 6 ) -^i:mirz.tx. ^ ^ * S 5r « «: [hI 9 J: 5 
isb(D t<oxh ^ o 

[ 0 0 8 9 ] 

±ie<7)toaii. rj^^irv^^— i;>'^g;z^>(tttj (scheduling weight 

comp 1 e t e) :^ h { ^ a y ^ 4 0 4 ) (::^^'^i-^^T;^^9iS^t^5o ^ &\ X it . 

7. ^ i/ - V y ^ m^a. titcn (Di^mm^^^nm-^mf)^ h ^ tlx . ±.m<o^'^<D'^ 

^ ti fc n ^ ti ^ f)^ ^ ^ t ^ <o {cii t> in :b o ^ i/ zL- ^) y ^ %7i.\tWL'&'^ 

^# ^ ^ ( [21 4 . >^ D y 3 7 2 ) □ r CO ic fi ^ - if r t [;i > fo S v^ II a W ?i 1: * 40 

[0 0 9 0 ] 

RPC:3^>C^>';^^*g'a^f>^^:3r^^3 5 660j^^i§r (<i^i^^<tt-0#&^t-) li^TLfcf^. ^ 
^ ^ ' de:x-(7)ftLaiC«^oTt)c);l^ (>^P'yt^^4 0 6) {UUit^JsT) o S^cof^ 

||^^-3 5 6tC:fctt'5<^|g(D*aat^. R V C =^ y i/ y 2 4 0 * \t . ^ o ^< jV \^ M ^ ^ 
-3 5 B Kmtzfi: ^ ^ iP y ^m^i:^\B \^X . '^X ^ ti ^ 'i^ ^ (O :^ ^ 'J =l - ^) 

y ^ ^nx/n 0 (m 4 (omm-y ^ y ^ 3 6 6 ^ yuy{;3^3^ <r^Vi%':f ^ v ^ 4 ^ 

8 . y n y ^ 4 1 0 ) 0 
[ 0 0 9 1 ] 

Sfilll4«r#BS1-n«. RPCf^l|g^;5i> r^fj^^Igej iT)^'^ (4^J^:/D5;i5'3 7 0) . 50 
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R P C V? y 2 4 0 ' , ^ y< ^ /U - T ( ii S ^ W /l- S * X A 1 0 4 r 
1 0 0 9 2 ] 

• r (O R P C :r. y i;^ y 2 4 0 f}^ h (D , M ^ ^j: M f — 

g^J^^I* (*IJ^7'n-/i5'3 7 0) ^Stt. R P C :^ y y 2 4 0 it ±m (O /< y ;^ - ^ t 

(i. RPC:ii>'>^>'2 4 0* lCM$ixTffi1i. ^tr^tb^o •tLTRPC:cyv?y 

240' nmmcD'i^^^mii^L . mm.co'^'^mmy' ^ y ^ ^jf^i^-r ^ a ^ 3 ? 2) 

[ 0 0 9 3 ] 

' B-^umy" ^ y ^ ^ '^r ^ (y ti y ^ 3 7 2 A) 

' v/;^Ti^^^(7)y y - :^ ^ y :t /I- h {ct, xijjMiti- ^ ti y ^ 3 7 2 b) 

•mS(/)ia^€r^-'''<--7^K1-^ (>^n5/^ 3 7 2 C) 
•:79^^IZI^{b-r^ (yny^ 3 7 2D) 

• ^^^^W^^H^^^-^^^^^b-r 5 (:/D.y^ 3 7 2 E) 

• ;g^(7):t>^v?:n^5^ h . /Nyi/^ • 7"-y/W^?;]^{l:1-6 3 7 2 F) 
' ^ '^-i:^miti- ^ (yay^3 7 2G) 

•^-&*JfflJ:/oyiJ^Sr"lryv'3:/-r-y/wtcJfA'r5 (>^n>y^ 3 7 2H) 
^ y ^ — y h ' ^ \f V ^ • y D h r3 /u . in y V? 2 4 4 ' ^> ^ i: ^^ T L fj: ^ tiH ^<f: 

v^y244' f}^ b R P C :^ y y 2 4 0 ' ^ ^ ti ^ o RPC^>^v^^/240' (^^(D^ 

^ {y o y ^ 3 7 6 ) o El5B(c:73^$ix^J:9(-. jy.T<7);^7^y>^;i^||tT^ixTt> 

1 0 0 9 4 ] 

3 7 6 A ) 
B ) 

•j^H^^ix-lcfoS^TO^W^VhSrMirjC't^ (>^D2/i;7 3 7 6C) 
•Bt'&^^-^-^O^ffijj^^^Tiibllf^ih-f^ (y^P>y^ 3 7 6D) 
•^^*JfflJ:/nyi;7(o#SS;^T;7:/h^M<i^^^'y:5 ^ y ^ 3 7 6E) 
•#RS:^^'Vh7)^0(D#^, (yny^376F(CTr>^h^n5) 

' mmy" ^ y ^ ^ mM-r ^ (3760 

rog*(iv'xxi>.tfa#> OS, 'h^^^n.r -f ^-'y B yt^h^^^'b. RPC^^y 
i^y 2 4 0 * ± y B y^±mM^ ±Bmwi^^tmm^^^ ^ (n^y' a y ^ 3 7 a 

, y n y ^ 3 7 6 ) o 
[ 0 0 9 5 ] 
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h ' :x, y i> y 2 4 4 ' t (Df^CD >i y ^ — y JL y( 7. t> . ^ \y i/ y V (credits) 

^m^-t ^fcXlK . ^ - ^ tifz:^ \^ y V \^ {"^^ ^ — o X ^ ^ \^ 'J y h ici- M 
-5 , ^ =L>-ii^mm^Xhfi\t^ 'J y V (Dti ^ > V \tO [^f^i^t^ . t LX . =1 - 1" ^ 
m(D y Y\t. ^ \^ i/ y V (O 10 ^ y V i)^ 0 h Aii'^fkm^i: X^^^y^^ o J: o T . 

rl.-■f(c:J:oTK^pItgfe'5V^^^^f:£^0ft^g:^ (1 ow-wa t e r ma r k) i: ^ :^ 

- tt T . 'i^m^xhofz.\'^mt^v}im^fix^) v - 7s\z.^^mii^x^ tzz. . ± la =1 - 

jxy-r ^m(0 :^ U y V {Z^X.^ X. 0 ^im^t^'^L^W: t fl^ o T^tlfi^ , T y y ^ ;^ ffl pJ j H 

1r X. 0 \^ . y y V (OiJ ^ y V 0 \^^^ ^ tc t ^ . ^JsT (D X. 0 :^ T y i)^ '^'U ^ X 
J: 

[ 0 0 9 6 ] 

•RPC_LMPQ_SEND_FLAGi:i9:^LT.^^t-rn-.-r-^tSej (1 
ow mark p e n & i n g ) t - ^ ^ ^ ^ y ^ ^ 7 ^) o <0 \^ 

' ^ it ^ tl fc ± X (D - ^ ^ y ^ mm -r h {y^ ^ y ^ 3 7 9 B) 

9C) (rti(-J:'9. TCPfficoh^>^4f-Ng{t'>^>'K^^;0^^£^&^(cPai:^;ti. S 
^«*'>;^7"A1 10<i:^t''!;x>fl^ai^'~^'^10 2«ir£7)PBl(7:):7u-Sija;65/^^tl^ 
#C09iJtc:. ;*:$f*tVN^SEf^fl8T'fl r^Sg^jt^*:] (pend i ng r e c e i ve 
r e q u e s t) Sri^^^af^ll=^^-3 5 6(7)W(::l¥LiitfCOT'. %^^<Dy^ V 
^ \t ^ ^ y V (D iJ^iM { o u X, s t Si x\ d \ n g stream receive ev 
ent proces s ing) f)^ . ^) :/ - 7. t^nm^ m.\Z.f^ ^ t ^ ^) o 

[0 0 9 7 ] 

' ±x(o^\t^^fc^m,^ ^m^m<Dfc}sb\z^^ ^ (^05/^3790) 

ryy-;^fjfflplj tv^^ ^ r v c :^ y 'J y 2 4 0 ' t^^\fm^t (124. *ij^:/nty^3 
8 0) . f^RPC^^>^:/(i. SS-g-^tifcjg-a^f^ll^^^-aseici^^^cT^i^l^^ii^fc^^o^ 

5 8[cii^LT. ±iS,^'&i^ll=^::L-3 5 6;&^»jf^cDffi5t*t^i^o-i:2r-^--i^Lr:f5< 

(:/n^;/i5'3 8 2) o ^ t> %m "^it m ^^m\z, h ^ mm\^ ^ 

i\.tzm't. tl^ (*^f*LV^^^£ff^ffiTMi. RPC:^:/v^:/2 4 0* 

II. r(DftiS*t^T(7)Sffi^^xfcg^i0gM*S:SltAn^) o 
[ 0 0 9 8 ] 

»Slil4«:#fiS-r5<!:. R V C :r. y y 2 4 0 ' . ^tfyx^tSf-->'^10 2(D Tp 
i n g J (c: ;b ^ ^ twu ^ ^ CO « r^T ^ o T <^ ih t T v^ -5 <t ¥0 ^ L Tt ^ ^ ( fij 
:/P5/^ 3 8 4) . H^^i'^wntp^Cbn. ^) V - y^^-tmWi^ t\^x y^T- 2>>K'^m \. . ffi 

CO^Slwi^ffl^iX^ (yD:y^ 3 8 6) o 
[ 0 0 9 9 ] 

( R p c m-xmm ^ s^t^ ^ 

SSIil5^#Rg-r'5t. RP C:^y 'yyt^R^P 0^\t^i^i:'t(O^\t\zU\^xmxm^1r 

^ ^ t \t^mLfz (ycr>y^ 3 9 2. 3 9 4#R3) 0 *:»^tV^||ffiff^ffi^;l:^o^/^T. flIX 
. -f u V ^ /V (Ov" - if y J^\ci6\1f h^WL<0 y y ^ :^ > V Ki^X 

^t^hxh ^ 0 RPC^{t<^ll^*:5 0 0(0:7;*--v5/ho«?y;55|g|6lc:*$nSo RPC 
^\t\'^mm^(0^)^^i\.\'l,^ptii<^th?^^y^yyif?^yVbQ2 (1) 5rWL..:&Px. 

rttt(7>ISOf^ADW>^7^p<>'h502 (2) - 502 (N) 4r^tTV^Sr<!:t)fo^o 
;^-ry-7yi/>>^h502 (1) li, i^HM^SiS^yi^ (work reque s t 
s true ture header) SOSt, S:ft;t — U'-f504^4r^"LTl> 
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-So S<t:t-^<-U-f504Ji. y ^ - y h ' \:f ]) T ^ - y u \s =i /\, . :x. y y 2 

44\cX^X;>^^y'-7yi^?^yh502 (1) (D \^ ^ h tl tc ^ it :^ - ^< — ^ V 

h^o (D ^it ^ - ^< - y ^ 5 0 4 \c \t . p^-ifT-^tiq^(^ix5. f^llg*5 0 0rt 

-eft^ZJCORPC^ — /^ 5 0 6 (1) *}tt7J^-tt»it^>''^^j0^fo5o 
[ 0 1 0 0 J 

m 6 (DMii^ . ftS(7:)RPC=i — yl. 506 (l) . 506 (2) ■■•506 (8) ^^tf. 

||M*500;ii>lil7i^^nTi^'5o Eiecol^iJ^s^-ri^ic, RPC{tllg*500(i. 
]) (om^i- ^ y V ^ ^"^-(oy y ^ :^ y V 5 0 2{c:^*tiTv>/^< TtJ:v^o |^fi^J(;:4b* 
V^T. %Z.y y if :^ y Y ^ ^ 2 (2) <tl|Z77i/;^:^h502 (3) irfi, ^) y \.fz 
!;;^h4'-C;^^y-:75^;»<>^h502(l)tCii^$tlTV^6e 10 
[0101] 

I 0 1 0 2 1 

• RPCS{fg*5 0 0'?:^^•?^^;55-oJgJL±^DRPC=l^y^^^^-etJ;v^ 
•-o^±(7)RPC=i-y^ 506;ii5. ^-c^>^'7i/7<:/h502^'^::ffffiLTt><];v^ 

• RPC=i-/U5 0 ^ . y y ^ ^ y V 5 0 2 ^\L%^\Z,^^flX\^X \> 

• RPC=i-/u5 0 e^ix-etifi, -oj[^±oo:77i/^ v h 5 o 2iwS7t;6^oTi/^TtJ; 

liI7^i. RPCS:iti^»^5i^5 0 0^#W't-^RPCS:^«Wa3 9 4^0iJ^LTV^'5o 
:*:fifiJjC:fcV^T. RPC«ijWtffa5394 f^j^|IS*4'(D|g->'-7i/^>'h502 (1) 20 

%%y y ^ :^ y V ^ (D ^ - ^ ^ c ^ - jv ^ ^ (i) ^®#t. ^ltrpc^j- 

/^^r^W-r-So tll3:»t^$l53 9 4(lRPCS{H^II^5fe5 0 Ott3^Ji^T*. R V C )V 
506^n^^n^^aLTl^<o RPC§:fsjtllg*:500(7)7^^^>'h502 (l) 
(nn.'O (O y y :^ y Y -/W RPC^5/^'503(ni^-fXJ;«9t)^l/^lr^, 
ft?tfrSI53 94fl. RPC3-/^75^^^(CRPC77^'^yh50 2*tC^^tlTl^^T. SOjS 
^^^TLT^)cl:v^;0^^'9;0^S:*^J;£'t^ ^ C - iV <d ^ ^ iS^B. n (n y y ^ :^ 

y Y ' ^< ^ V X. n iK i i)^ ^ 0 i)^ ^ y^ V h b X fi, ^ h ^^^) o RPC^-yu 

(7)fl^;0^ii^^J^-efo^^^. RPC=i-/W{lRPC«^C^tff^3 9 4C7)T:yyx - 
fir9r^|;i?i§, 7'^drv'•i^-/■< 2 2 4^c*^V^T. Jg^W^-Cfe5RPC=i-/Ki Tr' 
- 7 <t J i ^ :^ h ]) - M.miS ] tci^iXh^o r (7) iii* f ij ^ y n V/ - J: o T 30 

, RP C :x.yi;y\t. R F C ^ iS =^ - Ji^ <0 tc ib {C ;^ ^ V B^il }) h i: ^ \C M m^t ^ :i t 

{ZX 6y y ^ / y h=it°-^3git^r<i:;^i^T^#6o 
[0103] 

mXm^U 3 9 4;$i>RPC3-yW'C0|llS^^i^lJSlJ-r^i:, RPCtS«<^i&i^^<^^^ 

. mn <D tc ib [C R P C :^ y y 2 4 0 t ^ tl ^ o RPC:3i>-v?y(j:, j|ff(0/ciii>(C 

RPCx>f:^/'^^y^-y3 9 5^teii$n. ltt?lcMS$tl^o wtl<t>9T<7)M 

5fe Ji (7) n - /Ki , ^ t:: M S ^ n 5 fc a6 i;: ^ r r ^ ;^ :y ^ • ^^^f ^ - 5 i o {cy" ^ y.y< y 
f-$tu-5o 7'>r;^/'^5/^-=3E^:x-5ioti-tn€*ifi6»6^/j:^5tS*Sfc>LTi/^5 

[0104] 40 

r;t-7^>^^igj y :x. ^ vm^^ . \^(Di: T) \ y vv - ^ y ^ ^ 

^ -5 o «^'J t7) SIJS ffJ fli T' . r Y v y^ %tz\t^m.^ 'y ^ h fi $t: Jl fi 6 ti 

[0105] 

t^jxlf. RPC:3-yi.7j,^TD I is--^ yj Y \y y^^y'y ^ hg*:fc^l/WiTD I 
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iOfaiDfe-SvWlMa^^fi. rK^':?^fo6^/^fi:S^:t:/>?:n^ ^co^SS^#Sfcfe^^ffl^.^ 

[0106] 

4? * L V^ ^ Ig ffj ffi TMi > ^ T (7) R PC ^<y,;^-^ t \.X^>f^< t t 7 K 

:i-5lO(cr^'y^/^^/^$iX'5wi:?i<. ±T(^RPC=i-yu;65fi^>{c:||fT^*i^o #1 
0 ( 1 ) Id ^JD ;t 6> § o 

[0107] 

SSS5^#fi8-r5i:. r^^f^H^tJiaj (process association 

work) ^^^ 3 6 4(0^3;^^^ ^:^^n/clS^ftlSftc7)||^T^^T-r^^ (W:S:^c' 
5/ 4 0 4 ) , ^ >{ 7. y ' ^ — - :^^mi^\^X\i^ i)^ fil ^ 5 (7' 

a y ^ 4 0 6 ) o ElSli, ia7(r7j^$ix6T>f>^^'^:y^-=^^^5 10(;)^ac0fcii)O T 
X>f;^^^!y^-=^aL-Maj (yD5/i5'406,II|6)iCj:oTlltf$tl^;^xy7'^^?iJ 20 

[0108] 

Z (Dmx\t. ^ V ^ • =^ ^ - 5 1 0 \t^9c^t^^M(0^ {^mx\t5 1 0 (1 
) ) t^h^n^Xi^ (-y X2 y ^ 4 0 8 ) o x^^/^y?--=^^--510[;i{i-?:ti€ixfi^ 

«Sc36^59:^$nTv>So ::<7)fi;v.«icfi. ^/W/u«*v-;^x.Aio4^^t:'yr>f^a 

^-^< I 0 2 t (Dj^^^^^m^^ titzmii^ . ^'^'^ ^> - ^ 2 2 8{::X^X^^ti^^'^y< 

4 T' fc «9 . m^&f)^'pm&(DT^^y<y'^ ' ^ ^ " 5 1 0 m^^^^^t s X h ^ a ^mxit 

[0109] 30 

RPC^>'v^>^2 4 0' it. ^tE(D ^ ^ — ^ ^ tb X , RPC^— /i^^^=L-f)^h9[-LX 
1/^^. ^ ^ — ^J: ^ . RPC=i-/UcD^^— fi;S^#-^ (queue we i gh t 

numbe r) ^J^ata^iX-SiT'/U-y-rS ( ^ a y ^ 4 1 2-4 1 6) o ^ =l - t)^ h 
^^n/cRPC^i-yU^tL-e'tit-^LT. •^co||tT(?:)fc^(CRPCT'>f;^^>'>^-v3 9 5 

^>i^Xftii^tiho RPCy^:^y<y^^ 3 9 5 it y< ^ 'y f- 1 0 4 (DiXMt L 

ryPv/ — v^-^^-n — (procedura 1 ca 1 1) ^^trt. ft ^ ^ ^ ^ L X 

v^'5±fER P C ^ {z M i-' ^ y< ^ M ^ t)> h <D It ^ ± f^-t ^ o 
[0110] 

± IS - >^ * tH m . ^ :x - o T s <^ n * yc: fe ^ ^ -a^ ( *ij :^ y a y 4 1 8 ) . 

^n^^-t^^n^rf^^i-^:itf)>'^-^:^ti^ xi y ^ 4 2 ^) , yu-^^m^rt-C 40 

, ±E>';^TAf^7'uiryi^&^tc^sv^^^fei^(D:^^-3.-^c#bi±•^ (:/Pi/iJ'4 2 4. 4 

$feu-</utct>^tT^n5^tgtt;i^-^x.?3n5:: h\cf^^, -^^y- h.\t,^(0 ^ =l (d ^ - \^ 

^T(0:^^-;65«La$n-5*'r'*a;aSri^i93g-ro ^T<7)=3s^^-O«ta;05^Ti- 

t'yr-rf^af'-^'^l 0 2<;)CPU-^(7>r^ir;^;i5ffi3feu^>'Utc/£CTrFRl$tvS<t 50 
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[ 0 1 1 1 J 

(^t'y T^tsf- — /^<^R P c 

± E TMl . if J: 5) ]i H :/ P - • 3 - ^ y W « tI^ >^ X a l 0 4 tJi^ ^ t^' 

X.. ^t:''!;X'<'^ai^-/^10 2(7)RPC:3lyi/>'240' (IRPC-r-^yhtRPCS 

2<7)RPCJ:yv^y240' (1. RPCx^:^/^'y^-y395(c:<}:orlltf^ix5RPC 10 
h y y ^ 1^ B y i: -r ^ o ^^J) Ltz^)^ b t ^ X . ±X (D R J> C ^ - ju:^^Jt^i^ 

y2 4 4' dfeiejit. ^LTi^/£«;tifr(D^/<>ryWS*v/;^xA10 4(CiS$n5o R 
PCn-/i.;6^^R^L/ci:tfi. :^T(7)RPC3-/U;i)5)J;;^^^^-r^ (±teic:^oV^TRP 

[0112] 

Rpc^-o-hji^ s^gaas^iit (iiffifiia^i**v^:^Ti^i lo) y v - ^ 

hp« ';/ir-v^H^t^y7">fl=a1^-/^l 0 2\Z.X.^X^^^'y-^tl. ^ ^ ^ 20 

Al04-^3i?>ti^o *»4H/^^ftffJffi^0^t^'!;r^taf--/^10 2ll, (OR ? 

C ^ h =1 — JU ^ -f Ti"^— h-t-So 

[0113] 

' mm-( -<y h (fe^i*^g^^t-r (ii^ma^a7!^>^;^xAiio) /^i^h7v;^4^-h 

t>^X y ^ ^ y ' 'f-^< 2 2 4 itZ^it ^ tl. -f ^ y • ^ — y< 2 2 4 ^y h^:^ 

' 7. V - h.^\t^ -<y V ('^^^Mmmt'T (mmtm'^t^^y^v'M.iio) 75^;^h 

- Ay" - ^ ^ ^ /UiiS^y 7- A 1 0 4 ^m\C^mo -ZT xi^y ' f--/< 2 2 4 it 

^/W/U«*'>';^xAl 04tC>f-ttooTKx->5?^SttSlt). SrniC^ (Re c e i v e 30 

Re s p o n s e) t LX^f— '$^i:'ey<^/U^^y:;^'rM^\zm^) 
' T - ^ J^^it ^ ^ y h i'^-B-^^^- ^ (assoc i a t i on-spec i 
f i c po r t a 1) (D\^^i'tlf}^f)^. ^ v VP - ^ • t'T (iift-tiH^ig^i/^^-r^l 
10) . ^t:'yr^l^ai^-/^10 2^g4LT^/W/^ffi*v'^rAi04 

^mhti^^ t\zf^^X\^^^ . r-i?i/7A5:Stt®^^[-:t®-r^c o ^ y ^ ^-/< 

2 2 4(i^/W/Uiig*v';^xi. 1 0 4lcf-tt3oTK7^-^^7i^^^ftAix. - ^ V y 
ASmw'^y h tl^^Ji^T'fgx-^ 1 0 4 ^^^ir ^) 

' ^y V (IS^4#;£y;^^>^^'K— (a s s oc i a t i on-s pe c i f 

ic listening portal) tJ^, V y y ^ V M t ^< ^ y ^ 

j>s \ 0 4 t (Di^^m^m^-mtLL ^ 0 ^u. ^ :^ y ^ - ^ v y y 40 

V R R C ^ - JV ^ ^^LX ^ y< jv^ny ^^y- 

\t. R R c y y 2 4 0 ' fi^ . \.x -f ^ ^ y ' ^ — y<\z, ^ X ^1^^ ntzR 

?c::i — /\^^^ot^t^^o:iti:7f^LX^^^o %%&(om^^r V y ^ t^m.^ 'y ^ V 

tC^fU. RPC^yv^y2 40* h \^ m\t ^ ^ ^ ^ y ^ — y V ' ^' ^) y- ^ ' 

j3 h =i Ji- ' :^ y y 2 4 4 ' X f ^ ^< y "^-r ^ o l^j^^f^^t-ioT. RPC^ 

y iz - i!)*^ r <D ^ /< /i^ y I 0 4 ^ ti ^ o ^%&<r> ^ i/ :x. ^ h 

(C>Pl-LT{i. y ^ - y h ' ^ }f ^) y ^ - y^ ^ hri/U-^>-v?>'244(7)i^^Ig*:7!i>ii 



(36) 
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^ jv(Dm{t^^\t. 121 5 ct 1/ 8 ^ # t T UE Ift W L r >< :^ :y ^ • ^ 

[ 0 1 1 4 J 

{-< y ^ — y V • 7" • 7" p h =1 /u o ^(1 ) 

Dh3/UT*&19. lattfSiE. (S) ^ - ( (re) order detect io 

n) . D;^[Hl«;6?^tgT**)-5o $?)f-. \1^<D ^^m^m.^ ^^-f ^ V ^ (EP^^TCP) i 
flilV^, ^^(Om(DT - ^ :^ V - ^ (D ^ ^ \:m t ^ ^ :^ t ^ m fj: ^ X ^ 

T' # ^ o r /.^ 7« !y ir " tg fp] O 1^ - t' (7) u ^ J: o T , > ^ - y h • ^ fc" 

h ai ^ n ^3 n ^ ^ i I- ^ o 
[ 0 1 1 5 J 

:y h $ ti fc X - ^ - o t:" 7 <7) PbI ^ ^ * # ^ X. -r tt ll\ ^ >^ ^ - ^> 5/ h • ^ y 

(POP) fc^^/^^l^^:yh^7-^^^•^>'77^^. tias^^^. l#:£oo>j^yv^-> fo^vMi 

I 0 1 1 6 J 

^ y ht^in'eti±m^'^b^^t. y ^ - y h • ^t^y^^f • h^/Kii^r^^ 

-5 o * . ± E J: . =^ *S ^ ^ :^ Pg #ij ffl T # S J: 5 f- ^ ^wi- ^ IS g -f 6 ^ <t 7)5 

[0117] 

fc^f•i'^/^;)5¥ + 5>T'fo^irV^o/c:#/^^-;^■C{>> y ^ - y h • ^t'y'r^ • :f 
p h :3 r P«1 (c ^ (7) ^ ^wu ^ 5S 3!z: -r 5 ^ T # 5 o r J: 19 . r - ^ ffi 5fe 

Hi # ^ . ( T ® :y h !7 - ^ 4f - h L T |i ) ^ - \f & « (D h M \c 

[0118] 

>rv>5^-;t^y h • ^k^yr^ • T'P h=i/m. i!j6^(w]U^prteT*{?:liE^ttfcU"< 40 
yi^ i^- - ;^ , -5 V it ffi <^ 16 v> ^ /u CO -y- - t^' >^ L T t> # 1: $ n T ^ o fi^'J ;t 
fl\ i^m^tlh^uh^/l^'7'-^'^=-^yht:^tl^'tl. ^^mm (va 1 i d i ty 
t ime p e r i o d) Ti/^Sfii^^trlHjm. h L < it i (D m :)j X U m L X ^ m ^ ^ 
Z t fi^X^ ^ y ^ — V ' ^ \f ^) ^ * u V ^ \t. . ^ % h i)^ (D m{^\z.mir ^ t 

[0119] 

^ y — y V • ^ y -r ^ • 7* p h =1 /KD , ^0 7" p h =1 /l^ (i: L T (7) :t — — ^ :y K 

^^ffiS:7^-/UK (op t i ona I f i e 1 d) lCj:oT^^$iX^o f^ttic7^ 

- /i^ K . hh^'^(Oir- ^\z^\,^Xitm^nx . S m fin- J: S « «f S L . CO # 50 
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ft fi ^ 5/ ^ • 7 ^ • 7 — K ( h e a d e r flag f i e 1 d ) (O y h (C J: 

o T ^ ti 5 o e T J: 5 ii fS ^ ft!l (7) $!J » jo J: t>* 19: S It « (1 . ^ T K » 

[0120] 

(^^^tt^tSIiE-rSfcJ^. yU^/^^--f':j:5/i5^f-A-7/W=i'yX^ (Fletche 10 
r checksum a 1 gor i thm) . ^o/c7U-i^(7)Kffiffl(Cf£t>tlTI/^ 

60 ror/u=fyxi.{i^^ttti^i^1^WBg;'j^»t5ttTggffl^n. tf5/h:ii7-<D;v.^^ 

b T t*' :y h CO M 1/ # X. t m t ^ o fztl L . ±.mT :d X J:. (O \\ ^) \Z {il (O ^ zil ^ 

•f • T/w=f"yXAS:^gfflLTtJ;i/^o 
[0121] 

CO ^ ti <7) K ^ ^ *3 L T -5 it -e 1/^ o - fl^'J <!: U T fi . ± E v- - ^ V ^ # 

V<0 , f — ^ (D y — A ^ L X h o i^'>-^:/^#-^ll3 2 t'-> h/,^ifSS?iS^ 20 

^ C ^ ii: J; 9 L T -5 c 

[0122] 

- ^ ^ 5 -r - » ^ii^ , ffli] -c ^ fig; $ H ftfj - a J: 19 t ?i v^ r <t 
»*tl.^*JEff^ffiTMix--i5'^5 3iJp$tt'5ri:(liffi*ric«|<, Sm^tifc^ix^^n^^g^ 

^'^(oy — Ms i: . W^y — (O ^tj: tzy< — a y (D h i)^ < h in"^ ^ X ^ X h . 30 

[0123] 

y^ y T ^ y ^ ' ^ ^ y Y ^ (o ^ m \z. ^ <> X y< y ir - y> \^ }i \^ . \c^- ^ 

<b jJi^Jgffl ^ tiT i.^ 6 o ^ f3 icf- ^ ;fww£?)$ijffl S:^ii{t-r-< < . ii «^ 6^ /.e «l|g i£ ^ > ;^ ^ X 

ffl $ ti . y h 7 - ^ ^ CO a ;^ # i/^ 0# F«1 ^ t) L < ^ L fc 0# Pel ^ jo 5 . 

^ibixyt: 7 (7:)fflit ^iSfsii <b . ^ ^ lel ^l: ^ jg^g ^ ^ o - ^'J ic l^ T . :: (O ji 

6^ 5t IS ^ ;^ X , y ^ fc ^ t n 6 ii" * 6^ :y h 7 >r - /U K i L T ^ ^ 40 

[0124] 

PbT ^ n y-c 7 u -t ti L T fh 1- ^ r i /i^ ^ ig fc S o co B# r«1 M fl ^ 

^ixT.ff<S3^^^i^T!j7h{il (retransmission timeout va 

lue) (D^'^bfi^o y^y-^t^'^hi\.^::}i\^. ^n^i^cDy K\zn\^x ^ 
Tt>h;!)5s^$ti5o hhy J>^t^%n\^^'^^i\^t^\^\>t^i^^t>h^ . W^y V- 2^\z.^ 



(38) 
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li S ^ ^ n T V^ S . <^ ^1 ii ^ ^ H IR * 5 J: 5 ^'.^ o T ^ o 

[0125] 

* . 4 - y h • ^ b:' y r ^ • ^ p h ^ -e fl . ilHI i: S ft S& t S'J iw ^ i:> ti T 
5 ^ r (7) ^ ft (1 . K W (vi ^ (Z) f- ^wu t:: *5 T * ffl T ^ 5 o t ^ r y >^ 

ii^V^T. -( y ^ - y h ' \f ]) ^ •yph=2yi.{igS]6<j(c, 7lx-i^f->fX (y'y 

^ p< y K fb f6 ) . fS g 4^ CO :7 1/ - A m , S e 21 0# r«1 . ii ® * ^ Pfl /jr if (D /^ 7 ;^ - ^ 
[01261 

fz^mn'^^ y h ^ ^ t i^i^'^m^cfj: ^tinb . T M (O ^ y h u - ^ (O^ii (m^iiy 10 

T e 21 # -t) o 7 u - A , ^ y<y( /umm^^^&mmLx L\r^mi^\^lty ^ y 

-Ci^-JK- ^$i^TV^§^^^tTMl?iv>^i:*-g^^^-frT%itLT. y y ^ y V y ^ - 

y h • y 7^ ^ • y P h =1 /l- U ^ V^ T & t> n 6 o ^ ^ fKD y — i)^ \^ 

y^^yVitmW.^m^X^^^t^'^t^t'^mM^h.^o htj:^^^ . y<y:t-'^y:^\^±(D^ 
mt^h. Z(DiAit^^j^X<om±&^^^^ y h X ^ t'Mti: < X ^ y - X ^ 

1^>l'X^cS-C5>S^J^i^^o :7U-A7)'^Se2^^n^»^. * 

i^B^^ =^ y h r^U'P LX . ^^yy^/yhit^ti^ (fc-^i/Ml. tL*:^e2l 

::L-y h f}>mMLX \^^tiit. t%y M.ity y ^ / y h it ^ ifi - m (d y y - t LX 
nmiE ^ ti h t h 0 ^) o 

[0127] 

>iSf^^^Bgi--r'5yc:i6. ^eyr^'t^sf--/^! o 2 ±xmYfi- ^ ^ y ^ - y h • ^ 

X 1 0 4 6) (7> |g 2)5 M t V^ * 4 - ^ CO « TbI S ii L yc: S -g- . ^ y x >f 1^ S - ^< 

lG2li-tryv/3>'^ji^T$'ii:^r^;0^T*^^o tc. fo5^^coj^^^5SiL 

'S^^m^j: t ^ h ^ . Z (Dm-^i^ . t LX :l ^ Ltzyf^ V y - ^ 4 \f V ^ ^ 

m^-y< I 0 2 filj 7)> b ^ ^ f^ T ^ 5 ^ L T t i 1/^ o 

[0128] 40 
-mtLX. ^ y ^ - y h ' ^ V ^ • y u h ^U^m^-r ^ y y h 7 it,. ^ ^ 

y y ^ X i^mi^m) nt. qx, c Emmx . y y y h y :t - j>^\c^t>^tfzmiE^ '^^m 

1 1 ^ ^ t fj: < =^ yy<^ ^ mi'^x ^ ^ t (o x h ^ o z n ^ ^ tc ^6 \z , ^ y ^ 

-^^5/h-^t'yT--i' ' a h ^ /i^X \t , ^ y ^ — y V ' yf ^) ^ - T^Phriyu-^ 
y — (O ^^^{t \^ . ^-yh9-''^i&MM (network abstract ion 1 
ayer ; NAL) (75f--t:'>^;!)5 8gffl$ixTI/^So ^^yf^S, ^=i.-ilfSX,XJ^Vy^h^ 
^ ^y h ^ ^ y ^ . ^$Bv';^'ri^. ir^^yr^7:^i:'(7)fffic7)^i!p6<j/^:x- 

7^>fy7^>f«^tffi:biX'5o < o f)> (D y y ^ ^ ' y< y ;^ - ^ {Z o X n . zr. y i^^ y 

^ Ji-ii^^y y^y- Ms 1 0 4 \zm :^ h tlX ^ t)^ . h ^ n V ^ V M - ^< 1 0 2 

WJ (CM ;t 5) T i^^ -5 7!iMc J; o T ^ M ^ n 5 a r^^^::o^/^T, ^ ^:xr i^^-T o 50 
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[0129] 

•^^<>r/^ffi*v'>^7'i^l04<7)^^^;lJ:D. (inbound connec 

t i on) (Di^^:^^'^ ^ 

I 0 2 TMi -f L t> jK^ S T ?i V^ 
^ y ^ — ^> y h ' ^t^yr-f • h=i/\^(D-(y^ — 7^-{;^{t. C ^ — y ^ i^^-x: -f y v 

„ a - :fj ^ y ^ T y h t (D mit \t . ^ m ^ tz i¥ m :t 7" a. ^ h (i^mm^) 

^ tifz^y a y (D %i ^ jv y< y /V — y i: m X . g*:r^>^x>rT--rJ;:ii*a^tf9 

:l X.r>X . ^ ^ t i)>X ^ ^ 0 

[ 0 1 3 0 J 

i^i6*D^n^;6^^. rtufi. n — ;^/U^7-YT>^h7!i^. rProtocoIRequest 

wo r k () J ^ (D mm^ -^j: ^ y ^ - y V - ^t-yx^- • v ^ j\^m.m,i:^xfmir 20 

=1.- ^) y ^ mm.^U^'^ ^ z. t X o s (or -^"r ^ ^ ^ f^(o^^m\:^ ^ ^fi: < ir 
<D X , XI h 3 • V? > , y.vyY^ — y^(r>'yy^y-J>^ ^ y Y "0 ( IE ^ 

NT) ^|B]fflS;(Ov';^xA («?»JxLtf-^><^ny7h • i^^vK'^X (^^^^) 9 

x^r>^>^K!J^x CE) X "^^^ ^ :l 1 1)^-^ fa ^ . ffi5tfiicM-r^;^=^ 

\t) - t'' >^ p"p « ^ IE 1- 6 r t 1? # ^ o 
[0131] 

Y y - "7 (D^^.-h^h^^ b ^ ^ y ^ - y h - ^t'yr^ • ^ a h^/wn, 30 
=ib:''-'^^li)^Sri*jb-r-<<. ^J-ft-^^ft^P (scatter-gather tech 
n i que s) ^^iJfflLTl^^o e3^(t^n^'iX>'y^^yh(7)i;;^h<tLTNALiCii 

bti. ^ y h y - ^ m (D h y y y^ - h iic ^ X ^ ti ^ o h y y y^Tt^- h • t'd h=i 

/i^ ^ f)^> ^ m - m '^^^ & ^ yf- - h L X ^ m ^ . y y ^ ^ y V y^ V \^ V y y y 

?i 5 y D h =1 7 :y - <7) A ^ m * ^ 9 w t t> 1^ fig fe S . 7 U - A <7) § W fi . 
NALSi-c):«9sNALS^^a(NAL registration process 
) ^ ^ ^ tz ^ <D X U MA^ ^ X ^ y ^ - y V ' ^ \f ^ -T^p hn/u^n- 

;V y< y ^ ^ :l t X ^ n ^ o 40 
[0132] 

^ - vr y-zf^ ^x:^iy ^ y V ^ ^ ynWi^^m-r ^ . a ^(o^m^y v ^) ^f^^ y v \. 

TV^-So tATt-^^tl^(7);^)5rtl/bcO>^Pv^-v^-rT*fo5o 
[0133] 

1. Internet Mobility ProtocolCreate() 

2. Internet Mobility ProtocolRun() 

3. Internet Mobility ProtocolHalt() 

4. Internet Mobility ProtocolUnload() 50 



(40) 
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(Internet Mobi 1 i ty ProtocolCreate () (D &\) 
Internet Mobi 1 i ty ProtocolCreate {) , — 

^■t^yv^;^7^A^-<toTl^^^>*ai^4^, ^ y ^ - y h -^t-yx-f • yn h =i /i^i:V)Mit 

. $ tttifi b ?ii^o |g 7 :n X(D *l T Bf , :^yi/yit. ^ t (Dm(Dm 

h (Dj^m^-r < {^^^i A)x'^m^<i:^mx* h ^ '^^m^^h ^ o ^(Dtt, y ^ - ^ y h - ^ 

V ^ ' a h =1 /i^ ^ ^ - y< yi^B'^'r - Ji^ ^mit-t ^ . Z <D fcib . ^ y ^ - 

yv'^^^^ (popu 1 a te) -f-So 
10 13 4] 

m^^ h (D ^i^v^m mx h ^ . {&(dm t Lx . id it ^ y r ^ H - 0 2 

[0135] 

/N y K /KO @ W tt ^ ffi: HE -r ^ i6 . ^ >^ - ^> :y h • ^ t' y X • 7" P h 3 fl , /n y K 
/^^^ffl(D2Sffi3?iJ«;S; (2~t i e r a r ray s cheme) €:^fflLTV>^o 

_IN I T I AL I 2E_t/^So 
[0136] 

(Internet Mobi 1 i ty ProtocolRun () CO0iJ) 

internet Mobi 1 i ty ProtocolRun () ^^fi. ^X <Di- ^ 

y A:^^^^mit ^ ^tcmx^x^th ^ n y ^ y ^ ^ v • ^e^y^^ • h=i/Ko-y- 

31 tr ^ ti 5 p 

[0137] 

-r;^o<>:'ni&iii:TTt>3ltT$^xSJ:5l-1-^o W^Mit :^ y (OfAK . ^ y ^ - y V 

• ^t''yx>< ■ V ^ jx^-'H Khf^(o^ y ^ - y a:.^ 7sm(Dm'^^t^Wi^ '^x 

X , y ^ — y h • ^ \f ^) T ^ • yp |-:3yKi^p-/'^yU7K-^/l/y;j^ h*?r1^l»TLT 
, N h (O ±X (D ^) -r ^ 7. ^ - V ^ h t i)^ X ^ ^ c t LX . Z.(Dm{'^\t 2 rxo 

[0138] 

• y ^ - y h • y >r • y p h 3 yUl . N A L 1 id . ^ M \\:^ ^ ^ W 
t;:S'5^^/c/1f-i$'/U^^«gtJ«oftT (b i nd) 

— ^-:yh-^b'y"r>f •7'ph::i/^(i> 2k (C, Internet Mob i I i 
ty Protoco lRCVFROMCB=i-/U/^'y:5'^S^LT. ${tUyh7U-i^ 

[0139] 

•?l#fi^^>P — :^>'^}^l^pS^'J^(local persistent identif 
i e r ; P ID) t^^Mit^ o ^P-z^/l^-^V^J'-^^y h - ^t^yr-f •T'p h 
=i/^(7)#:figli, _STATE_RUN_t;:^:b^o 
[0140] 



JP 2004-509539 A 2004.3.25 



(Internet Mobility ProtocolHalt()(D0^^|) 
Internet Mobi 1 i ty ProtocolHal t ()^tg(i, v-y^rA 

yy-;^(l, Z.(om^t^hm^w]\^±xmi&^ti^o ^ - y h ' }:f V ^ ' ^ a 

<^ it 55 T . m(Dm ^ ti ^ ^ t tM\^^o 

[0141] 

(Internet Mobi 1 ity ProtocolUnload () (D^i) 
Internet Mobility ProtocolUnload O^^fl^v^-t 10 

y - :^ i: :^ y y mMc-t ^ t tj: ^ , zi:. y y - (O mm f)^ h M ^ t s ^ T 

I 0 1 4 2 1 

?t < <b t> < o ;!)^ o « T . p< ^ y y y h • ^ b^' y r >r • 7" p h 

■r ^ h - ^ L T ffl -5 fc *t TMi^ + ^^-e -5 0 :iix(i±lc, Sv^^PbIco 5 fcS 

«9 . -y- >^ ^ >' K L T V^ >9 , m^S-Kh o tL^ U ^ X) ir a (7) *| 7 ^ E IS L /j: Xi^ o fc 
0 TCP(7)S^lirti^>Ser*5. t°T(OlPrKU':^;ii>l^i:»'&.^H/>-t2/i/3>'^^ 

Ph^^^Kiffiiit/^^^K/W (manufactured hand 1 e) ^J^fflLT^^^o 
/N y K /HI 2 ?i] CO y'fyi^y^\:ii:^xmiSL^fis 34 g 14 ^ » o y^c i?) - 0 pg (0 t CO 

[0143] 

y- -y jv X : ^m.:^-y ^ ^ V (oun^m-t ^ y ^ 30 
z (Dmm\^ X ^ . V)^itmm\^m^ ^x htub ^ V (Dmt^-m^i-it^ti^o x - >^ 1 fi 

iffi 5S ;^ r A 1 0 4 (7) fti) TMl . '[J.'* 1: (O ;^ ^ y (7) #1 19 ^ T ^ ?i 5 ( ^ t' y x >f ^ a 
- 1 0 2 ffl T- - 1 Si| i9 S T ^ M * 1" ^ ;^ ^ y (1 . - ^< /ii^ # < (7) S 1^ ^ # L T 

-5 i!!> {J/^ L t ?i t CD 5 ) o 
[0144] 

r->^/i/lfii^>^^(;:a::£ (popu l a t e) ^ ti ^ o ^ ti ^ t . 4 y ^ 

2*lW«{bt, L < $ irfc X - fb cog^Jl^;^-:/ H ^ SiJ «9 ^ T T . Kig^N 

a/ufiSSx-y/ui^'^rl^-^LT. x-y/V'2--(7)*^7i/K>r>'^^l.oJt> Kiry 

e> 6 * jt^ tt *x 5 o 

[0145] 

■ T---:/ fV2i)^h'^x<D^m^':f 'y zsL^ Viy^%< o ^ . ^fz\z'r - ^ iv z t^Wi'f) ^ 50 
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I 0 1 4 6 1 

h ^^'^omrsi^ffi ^ ti^^^^^ tcm-^ . f- - y 2 <d ^b-^ y ^ ^ y ^B^^f)^ 

[0147] 

9o mmco'r - y 2 7!}>w\ ^ mx h ti ^ t . ^ y mm m<o t - :/)^ mm.'T ^ 
^ h (D^^mm-t ^tz^ . rij\^mm^ti^o Rnmxit . ^ y ^ - y v - 

e'lir^ ' x2 V ^ jv t> — jv 2 (O ^ y :^ ^ :^ ^ :^ ^ ^) ^ — {zmWi-f ^ t ^ \z. ^ ^ 

^ y ^ it. mn^ titzmm^-f ^ hom^^t^^xji^m^E^ti^o 

[0148] 

Internet Mobility ProtocolRequestWorkO^ 20 

tg(cj:oT. i'fn{t^-:^/u^y^Tyh'f)>hm^^ix^o KftH^i^^^S (va l i da 

te) ^ tl . ^a'-y</Ui^M^^ — {Cj][\K.htl^t. Internet Mobi 1 i t 
y Protoco IQueueEl i g i b 1 e () ^ ^ tl ^ o :^ y it 

(iS'g^v-tJ'i^^oct?)*!) . Wim^t^^y^nxy^v^x^^y^-iy-^-^bm^. 

nihf^^m.X h^\lL , </xj-^<jv\^^^^-if^m.^\^%'U^^X. M * ^ fc |g (1 t!)^ 
?t6tCD'CfeoTt*0;a$iX'5o }^ % h (nm^^X ^ ^ Internet Mobi 1 i t 
y ProtocoiProcessWork ()^Hg;^l^ll^T^i^'5^^^-/^^o Z.^t^ 

[0149] 30 

^\7}^(n^%%W<^%x\t . ^ x^—^^jv^ zL--t^h(D^^^^ ^ 7s y ^-xi ^ ^ <r>t^ — ^\z.- ^ 

-fy>{^^Yfl^V^^^yY^^\^\)^^ ' ^ u Y -=1 )V(0^%X\t. Internet 
Mobil ity ProtocolRequestWork ()^Bg?rffiffli±"f.ii: 

[0150] 

V ^^^^kh. ^^mmh^^^\^^w<=i^ ^ y V ■kw^x\^m^'thz. tt^xi ^ 

[0151] 
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\^^^:iti:^^ir^o^^iAtim\t. imp e s t a b l i s h y u - i: m ^ X mm 

[0152] 

h y - ^ (D h y y ^ y ^ i: M it-r ^ ti . y p h /HI . ^ - ^ X X/ M m - i^ 
^ . mm:^ ^ - h T y ym(D&^(Dy^y - ^ mm\ztin ^ X b {^i- ^ :i t t^X ^ 10 

[0153] 

y ^ — y h - ^ t*^ y X ^ • y p H fl . :7 u — ^> :y h !7 - ^ Id E ft ^ n r i: 

t. y V y - ^ K^^^^{cJ:oTfl. 7U-.^.(7){Ei^^co^.^r. 8^oT. t%y 
y Y y - \zmhw\\^E.\t Ty^^LX Lt. 0 h (O h h ^ 0 irv7;j-(0$ijffltcj;i9. 

[0154] 

y u - J>.t^ y( y ^ - ^^-^ y V -^t^^yr-f • h=iyu{v:^ft^tt^<t. f^;7i^-A(lfflM 
t^l^S^nr. ii^?iS?j^^^-tc*Px.?>ix5o S^:7U-A;d^. ^ y ^ - :^ y Y - ^ \f ^) 

- J^\t . tl ^ ^it L fc ^ y ^ — ^ y h ' ^t'y-r^ • T'n h=iyp . y ^ y h • — 

;(in X. £5 tl. . 1^ y ^ y h • ^ < ^ S CO i^) ^ n - II ^^r ^ *D ;t b n 5 30 

o r O * (D ij? ^ S ft ct . ft L ?t II . ^ a :t - - :y K 75^ PS ^ n ^ 

[0155] 

(BW (acqu i e sc i ng) (DM) 

n&m^(D^^ y h y - ^ ^^mis ^xj^^ V y- ^m-f - y< 1 o 2 co ^m\cmi' ^ <o 

* /J> it(Dtzisb . D h =1 > ^ y X >f ^ a f- - 1 0 2 ^ ^ r ^ J ^ 5 J: 5 
i:: -r 6 o - td J; -5 S: ^ ^ 66 ?i ffl P^^ ^ . ^ t'^ y x a - 1 0 2 . >Et it. ^ 6 
^^<^ /i^t^^y :^'r Ms 1 0 4 ;0^bii*{J;55^ltti«. ^'^(DmU^(0 y 

ib1-5o w(7)0*, ^t:'yT-^«=af'-^'<10 2fi. ^ y< Ji^ i& ^ y y^ v- 1 0 4 i)> mit X 

[0156] 

• ^t-yx^l^a-t^-^^l 0 2;55^/'<-Y/W«7Sv^^Ti>.l 04;&^ib>'U---^?rSfflL^ ^ 

' t^±i^ ^ MT ^ h (Omf^R:^'^^^^ . a fat 
. >^X7^Ata#(-i;oT^jgg;0^t^±^tu5 

^t''y^>ff'af--^<io2;6>. ^/<-ry^i«^v';^xAio4 7!)^^:7Lx-.i,^g;{fL. * 

»T $ tifcBff b^H^^ii^ SSB $ nfc^^. K ^ jgg TM$^ L T i/^ II ^ T & ^ . ffi 50 
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[0157] 

mi OA-'l OCIi. y ^ — y h • ^ \^ V ^ • :nyv^>'2 4 4irJ:oT^^$ixS 

y240j6^?>O^^Sr5fi-r5i:. y ^ - y h •^t'^'r^ •t'p 

2 4 4 . R ^ ^ r jgg J S * 9 ^ #iJ "t ^ ( *|J ^ :/ n >y 6 o 2 ) « 1^ # ^ 

:y^603-C Ty-j T^fo-S^-^) , ^>'v^>'244 H^7-Srai"tT (yn-;^60 

3 a) l£^"t5o ^^!;y-^COSi|«9ST;ii5prtg'T?fctX«. :i^>->?>'2 4 4(l)KSi9:;^M 

[0158] 

P ^/ ^ 6 0 4 ) o 
[0159] 

-fy^— h • ■=&e!;r^' • T'a h ^ <D ^ X2 /< jv m ^ ^ ^ — h <D ^W. h ^ \t ^ 20 
^I^*^7=^>f;^/^'•yf•-r'5yc:i6^;l. :iiyv^^^2 4 4fi^-f. -tSe^HTl^'Sl^lIcO*^^ 
*iJ^^-5 (nmy ^ y ^ 6 0 5 ) o tSS^^iTV^^Sf^H^ii^Mtttifi (*ij:^7'P5/iJ'605 
V r/^j T*fc5^^) . ^yv^>^244fi, m 1 0 C (D y u y ^ 6 2 5 ^ X . 

ffl(^^tll^t$^^'^'5ycJi!>. T>^y'ir->>3y;6^fcC0/rv¥«:^o (yny>J^6 0 5A) « 
^^S$ttTl/^SI^I|;&5fcJtfl (JisiJ^y^ny^eOS-e r^a:;:^j (7):*^) . y y 2 4 

4 \tmiE(Dv^mi^^miL^ tlx ^ u y 6 0 6 ) o ^mt'^m^ ^ ti 

X ^m^^ XI >y ^ 6 0 6 X r>r:3i;?ij (Om^) . :r.y y 2 4 4 \1^^M^^^(r> 

^n(Dfzib(D:^V'y^^miitLX. iaiOB(D4^J:£ypy^6 15(C^5 {y x:i y 1^ 6 0 
6 a) o 3iVv?>'2 4 4[li^tfil?SS:<oyci!:)(7)-ii(7);^7^y 

^ ^ tr -t ^ g *5 ^ im y o y ^ 6 0 6 X ^ y - ] X h ^ m ^ ) o so 

[0160] 

1^ 58 5a ^ 5 i6 . :n >- V? 2 4 4 (1 ^ -f . ^ (D T (D T V ^ ^ ^ t* ^ f)^ 

*ij ^ t* ^ ( W ^ >^ D :y 6 0 7 ) o it ^ ?i it n fi . y i/ y 2 4 4 it m ^ ^ h it^ 
m$ . miOC(Dyay^625{C^<^X. T (D T U 7. ^> ^ ^ (D ^ 'i^ ^ ( a y 
607a) o t°r(7)rKU:5^;i5|S^(D:^'g^ (fij:^yny^607 r' r><;n;;^j (D m ) . 

y y y 2 4 4 H & , S ?i ir rL y r >r y X ^ ;^ h ^ t# $ ti T V^ 5 7i)^ 9 ^ ¥IJ 
;t'r6 m'^y a y ^ 6 0 B ) « fe#^nTl>?:tl^*^^. :i:>'>>>'2 4 4(lf^|g4:^blC 
tfJ^^-t^:. miOC(D':/n>y^ 6 2 5{z.^^X. '^^^^Jy'^^y'r^:^ht*^^^^^^ 
^'Z^^f)> h ^ (:/Dy^ 6 0 7 a) o ± ^ =L V ^ =1 y v- ^ ^ h ^ tiX ^ m 

^ (tlj:£-/n>;/i5'608l? r^fm^j 60#^) . :r. y i;^ y 2 4 4 it rt^flgf^gj tf^«g«rm 40 
WLT (yp^/^eOSb) . -f>i$^ — ^^^yh-^tyx^-T'nhnyVcOl^^y^U-A 

in ff L (l/p^/iJ^eog) . Sejai ^ ><-r-^;:^>5^-h^-lt^ (7^n:y^6 10) o ^ 

y>^y2 4 4 11. »/t^t-5miz::7U'-A;0^g:it^ti/c;!i^i:9;i>^**iJ^t-6 5/>:^ 6 i 

1) 0 ^it ^ tlX \^^fj:\^'^m^ ^ y ^ 6 1 l X ^ / <om^) > :x,yi^y 2 4 4 

n & m (D mm r> ^ fc :/)^ 0 ^ n m t ^ ^ e i 2) „ 

S^|5g;6^5l5TV^;il/^^i-g^ (nmy ^ y ^ 6 I 2 X r/-j £0#-&) , :j^y i:^ y 2 4 4 iitmm 

^V^T>^r:y7'625^v:#oT^>J:V^ (^Py^e 1 3) o Sl^t^U-A 
S fa ^ *L T xn y ^ 6 I 1 T' *lj ^ ) . ^ ^ ^ ^ TS <D M ^ ± X W fz (n^y XI y 1^ 

6 14) . ft^^l^il:$tlTtJ:V^ (:/P:yi:^6 14a) o 'i^ m ^ IL y U - J^^ it 

^^tcm^ (m'^ytiy^Q l i -e r ^ ;^ j (O^-g^) , :x,yi^y 2 4 4 U T^^SfiSSlJ 50 
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^mirS.mi'^ (-y^^y^e l l a) o 

10 16 1] 

^mm^:^^^^j: ^ti^ t . 2 4 4 \t §i m. (o (o mu ^ X ^ o t)- ^ m 

'^t ^ (¥lj^:/ci5/^6 15) o ^J: ^ tlX fji^^^m-t . :^ y y 2 4 4 \tnm L . :^ T y 
>^6 2 5-^i:^oTJ;V> a y ^ 6 1 6 ) , t&M (D mU ^£ ^ tl X ^ ^ (n^^ ^ 
y ^ 6 1 5 X ^ ^ ZTLT. \ (Dm-^) . :^ y y 2 4 4 \tmm:^>f&^ Lfzt)^ t* 0 :^>i:^]'^t ^ 
( ^ :7 P y 6 1 7 ) 0 ^ 5<3 L T 1/^ /j: V^ ^ { S ^ p :y ^ 6 1 7 T / - j (D m ) 
mmit^ ± tl ^ (7'p>yi5^6 14a) o ^5bLTV^5«'&. ^V>?>'244(1. t'Tfi 
^ ^ > K 7 /i^ o T V ^ -5 t!)^ f 9 t!)^ *IJ "t 6 ( *IJ ^ :/ p :y 6 1 8 ) « ?i 

h . ;^ T y 7" 6 2 5 ii ( *ij y p y 6 1 9 ) o > K f> :7 ;w 7i o T ^1 
(^iJ^T'p^/^eiST r/-j (D^^) , ^>'v^y244fi>f>'i5'-^5/h--=eify 

2 1) o :x:-yi^y 2 4 4\±n^m^'<^-t^^f^-V\.x\f^hf)>i^ot>^m'^ir^ 

(4iij^yn2/iJ^622) c LT^/^?iv^:^'a^, aiyi:;?y244fiSe3||^'<-^-^;=^^-h 
^-^-5 {:/P5/^'623) o ^Vv?>-244fi, -?:tia±ii{fi-^'r-i^;ii5M<?i6*T' 

(*lJ^^^Py^6 24 T*^Jif^n6) . yP:y^6 18-6 2 3^»'9ig-ro ^UT. 

yjy 2 4 4 ^) --zf^- KtcAoT^ h\^^miy^^h . if u - y< ^ 7. 

:y f- I- M 5 ( P :y ^ 6 2 5 ) a 

[0162] 20 

( ih CO F'J ) 

mi If^. ^^^^^ ±ir ^fz}^\Z.^ y ^ - y V ' ^ \f ^) y- ^ •T'p v?y2 

4 4;i^^ff1-5;^r7 7'^0iJ^L/c>'P-^'Y-hr-fe6o r^^cf^itj g^^SJtT ( 
yP5/:^'6 2 6) , l%:^y'yy{t.%%W:i^i:^^-y^J^Y^^^^-\^M7L. I*I/ffiL^tTo 
TV>'5r7'!;>!r-S/3X{C:3l^-r6 (yP'7^6 26 a) o ^ . %ft<r> 
tcisb , ^ y ^ - y h -^t-yx-f • yp h3/^<7)i!aa:/P-''-^/^i^ll=^^*-?^^e3X>f;^ 
^^°!y^^n5 (:/oy^e27) 0 :3iVv^y2 4 4(i't'Jl:il*SrP-<r. i^g*;&>555it, (7) 

h ^ u^.^(D h ^ ii (D X h ^ m^-t ^ (fij^:/py^ 6 2 8) o ^ 

tl^^tc^co^-^ (m'^y u y ^ 6 2 8 X rcfiitj (T):!-^) , :nyi:;?>-2 4 4(iii:^(c:SJgg 
^ff±f^ (yp>yiJ'629) o ^^S7)^fc^t>(D-XrfeiX{i {#IJ^yP2/i5'628 'e 30 
J , :x. y i;^ y 2 4 4 it r<^tffi^P-X (s ta te c 1 ose) J i^figSrSW 

L (7Py^628a) , -f>'i$?-^>yh-^t:^yr^-yph='^K7:> T^-t'^^^ (M 
ort i s) J y y - i: miS L (>^P5/>J^6 30) . fc'r^C^^i;^i$^^-X$^^5rt 

. (yp;/^6 3i) o :3i:/v^>244il. t'T f)>h r 

- ^- ri^ (po s t mo r t em) J y U - J>> r> ft ^ ^ fz t' 0 f)^ ^ '¥\ t 

5 ( *IJ ^ :/ P y 6 3 2 ) o ^ $ n T ?i mi ( *J ^ 7' P :x ^ 6 3 2 T y - j # 
^ ) , :r y V? ^/ 2 4 4 . g S ^ ^ - B# PbI ;K o T 5 75^ ^ *IJ ^ 1" 5 ( 
'^y'ayy^QSS) o * ^ Pel ^ n o T ?i 1/^ » ^ { *IJ ^ p y iJ' 6 3 3 T / - j 
(Dm-^) > :^y i/ y 2 4 4 {'tmm.L . ;^'ry7'637-^iitf (ypy^634) « SGi^ 40 
i$'-r-7-;5>^PBl«]titc:?ioT^^5#^ (fIJ^yP'yi5'6 3 3 T \ :^ ^ (O^^) . ^y 

iyy 2 4 4 \tm^n^m^f^(ommt^^fiX\i^^t> H 0 t^i:n'^ir ^ ( « ^ >^ p y ^ 6 3 5 
) o i/c:^i^•Cv^/^^/^#'& (*ij;^ypyi5^635 T' Ty-j (D:^^) , :/pyi^630{;i 

. '^-T' ^ y^y y- j^i:nmir ho tx\^n^n^m^m(omw^-f^'^tix\^^hm'^ {¥\ 

'^y^ ^ y ^ Q ^ b X r^j^y^j co#^) , :3:^>^i^^2 4 4flii:"fp|c:^Ji^4r4»Jh1-5 (:/p 

^ 6 3 5 a ) o 
[0163] 

r;i^;^h'^-xAj f£:;ig::7U-i>.;i)5t'r;5^ib$ft^n'5<b in-^zf ^ y P ^ 2 2 X 

) , y :y 2 4 4 {t \ if^ 7s h - ^ - \ '^M^ L X (ypy^632a) 

. ^m') y - y^^mWiX. {:/ u y ^ ^ ^ , ;^y-7^J|^flgtcMoT$e>tc:>(^||Srt#o ( so 
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>^ ci 5/ 6 3 7 ) o 
[0164] 

J -<^>'^Dv?y^5'^7^^^j^;^LTV^5o U G m ^ ^ - f)*^ ^ m W tl ^ B K. ^ {^oy^ 
6 5 0) t . 3:y':^>-2 4 4(l. ^ ^ (D y U t*^ h ^ ^ ^ im'^y ^ 

y ^ 6 5 1 ) o lS®4'<0:7U'-A?ii>7ittnfi (n'^y o y ^ 6 5 I X- Ty-j (D m ) . 

y y 2 4 4 \t ^ -7 fSim L X (:f u y ^ 6 5 2) ;^y-7'4^tffil-M^ (-f a y ^ 
6 6 0) o i2[ic<S:Sf'^cC)7U^-.^;ii5fotifi (*iJ^yoyi:^6 5 1-tr r^^;^j (7):^-^^) , 

2 4 4\t. n^mmf^^W- (en t i r e ) m J \. fz. ^ 0 n'^'T ^ ( *IJ 10 
;S y D :y ^ 6 5 3 ) o t.tim~r \.X \^^f^\i tia {^'^^^ u y ^ Q 5 ^ X T y - j (Om-t) 
. «iafi^PBTM<0fci»!)(;i;^y-7'jyc^t-mS (>^D'>^6 54) o |!Ei-*?'7LTV>titf ( 
m'^y ^ y 6 5 3 X r^jcxj cOS-g^) , ni:/>^y244li, B X (D (tot a 1) S 

e ill ffl fel jjj^ T t if 5 « ^ 1- 5 im^y" ^ y ^ e 5 5) <, it I- T L T «9 ( *ij 

:£ypy^ 6 5 5 T^ r^in;^j ) ^ ::(7)-r^yh/ii^^h:'!j7^^1^ai^-/'<(D:ii>'v^:/2 4 
4' (^/W/U«*i^:^x-6.(7>ai^->?>'2 4 4(C*f/£)T^^tf^ixTV^^^^ 

:S W ^ n -5 ( *IJ ^ -7' n 6 5 6 , >^ n 6 5 6 a ) o PI i: fig , ^ / W /I- S * v 
;^7'A1 0 4lc4b'l^TlltT$n'5-l'>'^-^>y h • ^t'yx^ • T'P h ^ /l^ ' zxLy i> y 2 

44 fl. (:/Dyi:^656b) o 

[0165] 20 

T (7) S e « r^l ^ fc L r ?i V^ ^ ^ ( ^ y n :y ^7 6 5 5 T y - j (D « ^ ) . 

^>-v^V2 4 4ii7U-i^^S&llLTB#rBl§]n(7)r-i$'«rl^*L (>^'ns/^ 6 5 7) , 

^n^SteSL (:/n-/i5^6 5 8) . Steil^^-r-^-Sr-^coSSB^^K^-^^ u y ^ 

6 5 9 ) 0 L T^iOi a {ZT u y {; Q Q Q ) , iffccO-l'-O'H^^o, 
[0166] 

y — ^> y V -^t'^yr-f • >^P h=i/K7)PDU(7)^pg^nc^^y) 
iai2cD>^n';/^5'6 5 7t;i*5l/^r. g**fflLrv>S±lcO^>-^->':ii>1';^;55, ^-g^L 

(Dm^\^ ^ ^ . ^ y ^ - ^-^ y V - -^t'^yr^ - yu V ^ Ji^ ' y 2 A 4 jflltt 30 

-yh) ^;h.*'ttti. ft»l6^J::^>^^-^^5/h - ^t'yT^^f •7'Dh=iyu.3iy>?>'244 
(::<toT=i-yi^>'i/^tL5> ^ ^ ^ (O m m \^ -t ^ ^ ^h^Wt ^ ^ ^ T ^ V (va 1 i 
d i ty t imeou t) -ifS X U / fz {^^¥^.^3 ^ y V ^ . ^ ^ ^ t X ^ ^ , 

^^hnm^ ^ ^ V ^ / t.fz\t^^'u ti ^ y V (rT^y^-v/gyiCctoTfi^- 

if^c:J;oT#^pIflg) (1. :ii>'v^>'2 4 4(c:J:^Se^l<Ofj(-. if(7)PDU5 0 6;^'^, 

[0167] 

PDU5 0 6t::Mb6^?Jj^Pg^^-ri^ri^hfi. PDU^ix€n;iMEi^(c|^tT#/t-r-< 40 
t.^B^^rel (relative time period) ^^'^^ ^ o %'^^U(OfA 
, Internet Mobility ProtocolRequestWorklSfiE 
(Cj:oT*a^PgCDfS (exp i ry t imeout va i ue) f)^ :^ y ^ ^ ^ ^ 
0 t%mt^ 0 XU\^^m'^ . ^ (a g e t ime r) {t^Mit^ o iJcl-. S 

■^^tifzy'-^\t. ^ \. X ^ T \z h ^ {'kco - ^ t m \:. ^ ^ - ^ h ^ . 

fc5PDU506;55^ ^^mWi^<y ^ — ^ (va I idi ty per iod para 

me t e r) t> ^ '^'T ^ MWi ^ ^ h ^ < ^ ^ - h ^ ^ . §^^:x-^^S-r6;jc^-<>^ 

ii$tl5c^TMl/^<. n-;<7/KC ri^^.fi.r'^htslJ:^^^ (t imeou t f a i 1 
ure) J (D ysy' - ^ :=i - Y h r> X h o :L <0 T ^ ^) :^ \Z ^ ^ , \f T <0 ^ 50 
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iicOfcfi^)^w#'^LT^^'5^a^M^4co^S^/^•r-^;6^^^</<^^ (g r ow s t a l e) rt. 

^ XXf/ -^tcltmm^J: < V/ ;^ 7^ A U y - ^ m » ^ ^ i ?r K C o 

10 16 8] 

m I 2 A <D m ^ X . /> < <b t 3 o <7) 54 5t L P D U 5 0 6 /55 ^ Ij^ < fHk M (D fz }^ \Z ^ 

U506 (1) \t^^mmi:ntzr . ®*^c»•r^^-ri^T^7^;55«v^o pdusob ( 

2) (i, 2 ^tT^fl-^ffiPH^^l^t). Np^?IJ6^ P D U 5 0 6 (l) (7) ^ M ^ V> -5 « PD 
U506 (n) f^. 2. 5 ip(0^i$}mm^nh . ^^?IJWt-PDU506 (2) (T^^fililfe 
^T'^/^^c PDU506 (n) :^r^-cO^M^^-fr. PDU506 (2) (D ^ 

^^ra4:Si§^-t''5ftl?]<7)-f^^^btrfe5fcJ6. PDU5 0 6 (2) \^ i^M ^ ^ - f)^ h 10 

^ . o - ;^ /K;: ^ T ^ n T . P D U 5 0 6 ( n ) r> V :^ h \^ iJU :^ h tl ^ o ^^)]^f^:^^^ F 

DU5 0 6 (n) \zw^m^ tlx ^m^t . zzt.xo-mo^^yhr^m^M^ri^o ^ 

. i-<7iofc:PDU;&>l^*^iX. ^T^tt'So 
[0169] 

±fE(7)<t9tc, PDU506fi-r>^^*-^>yh'^t^'yx^ •7'ah=iyW-^:/>^>'24 

51 L /^i <^ g ^ -t ti € n (1 . * $a « PS A 7 ^7 h <t o T PS ^ n t;: o T it n 

. %^ ^ ^X V ^ — y V * ^ \f ^) H •7'ph='/i..-7^-^:7l^ — A^ff^iTfe-f-So ^ 
V-iJ^-^xyh ' ^ \^ \) y- ^ •T'P h3/U-^>^v^>'244(l, ftJjiilKj(;irtlb<^PDU5 20 
0 6^t"T(c32^i9, ^^-r-S^U— — i^i^Sy;^ h (F r ame s-Ou t s t 
a n d i n g 1 i s t ) X. -5 □ T - ^ r«1 7 - A ^ ig IS L ?i o ^ 

^ (Hi 2cOS^g3l|ryu=fyXA^#HB) , y'l^-AfiSeiS^ix. 
5SaL7t/^>ir5/h^lHia't6o Sfei^^T^ittSu. 7U-.^.?rffJ^*r5PDUy;^hH. 

yb/ii>OTMi/.^<> Otc:[p];ii^oTj^;i^^LT&^<:»^. PDU5O6fiy;^h;0>?>^$tl> 

. iS {1*107='-^. fc^VWi54gcOSe3^>i^yi/--^}$o77^y<5r-'>3>^(i. :3i:/v^>^ 
2 4 4 * OSeiiTyur^y XAtcJ;oTAltSr;0^itibixSr <k/()5?iv^o 

[0170] 30 

nil 2B(^0iJ(c*5V>Tt> {i^?fc< i:t)3oco?4 5i:L/bPDU5 0 6;^^^ ic<*niacD/c:i^)tc 
^V^? — H • ^fc'y-r-f • T'n h=3/U • ^>v^y2 4 4 r'^::L — (liDt:?oTV^5o P 

DU5 0 6 (1) (iSI*tT;^^7>'hiBLT'=¥^-fciDt>oTV^5;6S, «i^Kl/c?S 
^5i^^0^^fc^.^^!E^^/cKi^l/-^/^^Of■-t:'';^^^^LTV^5o PDU5 0 2 (2) 
^W^iJ^vViy^\X^^ — \z.Mt>^). B#*?)J6tl(-PDU5 0 6 (l) (^^ic^fe-S^o PD 
U506 (n) (1. ^5^;^(O0#P«l75^SSLr;ii^e)PDU5O2 (2) X ^ m ^\^Mt> ^ 

4* IC. ^y:^-^>yh'^h'yx^--/Dh3/U-r-i$'7U-./^500Sr^^-fS^c 
ib(Di'^m^=^-t)^h + ^j^^£PDV 5 0 6 ^**!)T»LV^7 \y - ^ ± i- i> tc ib (D m M ^ 

t ^ yf^ir tz (D , S^|*tTlD<hLT0;6M^ttbn§o ici/^T:7U-A{l, ^>yh57-iJ'-^ 

m (1 . a K - A ^ ^ n - K ^ ^ ^ -5 7t i^) & ^ o l&m ^ m ^ -f ^ tci^ . 

o;t^^:£-r^i:> :^ y y 2 4 4 om^m ^ y ^ \^ X ^ . ^I^-r^7U-i.500;6^ 

\zn^-r hwJ\:i. :^y'yy 2 4 4' (D^^'&u y ^ \^ . HilLTv^-SPDUsoecoy 
^^hSrS^I-S. PDU5 0 6 (2)*ti€ti<OSt*ff;<7l>Vh;iSSS^p5tt. OT^ifcJtix 
Jf, f^;^'>Vhfi«{]/^$^±-bn5o PDU5 0 6 (2) c7)S^tT:*'^>^h$r«^>^'^t^M 

I^;&i7:^hji0t;i?i5o PDU506 (2) (O^^W^i y V 0 \^fir>tz.:L 50 



JP 2004-509539 A 2004. 3. 25 



tiiCX^.PDV506 i2){tV:^ht)^h9\'^tl. rst^tr^BJC (retry fai 
lure) J <D :^ - ^ ^ h X ^ — :^ /I- \Z. -f ^ , ^V^T. PDU506 (2) (D 

^ ^ 7!i'i m ^ t i: ir ti isb . y - Ms ^ y ^ 5 o s (d X t)^^ ^ ti ^ o Z(D^mit 

0 <D f& (D tc \z n jiiim ^ i^i ^ t , ^ y y (onmn I D ^'^i^m ^ h tlx , 
^f^^ ntcT- ^ y y j>^f)^ . m< (S) mm \^ \^ n X A L m m h n ^ o 

I 0 1 7 1 1 

mi 3A-1 SDfl. rs^tj ^ ^ y h ^it \c ^ o X ^ y - y h •^fc-'Ux^f • T'n 

h ^ ' :^ y y 2 4 4 f)^ ^ y^ y ^ M Tf: -t ^ , yu— h^B^LX\^^^ lO 

a (0 X 0 ^J: ^it ^ ^ y h \t . ^ y ^ - y V - ^t^^Ux^ • yp y :=l ^ :r. y i/ y - y 
:xLy y 2 4 4 ^y Y i:^m^^ (pre-va 1 i da te) t (y^ u y ^ Q 7 

0) . ^ y y - y h - ^t-'yT-^f •:/n V u jv ^ y y ' y y - M. X h ^ ^ ^^t^ h 

^t^^t^^n^^-r ^ ( ;^ y D :y ^ 6 7 1 ) o :^ y y f)"^ ^^Ui^ t mm V. fz, Wi ( *IJ 
m,^h ^ t 0 mm (Dm^ im'^-y ^ y ^ ^ 7 l X \ ^ :r,7. \ (Dm-^) . :^y i/y 2 4 4 

fi, \.fzy y- M. tm'&ir ^mmt^hht^ if 0 fi^i:m'^'t ^ (W^7w-i.6 7 3) 

) , ^ V V 2 4 4 H ^ ^ S if ^ :x - X. ( >^ D y 6 7 4 ) , K jg^ ffi tci 20 

:y^673 T ^ J — \ <D m ) . y >J y 2 4 4 \t . §: it L fz y U — y ^ y h ^ it ^ 

(>^n5/^6 7 8) 0 if h h<om'B^xh . :^yi^y 2 4 4\tyt2-^</\yifm^^yh^m 

i- im I 3 B mm) . ::r,yi;y 2 4 4ityy-Msi:^tl^^tl(0^it^=^-t)^bn'r ( 

-f^y^eSO) o ^V^ — -t-:yh-^t:'!;7"^-ynh=i/l--:3^:^v^:/244;0^^yir 

-(::iDx.5r^;0^pTtgT^fe5o ^>'v^>'2 4 4(i. ^TcO:7U-A;6^:3r:x-7)^^^n5* 30 

TM^II*^*9iSi- (yray^68i, 682) o h^yy-Mt>^=i.-^^h^ti^t im 

'^y' ^ y 1^ 6 8 I X \ ^ :xu :^ ^ ) ^ a:Vv?y244 H§fftfc7U-A^1^2L ^ y 

^ 6 8 3 ) , l%y y- M^t^^mt^ if 0 ii^^n'^'T ^ ( *IJ ^ y D y 6 8 4 ) o 1^ S it L fc 

^it^ =L-t^h'iK(oy y - J>.^i^^ {yuy^/^so) , ±iE7i^-A;ii^^#'^T*fc^^'a^ 

{n-^-f ^ y ^ 6 S 4 X r^a:;^j (7)iJ^) . rE.Vv/^^2 4 4 11. 1% y y - M t^^ (D ^ 

m.tmMi^x\^^^t^^i)^^nm^ ^ { p e 8 e ) o t r v^ it ti (m^^ ^ y ^ 

6 8 6 r' ry-j cD^^) , zr, y y 2 4 4 {-tnn y \^ - M h ^ if 0 i: m'^'^ ^ ( 

*IJ^7'PS/^^' 6 8 7) 0 Plffl:7U-A;JfS;^^(tttti {n'&y ^ y ^ Q 8 7 X Ty-j O:^^ 

) > l%y y- M\'tWim^ {-f u y ^ ^ % ^) , |s]^7u-A;55f:ff$tLTv^ 40 

fl\t (^J^yPyiJ^687 T' r-<:3ij;^j (T):^'^) , :xl y i/ y 2 4 4 \t ^ m \ 4 XU 1 

4 B ^mmLxm^m^ iih^w^^mW:^K ^ . ^^i^-i^^^ia-r^ {-f ^ y ^ % s ^ 

) o 

[0172] 

y 2 4 4 \tmm^m:^^^f^T ^ ^ 'y X , * r .-K h . ^ - X A J o T ?i V> 

i:'9;6^^*ij;£-r5 (*ij:t:/py^6 8 9) o ffi^^ii^lSf- r4^;;^h-^-xAj T'fe5^^ 

, y y - M it^m ^ ti ^ (:/ay^es5) o :r.yi^y 2 4 4ityy- 

m'&y y ^ 6 9 1) o f^^lx-i^Tj^ifih^U-AT^fciXii, y y 2 4 4 itUh 50 
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^6 9 IT' r^3i>^j (Dm-^) . ::^l^'Jy 2 4 4 itmm}t^\^mi:i^mL. ±X (Di^^^ 
(Ominy i^- J>^imMt ^ iy" ^ y ^ 6 9 2 ) « iJctC, :r.yv?y2 4 4ii, 
fo'S^^^Ofc^, ir:3e:xyx^fflOih>^^/';^xi^-^i:ii^5 (>^P 6 9 3) » 
;i)'^ir^3. yx>fffliO1?->^v';^xi^;0^b]g^i:> :i^:/v?:/2 4 4fi±T(7)SiJi»r-:?4*0;a 
(>^oyi5^694) o m^^X . ^y>?>'244(17W-A;55r>^y>^-'>3V-r-i? 
^ A. T' 6 ^' 9 X)^ -Sr W ^ -r 5 ( *J ^ :/ n y ^ 6 9 5 ) <. ^ ^ 5 # . 1^ t - (1 
r:/!J>!r-v^3yll;i*3l>T=^3.-(CJDx6)il^ (;/u5/i^6 9 6) o =^ y > 2 4 4 
^tz. i^m:^^i^±'ikmx h ^ t' 0 i^^^^l'^ L (;^Py^ 6 9 7:}octI/6 9 7 a : rtlli 

[0173] 

y I ^-"r ^ 1 y - X h ^ mi± h (fij^yn-y^egsT* rxr:3i 

99) , r^-r-^f^^j JKfi|J:iA6 (yD>7^699a) o :^>'v^V244(l r.lf;:^|>. 

'^-T'i^j y 1^ - Ms ^ T iicm ^ u y 7 0 0 ) . r^K;^h-^-"ri^j ^I^SiCA^ 

(7'nyi5'700a) « itl^^T. :^ y 2 A A {t ^ m. ^) y - ^ U 1k { y" o y ^ 7 0 
1) . :=^y-7^ibcffitcMoTltll^t#o (yt2y^ 7 0 2 ) o fl?W^ttfc:7U-A;0^ T.lf 

yu-M.fz'otzm'^ (m'^y ^ y ^ 7 0 3 X r^iny^J (Dm^^) . 
yi^700a. 701, 702;ii^^tt^ti'5o wixUi^<?:>^^, y^ u y i; b ^ 0 \c 20 

MoT. i^:(D:7U-i.^git:3{^^-;ii>^^-r (yc2:y:J^7 0 4) o 
[0174] 

lll4A-14Bfl, rg:i!j^)i^j ^jR(C^LT-r^^i$^-^>yh - ^fc^-yT^^r - ynhn 
/U.j:ixv^y2 4 4;05^tT-f5:^7'5/7'5r«?ij73^i-'5. hSrfl^fiRLTl/^^o * 

■f, j::/v^>^2 4 4Ji, Si^^St-ft!l<^^M/it^#fi-r^7il^if9 7:i^^*ll^1-^ (ypy^7 
2 0) o #ft-rtltf (*IJ^>^P5/i5'7 2 0T r^3:;^j O^m^k) . =^ y \t . ^flt^ 

^^]]<r)mmx h ^ t^^t^ii^'^'t ^ {'^'^y^ ^ y ^ 7 2 \ ) o t'T . ^ ^ ;Sii^ * 

(oi^mx h ^ tm^Lx ^m-^ (n&y ^ y ^ 7 2 i x r^3i;^j (Dm^^) . ^^yjy 

2 4 4Ji-t*XtAfltjC0^^^ct^JJ:'r^ (7'P^/^ 7 2 2) « ft^Of^^^'e(i/<^l^:^^ (flj^ 30 
■f u y 7 2 \ X ry-j (T^^-g^) , :x>-v^>-244f±. ;/->5r>-;^t^igSlD<i:7)>*flS 
t T i/^ 6 ;{)^ if 9 ^ ^ -r 5 ( W ^ ^ p y ^ 7 2 3 ) „ iS L T (t ti ( *ij ^ p :y 

i;^723 T ry-j (7)»^) , $ij^fi*ij^>^py^'72o-^M6o 'y-^yy^tmmiD 

M ft L X tlii im'^y ^ y ^ 7 2 3 X \ y( 7. \ (D^^) s > ^ 2 4 4 {t M M y 
l^-A^SBcSL (>^P:y^724) , mi3B<Dy.Tyy6 8 0\cm^ (yP:y^725 

) o 

[0175] 

ft!i(/)i^^/^^^ttn« (4^J^yP';/:^^720t? Ty-j (D m ) , ::c>'v^y244fi, 

t^M^yy-:?<.S:Sfl«9^T^tg;0>S;0^^*iJ^'t5 (n&y^ ^ y ^ 7 2 e ) o fiJD^T^flg 

T'J^^l^^^, i^l'^-y ti y ^ 7 2 e X T/^j (7):!^, a y ^ 7 2 7 40 

) , {yp:yi5^728) « mm ]) y - ^ m ^ ^ X m ^£ M ^ (mmy 

a y ^ 7 2 6 X r^:i:xj <0^^) , :nyv^>^244fi T^^j 4^^«:S:gL (:/P:y^ 
726a) , mm.\^^^^X (D± ^ =1. ^ ^ y ^ y^ V il^n-t ^ (Z^ u y 7 3 Q ) « 
+ ^fl^^=^^)'r^^y'r^y^V(D^mf}^X^fi:t^^fcm^ {^'pE^ ^ y 7 3 1 X 
-J (T^iJ-g^) , ^ggfl^ih^tl^ (:/Py^728) o St#T#/b#^. 'yy 2 4 4 

\tmiLy j>^i:m^ {y" u y i7 7 3 2 )^ mmt)^ r^irj j^ffitcneo/trirSraM-rs 

(ypy^732a) o ieV^T. :E.>'v^y244(iSilllfP (re t ransmi t ter 
) iri^m^"^ {y a y ^ 7 3 3 ) . ^TtCf^ttT^liE«liaSr#o (>^P^>i:^734) o ft 

:c>-v^v2 4 4lia^g<b^--fi;i5|^;^|g.iiE?^^?!>^5/?)^^4yj^1-5 (>^P>y^ 7 3 

5) o mmt^-^<Dt^ibh:^^:d^mm^tix\^^ti:\^^m'ts t^mn^ ± ^ ^ {y a y ^ 7 50 
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36) o ^ tlSli^(Om'B' . :r. y y 2 4 4 \t^WP (1 i s ten ing) T -f ^) ^ - 

2 >^ y-f <o ^ h h \. i)^ ^ tim ^ . ^m.kt^^'^^X^ i.n'^^ o y ^ 7 ^ 9 . 

u y ^ 7 4 0 ) o ;*5fjL/cij^. ^) -'f^)^m\^mr>x v^miin^ u V ^ 1 

4 1). 
[0176] 

D . 'J y 2 4 4 t^%'^'t h V ^ . yp-^-t — hSrJB^^cLTV^ 

) t^h'km-f h t (^DyiJ^lOOO) , :r,yiyy 2 4 4 a. ^^;^^W^S*^^^>LTV^ 
§ 7!>^ 9 ^ ¥IJ W i- S ( *|J ^ >^ n 5/ ^ 1 0 0 1 ) o S8 « U T (/^ {m :/ ti y ^ i 0 0 

P C :r. y i;^ y {Ctt;^ ^ riX \^^tcf)^^^^i:n^i- ^ (m ^ ^ ^ y i^ I 0 0 3 ) ^ ^^tTl^H 
iii>/v?y244li^»f^^yh^7nl*L (:/o:yiJ71004) , r,1f;^h •^-t'A 
J ^Bi: M.M LX (yn:;/iJ'1003a) , !^^^^wS1^9^T^tlTV^fc:yy-;:^^«^i$C 
L (:/P!yi5^ 1 0 0 5) . 7C<7)4^ffi^5<S®4'<7))|^ffiJ;i9:^tv>7!i^5?ii^SrW:g-r^ 

0^:^^1006) . % (D 'Ji^m ^ ^ ^ (D '\km X ^ ± ^ < ^J: l-ftl . m-^y' ti y ^ I 0 0 
6 X r/-j (Dm-^) . iOiait. P?0^ffiL/t'-f'yfcM^-<<> ^ ^ y ^ 1 0 1 2tc^6 20 
(yDy^l 0 0 7) o 7C^O^K^;il^^*i(^^D#cfi|J:l9:;^^V^#'a'[^^i. :i:yv?>^2 4 4fl 
. l.^^ii^t^'k\ty ^hm%\^X\i^ht^}i bt^-k'n'^^^ (*lJ^ynyiJ^1 0 0 8) 

^yn5/iJ^1 009) . ^jl>^U»-.^.JlPft>*ait/U-^>'tcM^ (ynyi^l0 12) M 

(C^ii^tl^ (yn:yi:^10 11)o 
[0177] 

( n - ^ y ^ Un(r>m) 

S^aiili^#fig1-5<h. ^/W/^-t^yh^'-i^^loSfl. -t;h.€ti]^iJ(7)^^5/h!7-^tBS 

{1078-1071?. M^h7>">-/^106a-'106kf;i^iX^*tl*l-jC) 
^^-r-S, 1Si[<7)-fe i/^ h -^-^ A/T'l^r J: l/^o *^M^7)SlJ^^fiI]S^-:^^^^T. ^ fc'^ y 7" ^ 30 
^af--/<l 0 2 ^"^ts^^ V h 9 — ^ 1 0 8(i, ^/WyP«*>^>^7^Al 04>6>fo§^-5/ 

^oX (grace fu 1 1 y) ^ 0 ^ t X ^ ^ . - ^ \Z . ^5'h!7-t5'108COh7j? 

{Z\t. h ^± if :^ y h \z.:}6\f^X . W\m<D^^ y h 9 ( 3i ) T V U :^ f)^ <0 ^ y< ^ /l^ 

1 0 4'tix-entcSiJi9 ^X h tiX ^ o 

[0178] 

yu (DHCP) ^{^fflLT, il()KJl-^^^tlS(7)yif5-S§:6^Xfe^, 0iJ;t^i^ I^T'^^^:^ h 
ibti/^:. r@;t^?-^{b^nyc (ha rd-coded) J ^>yh9-^TVu:^^^LX 

, D H C P - ^< II - /u L T V^ T K U ^ ^ , ^ T >^ h Cl ^ T fe 5 y - 

;^ -r -5 o S'j «9 ^ T e> Tt ^> h 17 - r K u li . ^'^<omm iv-:^mm) Jt' tt . ^7 

^X Km^. DHCPtt^^i/h-rJP^^^CO^^tff^*. DHCP:^7><r>^hy7h 50 



(51) 



JP 2004-509539 A 2004.3.25 



(Df^Ll^tt#fl> RFC2 1 3 l^CiStt^i^TV^5o 
[0179] 

^m<D-mm\^^^^r . ^ « ^ ;^ 7" a i 0 4 t ^ y r ^ 1^ a - 1 0 2 t 

[0180] 

-5 ^ iS f'J TMl . ^ /I- S * v- >^ 7^ i=s 1 0 4 gij CO -y* :/ ^> y b id p - ^ y L fc U H :^ 

(echo reques t-response) t LX , m^^^^J: ^ V ^ T y 

h/f- — /<§y|3$Bii{tffl(7)DHCP D i s c ove r/Of f e r — i/ (D i/ — ^ 
V^^^ffiffl^n-So >^ii6^/<^DHCP7'Dhzi/K;i$eoT, ^>:yh!7-i;7rKl/;^^g* 
i- h y< ^ /Uii^m ^ f- ^ I O4;05, DHCP Di s c ove r^y-fe-v^tO-gPirL 

>^t. DHCPf'-^'^HOf f e T mnmitir ^ LX ^ ji^^m'y 

h±cO^T(7)^/-<^/l-«7fev'XTiNl 04 fi. DHCP Of f e r — h 

(o ^ y h ± (O ^ (O ^ /I- * ;^ i:: IrI ^ ii ft ^ n lt> ^ fe o T t S 

h b \z.t^ ^ ^ 
I 0 1 8 1 1 

*^Jte^'JTMi. DHCPI^^iift;^ y±-^y^^=:-^-ir^DHQP ^) ^ Wt h in X 
. ^ y< ^ )&-^ :^ T 2^ I 0 A . h h y Y f)^ h (O y V u - ^ y y 
LT^^5;0^, ^oJ:T>*DHCPfwJ:oT^M(D^. ht7-^^r Ku;^?05®#T'#§J: o \z.fi 

oTl^^5X)^7)>^i|g. ^n^o Eliefi, DHCP!;;^-:^(Ox-i$'tSit(7)^J&:^LTl^6o 
[0182] 

•S^h^V-fi^C/a^^IDS-^ (x i d) . 

f*-/<x-^«ig9 0 4fl, ^;h.€tlgiJcODHCPf*->'<§r^^1-^T-'i5'7'n y^J^cOii 
^gy;^h^*LTV^Ttc):v^o J£^TcoS^^#LT(^^-Ct 

J: 1/^0 

[0183] 

•f--/^ID {D H C V ^ — y<(0 y V V — r Y \^ . 

•ftiai^DHCP1^-/'<t;^^LfcBOOTPyu-:I^->?^^^H^7)TK^:^ (g i ad 
d r ) . 

• TpingJ M (socket— >p ing) , :}oj:U^ 

• 7 7 

rHe><7Dy^-i57«igH. h7-^ 1 0 8±cODHCPl^«iifth77>r ty^J'icS'^V^ 

[0184] 

• roamCrea te () (^fcSr^JDSSfb) 
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•roamDeini tial ize () { ± X (D 'J ^ m ^ ) 

•roamSrart Indications () (^/'<'fy^S^'>>^'ris;J5p— 

^ t ^ t)^ ^ y ^ - y =^ ^ ^ ^ ti^^ ^ ^ — ^ y ^' (r e g i s t r a 

nt roaming indicat ions) <7)fcJ6(C, ^ ^ tl fc ^ — /l^ y< y ^ 

•roamStop Indicat ions () ^ ::i /i^ y ^ i V h f)^ h W 

' ^ y ^ — y :^ ^ y ^ - y :^ f)> y VV — ^ T Ki^;^^^MLfcri:^7j^ 

-f , O S e> (7) 3 — y ^ ii ^ ) 

rni-ADx. ^) y y y z^n^mt^ . y ^ - y :il ^ :^ m'^ v y^ -r ^ r y - h -r ^ 

i6 IC?IJ ffl $ tl T t> <t V^o 

[01851 

*^[^^LV^^ffiff^fi|rMi. ±X (O^ /<4 /i^i&^y' l 04 DHCP D i s c o 

V e rm^^^^Xoxmc^y^ry h^m^ t y ^ :slt r y y y^ f^^'^-t ^ . :m 

i scoverS*i:. '^(D v Y V — ^.^t^ h <0 \ scoverS*<t«r. ES'J-f 

>r/w«*v^;^xi.io4*$j;u«/^fc(i^t'i;x>ftaf---^^io2t». DHCP-t^-/< 20 

i)^ h ^ <r^ ^< ^ ^% y y^ \z ^ ^ i\. tz. o f f e r/j;^T't>§:ttffit5r^755T^#5o ffl 

|^(?)DHCPi^-/<;Ji^^-(7)DHCP D i s c o v e x '^i^\Z.^.'^ X t ^ tz. t> . Hll 6 

(Dyy^^cDr-^Sitfi. >-f>-^^yK/^^cil^y^^S 

J£ o t j- (b , f@ gij CD r - :/ D (clE It -t 6 o 
[0186] 

4;i)^&illbnT^ytt>(0<t LT^^fi^n^o i/ir->?7)^0lCiS:^$tl/-cBOOTP y 

(7)T*&'5ri:;6>^i^^ixTV^-5p ^) y \t , ^i^^ ^< 4 )V ^% y^ ^ \ A ^ h 30 
yc:Discover^y-fe:-v^(7>h7>^1f:^7v^3>'ID (xid) ir*)-fSLfch7>^-fi!^ 
'y 3 y I D (x i d) ^ii^^SixTV^/^l/^PgO. DHCP Of f e r ft^ ^ ^ B U L X h X 

y ^-^ y h y ^ X y ^ ^ tvtc . ^ ti fz y h y - ^ r y y ^ n ^ . ^^(D'f-y< 

h Jt^^K)^ htm . ^y<^ Ji^mT^y' yr 1 0 4 u - ^ y ^ Ltz tm^-r ^ 0 V y it 
]) ;^ fr 1^ /S ig: (1 S Si o ;<iMB - b ^ — 

[0187] 

y ;^ i:' CO 1^ - lb t ^ ^ S <t L ^ . # fiS tIi^ M ^ ^ a ^ ^ y ^ tii 'ii t> 

tlX ^ t)-^ 0 f)^t^n'&x ^ fj:\^^o c CO )K « fi . ^ ^ J^r ^ v\k\^^y -n^^ \.x . nvf 

BOOTP y u»-j:-v?:ii>- h I D (*/t{igi^t^nfc:1^>^^-s/ h-^:^^!?-^^^ ^n/J: 

. tl^^nTt^^:^ V V - <^ T Y y y) ^j^o, g!E^cof*--^^/5^^/J^^/5^fcixfl. ^^^-^-T/^ 
«7Kv';=^xi^lO4;0?n-^>-^LycifiJ^-r5o y;?^-:^Ox-i5'«itt-. fff-->''</ii^t. 
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h h(D^-y<^^h hJt>^t>^M^^m^ . * i/ ;^ T A 1 0 4 (1 H ^ fo ^ pl fig tt 36> 

[0188] 

^ y h ^ D H C P ^ y r :^ h X XJ^ - y< u D P - h K m^i L . ^(om^\^nLX^ 
it =1 - y< y ^ ^ ^^-r ^ t {z X o X ^ ti ^ o llk\^'^4'^-:^^Wc'^^ti (z/pyiJ'S 

0 2) . ±iE4Q;afi r#aj jycffif^AoTn-^y^BaiicO^-O-h^r^o ti y ^ 8 

[ 0 1 8 9 J 10 

DH C P 1}'-y<y<^ y h Ltcm^t. ^^^^ y h n. ^ (D ^ y ^ 7 y h ^Wi'f' t^Wi 

<D ^ y ^ r y V I B t -'Si't hf)^^'f)^^n'&-r ^f^^\^m^hf\^h ^ y ^ 8 0 6 

) o - & L /.^ (i , K /-^ ^ h fiS « ^ ^ o 1 75^ L . m^^^ y h :^>m ^ (O ^ y ^ T y 

h I D ^ ^ ^ T V^ ^ :^ -a^ , ^y<^ y h 7)5 D H C P O f f e r y< ^ y h X h 6 ^ 

^^tl-S (*iJ^:/n>;/^^808) o KOf f er/N>>-2/hH. ftffia^bttfcDHCP D 

1 s cove r - ^ y :^ \Z n J& L fc h y ^ a y I D t Ay X ^j: m ^ s 

tlbo 20 
[0190] 

y h h y y ^ 3 y I D f)> n It^ L X tl \i ^ y ^ 8 1 0) , DHCP Of f 
e T y< ^ y h ^ m it L fz - y< f)^ m ^ X h ^ f)> ( o ^ "9 . f* - I D 13 1 6 CO y ;^ 

]) 7. h {^im^^m-^ in'^y ^ y ^ 8 I 2 X r/-j (om-^) . -\)--y< i Df)> v :^ h 

2T' \ ^ \ (Om^k) . ^btC, y^^yVBOOTP^jy — 7Yy:^ ( TgIADDR 

J ) t>^-y<r Y y 7s ( r G I A D D R J ) ic: *)• t ti> -5 5 t)^ ^i^ij ^ ^ 5 ( *i] ^ 

n 5/ ^ 8 14) c » t T it n (i . Of f e r ^ :>/ h ft!i f* ^ ^7 V h (D h (O 30 
tV^9:iitc/^^£0T*. r/N-Kn-^>'i/(hard roam)j;6^^tT^ixfci:¥iJ 

'^^ti^ {y^ u y ^ 8 1 % ) o ^n\^Lm<r>r ^) ^ - y 3 y . u — y t^ti 

fcZ. tii^M^^fi^o *iJ:^>^p y ^ 8 1 4-eBOOTP y u-r Ku-;^;6S*f/£LTV^^i: 
*J ^ ^ n -5 <!r . n - 5 V ^ (1 *x T l/^ V^ i 5 r ^ «9 . - S ft 0# P^T 15 «^ L 
, y;^^(?5^t!l(Df•-/<:feT^c:ov^T TfrMj 77:/*yiryhL. mft<5C)ping#-^Sr 
f■-^^'^CfE1g-r5<^V^9y;^-^^a;^l^^T^Pi^§ (7'n>>i5'8 1 8. 8 2 0) o ^^V^T. 

a r # ^ J ^m\zm^o 

[0191] 

>< ^ y h ^ 7 ^ T y h ^ 5/ h S « $ n ^ i: . y ;^ -:h «i « XMi . K /n" >Jr y b ^ ^ (7) 
^7^rvhID^#Lrv^5;0^. DHCP Di scove r/'^^ir^yhTj^^ 4b*J:tJ^0CO 40 

/^•'^r5/hBOOTPyu-7Kl^;^ (GIADDR) Sr#tTv^5;0^<t'9;6^;i>5 4^iJ^$n^ 

{-f ti y ^ 8 2 A . 826. 828) 0 ^ h (O 7. y" y \Z. X ^ . l.^"^ \t ^ y h t> . 

y;^-^<h(RlCi^y^^2/ h±tcfo6> ffio-=e/<'fywS*v';^ri^;5^biift$tiytDHCP 

D i s c o V e r ^ y - i/ X h h t^'S t^t^ ^ o ^ 0 X . ^) ilim\^ X 

V y y ^ ^ y 3 y I D , ^trgft^tl'SDHCP O f f e v y< ^ y h (Dbt^ 

iizm\^^hti^ s T (D h y y 'f ^ y a y I D {cwt & ^ ti (y" tj y ^ 8 3 o ) . fp i ng 

ttlSj ;05P*U^ttl^n (ynyi;'834) . ^ 4 - }) ± y h ^ tl ^ {y" a y ^ 8 3 6 ) 

o 

[0192] 

^-r-7-co»|5g^nf::<}:f9. mm\t rp i ngmigj o y ^ 8 3 8 ) 0 * 50 
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ttftL\^'^MBm{^^i>'f^ Tp i ngj yyyj^^j:1Sim<Ox i d^WI-^DHCP 

Discover /^<^>;/hTfo5o Z (D p i n g mm S 3 8 <D y . m I 7 A \:i m 

<>tih(0(Oi(D'ikmmLtzf)>. i fH^ <D t y y h {c ti - y y {t, L X fj: ^m) 

[0193] 

' ^ ^< ^ i/ :^ . h ^ ^ ^ ^ y V hm(0 '{i % y {f Litt^ 

. ^ ^ * v- ^ r S ^ ^ ^ ? 
• DHC Pi^-/^fl^^E;6^? 

^/W/^«*v^;^rA<7), Bil Tp i ngJ ^S^t^ i n gj t 

«:itfii'r5Ci:(c:J;oT¥iJ^$n'5 («^:/nyi5'846. 850) o «^'J;t(S. Spin 
g^^t^hm^-^<(Ow\ p i ngii^^^?U^?t^;6^. h(/)i^-/<^7)p i ngj:f9t> 

::^#<. {i;'7i<i:t)-o(0f*-/'<;d> rgf^j t ^ - ^ ^ ^ . %\\ <o ^ - ^< (D 

y Y ^ u - ^ y y fy^ h o fz t 0 Z t \Z. ^ . (D W^m.\^ ^ "0 . - "^J y V ^ 

5 -f tl t> 71^ $ tl ) o 

[0194] 

Ell 8(1, ^/^'-Y/l'S^v'^xAl 04(7)n — ^y^^J^®^ry^ — (r o ami n g c 
on t r o 1 c en t e r) ;0>^fT-f5:^r:y7'S:1^ij;^L/i:7a — ^-y— HT'fo^o ^ 

^v^M'y ^"r \ 0 A X (O u ^ y V ^ ^ -f ^ fz }^ . Wi^ (O T V y <D ^) y^ Y 
0 \z.^J]m\t^ {yuy<^8b0) . OS-<>'i5'-7iii-f:^^Mii^;^W^^-y'/^l^^<^*9 

^ y if \ ^TJ^I^-r-S (yni/iJ^860) o 
[0195] 

m I 7 <r> ^) :^ -m^mt^ h \t ^ i)^ h ti ^ t {-f u y i; 8 ^ 2) . . ^ u - ^ y if 

J . rg^j , rip^^#j o v> T ti (7) ^Kfil ^ ^ L T v> -5 ;^)^^^ *ij ^ n § 

864, 870, 874) « n-^V^ffl^ (W^>^n5/i5^864 T* r^ji;^j ) 

, m^^t^'):^^8%6t^mCh^. O S fi^ - fix . ^^yYv-i;rYyy^(DT>H 

c p - y^t^mWi. MSf^ns (:/py^8 6 8) o r^^j (^^^ 

n :y ^ 8 7 0 ) , #t 1^ ^ ^ ± I*: 1^ ^ ^ 5 ( ^ n >y ^ 8 7 2 ) o it /^^ T ^ ^ 

876) e ^^^fltT^n-^^-^^^^Sff-r^cb (>^'n:y>:'878) , ^TCOy^-^;05gfli: 
hti V2 y i; B 8 0 ) , OS^>'i$'-7:c><;^^i:ji^;i)^^?a(-?i5 (>^pyi:7882 

) o 

[0196] 

(>r yi^-7a.^;:^le:j:o'rtt^^^*xytn - > y if (D ^) :^i'(om) 

^ -<y^-y3Ly(7s^-y.(D^j7s'r\zx^x. m c y Y - i/ ^xy^m<o y Y 

V - i^ ^Vf(o y Y - i^ mm.^- ^ y V i^fc^ - % y if i}>'^m.\z.fj:h o y ^ - 

y y( ::^-< - ^ (D fi^ ±,^(0 \f - y^m ^^-t ^ :^ t < mv^-t ^ . T M <^ ( 

%m.(0) y ^ -y ^ >^f)^mm^i:\t^i:^^- V LX\i^fj:\^m't\^\it. y.r- ^- 

^ y'^m\^y - ^< y ^ h t txt^o 

[0197] 

^y^'r¥^^i)^h<r> {^\\7L\i'&.y ^ ^ y ^ — y ^ ^ — ^ y ^ - K^^^-^^S 
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Styt) t*«S:. ^ y h - ^ ^ ^ ^ h <D m t L X . ^ y< ^ /i^ y - V t> ^ M (D 
/-KcOj^ii)/^';^ (mi gra t i on pa th) ^ ^ ^ 6fy \^ ^ t ^ (O {:i ^ ffi ^ tli> 

. V ' r =^ V :^ i: mTj^-r ^ 0 ^ias-ct^. m- <D y V 9 - ^ tlti 
(D y h 9 - ' y ^ - y ^ ^ t)^&m ^ tlX ^ 1^^^ , ^mx . t L < a - 

fci^ic) m ^ ^j: y b y - m ^ y 1^ - y =^ ^ y^ ^ i- ^ ^ 0 t X ^ ^ o 

[ 0 1 9 8 J 

|1119A^#fi§1-'5<t, v-;^XjU|;)^il:0#'^> y h y - r y y" ^ ^ y< - -f 

(mi 9A, :7'Ds/i5^20OO) . iS.y^ju(o-{y^ — y:r,^ys . n-^y^ - k lo 

y y<it. m I S <D a - ^ y y mm ^ y ^ - ^ - i t ^ {y" ^ y ^ 2 0 

10)o ^ 0 ^J:S:U iM^(0^mMmX\t. crRegisterCardHand 

1 er () mm^mzxm^^ti^) \^ X ^ . Tm<D^y h V y h PLhti 
[0199] 

• m 
' m 

•iK^ (status)® # 

• V y ^ ^<^^m^±i^i>z^m(D^i[:^m^'^mx y-yi^mmi:MtL. a - ^ y 
ymm'\ry^-^i>::L-/v^^^^ ^ 1^ $4 ^ -r - ^ - :^ ( ^ ) .If - y y & ft 4:? (t 

ll;ffi0iJ<7)crRegisterCardHandler ()^tg[-J:'9. -f>^ — 73:>r 

>(y<kl'm^\^m^'^t>'^^tL^\::mKX^^h-^yil)>^x,hti^o r7;fyuh 

COP-^>^i/K^'r>'</&>. Tj^l^/Ra-g-ii: (s i gna 1 i ng/que r y i ng) i^W- 

xxj^^- y h 9 - ^ mm^f^ y h (D^-^\zm'r ^ o s ^ :^ =^ (o/s g 

ener i c mechani sm) ^ y y. h — ^ tl 

r t J: v^o 

[ 0 2 0 0 ] 

^mmmx it . ^ y ^ - y :t. ^ ys (D ^mt^ - ':f \^ -^a ^ t {<:>t,^^>yVy-^^(o 

7 ^ ^ t) X2 y ^ 2 0 2 0 ) . x:^ - ^ y y ^ y ^ - \t . ^ y ^ - 30 

y:r.^y^^^u^^yy (interf ace ass i sted roaming ; 
lAR) i . ^J.T (D y'r y y'\^m^^^X^^ ^ (fcfc L . i^T <^ ^ y ^ it . OSco^ft 

id X U / ^ tc \t ^ ^ <D r >^ V ^ - B y \c m ti ^ 7t^ y^ y y mm X X . AtimA, 
h Hfc ^ ^ intc ^ -r ^ :i t h ^) o 

[ 0 2 0 1 ] 

1. ^^^^y V y (gene r i c hand 1 e r) t> y y h — ^i- ^ tl X ^ ^ , 
^ScrOpenlns tance () y ^ y ^ (D =i — /u fj: ^ j^i ^ ^ ^^^^ y y it 
i&u-</uTyy'^\'^y^y<\cm^^^LX. m V y ^ y<:^*^ . m t^^m^ (D 'J^M id X y 

h y - ^ mm^-^ y ho'^lE^cM-r^>ft-^s^^lg6^^-i^'1^- h lx ^:^>^f)^i:mmir h 

{:f a y ^ 2 0 30) . ^y^-y:i:.^y Ky-r/^;i>f^^tg^S«W^-i^?K-hT'^?iV^ 40 

m-t (*ij^yp'>^2030 T' ry-j (Dm-^) . =^ y -ikmti^ . ^ -/i^mnmi^^m^ ti 

. m n (D f^mc m (O ?^ :^ X ^ ^ i- ^ Z t 1^^ 7fz^ ^ tl ^ , 
[ 0 2 0 2 ] 

2. m^y^y V y y ^ ( ^ n y ^ 2 0 3 0 X Ty-j ) S:igtfc»^. T ^ ^ 

fi.^ y ^ - y yi-^^-f . ^ffi^ii^^ixTv^^o-^ y ^ Ky^/M-^^i^^r 

^tr^ixS (>^n^/^2040) 0 ^^y^ — y^^yt^. c rRe g i s t e rCa r 
dHand 1 er () y zs:. ^ X ^ ^ i\. t:L V - ^ y <r^ 0 h - b - "^-^ ^ ^ 

0^^5^2050) . o-^y^sjtSJ-t^^^-fi, Tyy^(D^yy^yy-^<D^^<DcT 

Open Ins tance () ^^-/Ui-^o ::<JOatgfls {g:U-<yUK7^/'<^BS#. ^ 

ffi (JS«s:«ji^i4. h y - ^ mm^-^ y \^ I D) i:n&y^-vyyL. mm^-- ]) yi^ so 
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ht^o:>M^x^t%W:^^^^^- V Ln^?i«/^^^> n— ^ y ^ ^ > — \^ ^ y — ti^ ^ 
fix . m^^^(0^n\^^<^ ^ ^ ^ ^ tt^m^^ o 

[ 0 2 0 3 ] 

- y y urn ^ y ^ - ^ fi X . lAR^ig^ffiffl-^-ft-.Eiy^JiuJiyAtDt'- 

y ^) T.i' (beaconing 1 i stener) . ^ /< JV \ V , h ^ 

. ^-^>^^^&oTV^;5. "^^^m,-^ fiX\f^^ V V U - ^ ^ . m<D u - ^ y y 

' r ^ ^) X j>. \z. y ^ - y ^ ir ^ ^ t TT^^ fi h (4^ij:^yp5/i5^2 0 5 0 T* ry- 
J (Dm^^ . yP5/iJ^2060) o :ifi^k^<D^^ . ^ y ^ - y ^ 7s ^ - % y y ^ 

(yn2/^2060) . u - ^ y ^ y ^ - W.(0 7 JV :d ^) X [Z 

[ 0 2 0 4 1 

^ y ^ - y ^ y^ \z ^ r:> X ^ fifz, ^) y^ ^ \t . ^t£<D^W'mm.^(o^m t . y 

V y - ^ ^m.^^ ^ y V <DmLm\^Wi t i . x:^ - jvy" - ^ y v r \z.mm-f ^ {y u ^ ^ 2 o 

6 0) o ^y^-y:r.^y\zXoxm&)^titi'^yyy7'j>^ti'^^-^yyy^-v^<yi!^ 
(Dmti^^^f^^ Lfz t iR'& Lx . u >^ y y T ^ it ^Jikm ^ ^ y h i: ^ (ypy^2ioo 

) 0 H^-r-<Vhfl. X. JWT t> <7) ^ # L T ^ 0 

[ 0 2 0 5 ] 

• -(6 u ^ /u p — 5 ^ K y b =1 — y ^ , 

' yfs - V y { t i m e d poll interval) (>^D5/^2070.2 

0 9 0 ) , fc -5 VWi 

• :y h ^7 - ^ • 1/ CO S ») ( o ^ «9 . 3^ / S it d 6 Pp^ M ) <0 ^ 

^ y h ^ tl fz f)^ i: Tjk i- t {mi9B<Dm'My'tiy^2110tL<\t2120X T 

[ O 2 0 6 J 

2 1 2 0 r ai ;^ J ) , T (7) ;^ /)Miil M » ^ . y . ^ jv^^y y 

M__S I GNAL__OUT_OF__CONTACTiKffi^^i^1-^ (yn>>i?' 2 1 4 0) 

0 

[ 0 2 0 7 ] 

^ X -^^^^ Z. t ^ 7T^ L {-f ^ y ^ 2 \ 2 0 X Ty-j cDt^, yn>yi5^2 150T' T/- 
J f/^^-a-) s ROAM_SIGNAL_OUT_OF_CONTACT;^^gE^C7J^i^^^^T 

^oyh75>^(^1iS(«5Mtyc:::«ir;!)>^i^^n5o ^co^-g^. u - y ^ y ^ - . S 

Dy^2170) . ROAM_SIGNAL_ROAM__SAME_SUBNET^a:iU 

T (yny^2i80) , u y y ^ y ^ - <o ^ y ^ T y V \z. ^ ^^Ut^'ii t> ti fz 
<ox . h y y y^-- V • y-<jvx(Dm\t(onm^\c^z^mf^^W^±x%n^hi^o^c^^ 

[0 2 0 8 ] 

3, ±iEiKfil;6^. ^ y ^ - y yiy^Wk'i^\^'^'^ {-^^-^ hfix\^^^tr^ . v V y - ^ ^m,^- 

- X y y mm ^ y ^ - \t ^ y ^ T y V \z ^ p-^v^/jytflgic/^ofcrt^/i^p^^^o ^-^ y 
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[ 0 2 0 9 ] 
[0210] 

a) r-^^hr(D:^^yh9 — ^' h ti - y y ^ m L X . ^V^-y:y^^:^t'^^ 

^Sf^^o^^ttlf (yP:y>5'2200 T^ \ ^ zx, ^ ) ^ %% y V 9 - P ^m.^^ ^ ^ V ix^ . 

-fi, ROAM_S I GNAL__ROAM_SAME_SUBNETSr^fiic1'^o 

{f ff 5i iz: ^ -r ^ f7) pj pg «9 (7) it g 5r If! i: ?i n lb v^ r ^ ^ ^ 5 o 

[0211] 

- • ^ ^ h 7i ^^ s ^ . y ;^ , ^ >f S * ;^ x A gij ii- ^ y h 7 - 

•SfM60^>yh!7-^ •±i/>>^hT'1£fflRlHg/^TKl/X^&t#'r^ (^0:^^2^2220 
/I. f- - ;!)^ r K U :^ ^ ( S ) ® t# t ^ ^ i: , & -5 I fi) 19 S T b ti r K 

:^ «r «S « L 0 . ^ (7) S ^ ^ ft t "9 T t J; 5 ffi ^ 5 *|J »f ^ ti 6 
0 Z.(r>mx\l. («sj;ttfDHCP^iii:T)^-yhy-:J'-eTKU':^S:&#r§ri:H. 

(^/W/l-I P0^1^SB^-V^:r.>'h^iiCT) U — id )V y Y 9 — ^ X T Y \^ 7. ^W^^ 

[0212] 

• m<n^y y h-^tDD-^ ^^^/^TJ^f^-rS, ROAM„S I GNAL_n-^ V ^ {% ^■ 

fgn-^V>/$iJ|^iryi$^-C0^7><ryhf^it(-4^'r^ (yn-/i:^2230) « 
[0213] 

c ) ^ CO g * >Pf iJ^ /5> E o /0> ^5 ft ti ( >^ n ^ 2 2 0 0 T / - j ) , 5/ h ?7 - 

(::J:oT?}^f^u-h^nfc. fr^<^fE^«'4^-t-'5 (>^P:yiJ^2 2 10) « ?>:tc. n- 
^:/i/$iJiai'tr>'^-|l>^uyi;72220;foJ;U^2230^. V y - ^ T Y V 7s ^ "^'i^ 

[0214] 

i:^r"sjtg(c:-r-5, — ^ ^ / %tL\^'y 7. ^ ^ X f\.tL 

) *P W 4^ y V/ - 7 ^ - S5 ffl # ^ J: 9 6 o - o ± o ;t> :y K !7 - ^ P 0^ 

^ ffl Pl lig :^ , ^y TsT ^^.^^t^t^t^hf^^^^^T. ( !7 K 31 y r • 4-^ y h 
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^ *i . ( 1 h hfc ^ (D) n h . J: / :^ fc 11 - ;^ n"p K i/> o 7t 1i ^ ?i 7< h 
^ Wjm. y M.m^(7ym(}^^ ^J: CO ^.X^^^ ^ Z t :f}^X ^ ^ o « ;t « . 

-^5^tf>^;^Tyix-i5^ (make be fore brake) J /N>^K:t7«3t;i5g^ 
[0215] 

-So 1212 OcD-(7)T-i5i^#iia(iii/fe]J h t U'C^^£^tuTV^^;il^, mj?S(0:7>f-/u 

P O A J . ^iJ ^ if . T ^Tsit^^ Y (DM KQT Y V T.h^^^^t.'^ J — V t^'^"^ 

t T 5 S iffi ^ t> J: v^ « ft& co ^7 h 7 - ^ :jo l> T li . r n P O A j fl , A W ?i 

ig ic » 6^ ?i ti » /5> ^ *!) ^ ;t b r v^ T t) ct t . Sb W tf $B t)^ ^¥ ^ ^ T t> J: v> , * 

. / - K ^ n n cir . ffi tf fs ( X, M T u (D 1^ X , # ^ p«t , ^ x h , f ij ffl -sj 

[0216] 

km%(o^^^%^%.o 20 

^ I D o w 5;iJ ?i 5 t!)^ ^ *ij ^ -r ^ <^ E il -e ^ o 30 

[02171 

^'-^^X^^^ n<nr ^) ^ - B y ^ - ^ t\tt.ftx t fi\^'^ , S^oT. w(7))t^l^ 

h^^^ti^hh , :Li\.ho:>:xu^—^x^\n%y\y-h.\t\^<o\^T — V 'if ^ (O J 

fiiim^^^'^^Li^Tf^o z.(Dn^sX . ^d^\z.mm^^m\z.fi^^x\^-9 o K^m.t>^^xh 40 

C ^ ^ fig <i: ?i 5 o 

[0218] 

>yh!7-i5^ •^>^^-y:ai^;^trt&-r5yn V ^ 7^ ^ V ^ ^UWi \^ ^ ^ ^ (O 

L. l^JsT (D^ y ^ ^ :^ h JEm \^ it ^ f)> m h ti ^ ^ 9(c-r5 t itf^ mx h ^ , 

h y y p^7^- h • y^ ^ y ^ Sii^itya—i-^ry'^j^-'ya yT-^o/i^-y'^y^ • r 

- y \z ii^^^ f£ mm ^ n t> fj: z t h ^ . z <d ^j^m ^ m m t ^ ^ . ^^i- ^ h y y 

^y.7f.- V (DfV — y- ^ y ^ ' X - y /Kc M ^ C -5 a . H in X h ^ R O A M _ S 50 
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I GNAL_ROUTE__CHANGE;!l>ii*D$*XT^£^^ixSo it ^ t}: ^ tl ^ t 

[0219] 

( # ^ ^ ^> h - ^ ^ m C tc u - ^ y m) 

^ y ^ ) (disjoint networking) •^-KT'MMS(^t:^^yT->rB'a 
T , 5 :y h 17 - ^ b )5>J :y b !7 - :Jo 5 y h - ^ T V' U :^ ^ h ^J: 

e> ?t ^ o 

[ 0 2 2 0 ] 

. MM S m ^ m R m r U y. (D V h m t t£ ^ o Z (D X 0 MMSf:iMES 

tc, £1 ±(DMM S y V V — ^ r Kl^;^t>L<fiflii«7)^-i/ Hl7-i:^{c:*)-ii;L/'cfi!l(^M 20 

r ^ ^ . y ;^ h H ^ S: ^ ix T 6 TbI (7) v^ S ^ M if ^ fc S o 

[ 0 2 2 1 ] 

V t^hMM"^ t ^ y ^ ^ V ^ b . MMS(0 fji^yr;^] (a l i a s) TKU- 

7. / r ^ f y ^ >{ (o ^) 7. y ^ m\i^ ^ . rtit-J:«9.«^«)mfc7)^. iyh7-i5^^^»)^(0 

[ 0 2 2 2 ] 30 
:i<7)ifbV^ft«Srffl5»&ibLyc:7n-^^-h>S:|il2 l[C7j^i-o MMS 1 0 2 \t ^ 2 ^ (D ^ 

fl: ^t^^m,^- y V ^7 - ^ , irfjii^h^^y h 9 - ^ •-fe^/;^y^Nl5Lt/N2i^MLTV^ 
h <0 t -r ^ o MES10 4ii. ft^O^-MMS102i:^^yht7-^Nl^r^LT^jgc$ 
tt^t^O^-r^o y ^!7-^Nl^:/^LTMES 1 04<^MMS 1 0 2 t O m X ^ B -^^^ 
m^^tl^ti-<\Z,, MMS10 2fl> MES104{C*1-LT. MMS7!)5-j[^J:CO{iii(^;t- 

L3^llf1fecoiatSU^-«:i^'5:ii:;6^T*^^o MESl04fi. Ky>^hL^Sttfef9, lEttl" 
-So M E S 1 0 4 (O ^> y h 9 - ^ (N2) MES104(ir 

coEt8t^ix/cy;^hLicri5^-iry^L. ^ix^ffli/^Tir^O^>yh!7-^ (N2) 
MMS102<t<7)a<I*^*W{-S«l5ii-§^t;&'J^ffi<i:^,C5o 40 
[ 0 2 2 3 ] 

^ <D ^ L T /U dt ij X \C it . ^^i^m^^ y h 9 - ^mCX . MMS10 2i:ii^t"r^fc 

CO ft # h 9 - 1^ r :^ X it m (D ^ ^ X ^ m &^ -r ^ Z t m :l . ^J: 

< t tl/^<o;ii^(Dffl^;5Sfo6p 't(D^m(D-mt LX ^ y V 9-P^^\y-'yB y h ^ 

p ^jj X. n\ 0 2 1 ^ -r r y X ^ ffl v^ r , ^ < y v 9 - ^ ( i/^ < o 75- , 31 ± 

V ^< y ^ y^- - y t LTMMS 1 0 2:^^ffiffl$tl5S^?i^^y V 9 — ^ y V r y X ^ 
, ^y<-fyU/-Kl04;!i5^^(^:. ^mi: mm ^ ^ ^ t fi: < m ^ <0 :^ y V 9 - ^ ±X \z 
^Wit ^ ^ t fi^'^mt ^ o . MMS10 2;^)w^y^LTlocoic^^/^'-^'>^T'=I- 

V 9 - i7 . Rn^n^^^^^l^fc^ < <0 y V 9 - ^ i ^ ^ '^(O ^ 50 
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0 2 i z (D m \t ju - ^ t L X m i'^'^ m) ^ ifi- Ltcm-^ ^m^^x . i^<D^^yh9-^^ 

± y / b ±(0 h y y y ^ y h 9 - ^ ± ^ / y h t ^ Z t t)"^ X ^ ^J: o 
[0 2 2 4 ] 

MMS102t<7)SJl^J::{$ffl$n'5 ^ :^ ^ V ^^':f ^) y ^ T Y \^ T^-xS^^mr Y v 7s \ 

/u h /i- - h ^ ) i: - ^ y ^ fi^ 'Z>m t fJ^ ^ o 

^ ti ^ t i- . ^ (o r Y ^ y^ mm (D ^ m <D tlib \c m h ti ^ o mesio 

4ib^hyi^--^f)^^htl^^. ^ y ^ T y h RX/RX^^m y - Y ( - ^ ) d :Jo tt 5 I P 10 

\. ^ ^ (®3) (D^yyyT.hyi^'^^it. yu-M.(OU^i&rYi-7^^R.x. 

mn^m (MMS102) \:i^< ^ y h ^lEmitCm ^ o Z(D - t lit. -«tCIPagm (IP 

f o rwa r d i ng) . fo^l/MlI P Ji^ — T ^ y ^' t \^ It tl ^ t <^ X ^17 t> tl ^ o ^ <0 

m^^^ ^ y ^j: ^ t . h^^^yVV-^^^^i^yY(nyv-h. (yo-K^i^^^h^) 
f\.f:iy y- ^ :^ y Y -^"^hty.^ z b\^fi\i^(ox ^ iHf/^-fy^s^W^tu. 

^ g ^ ^> y h !7 - >7 t T L * 5 o 

[ 0 2 2 5 ] 

112 l(v:73^i~{t#T KU;^y:^ hfl. /W--r^yi/tf$B<^9^)<7)ao7!)>^MES l 04 
i^m-t^. X(i6aH^!-r^^*^*-f^o ^ir^/^yhfl. MMS 1 0 2 tr:>f^t^ 20 

o T ^ ffi (7) ir ^ V V <n\Mm\^^^\^^'^mxmW^ i\^fc'^m t tJ: ^ o me S 1 0 4 M M 
S 1 0 2 \Z X. ^X^UnW^Xh ^fzib . MMS(i|g|iE$tl/cMES^^:y h 1 04tC(D;^ 
y;^hL^iJ|§o MES10 4;65giJ(^;};yf.r7_^.-t^^^y|.^^^-^5^^ MESl 

-r5r<b;(>5-e#6o SfoT, t^^m.^-^ y V y - (r>f^m\tm^'^ . jx^-y- ^ y ^ - ^ y 

y y ys V y ^ ^ ^ (D ^SL^W: < ^ o rti(-ct«9. #5aj?i^---fl::^LT(7);^/.^^>yh 

y--{7-^(DTi^'^ys^:^^\Lir^:Lt\c^<>x. X, ^ ^±fi ^ y \f =^ - ^ nm^^^-T h 

[ 0 2 2 6 J 

«^iJx.tf. Z(0 ^ 0 U ^;\^(D'^ ^ Z2. ^ /^^-ittU^^t^^tXMMS 1 0 2^ 30 

ffl 5 w <h . =1 - ^ u - h y /i^' - 7!i^ lb h 7 :7 ^ 5/ ^ 3 - u - h y 

[ 0 2 2 7 ] 

2 2 Kt}^^ o m 2 2 \Z^\^X . MMS10 2fliiiIli^/U-ht*»^^*L/<^V^4 
oco^ij^(c5)^;6^ixyc:^^i/h7-i^ (la. lb. Ic. Id) ^»^$^^rv^5o ifc^^ 
t> h ^X y V y - ^ I^lft<tJfeoTV^-5„ =2-7Ku-h/<iyi^>i<->^±c^^r7^iHI 

SrfflV^T^^.yHl7-i57(7)-o(Cr(jx.(i. Ic) i:K'>^V^LTV>-5MES104^ffll^ 40 
1-'5o0'Jx.fi.MESlO4(1 1 92. 1 68. x. y V y — ^ ±. (O T Y U 7^ ^ 

LTMMS 1 0 2 tiiff-fStOir-rSo 
[ 0 2 2 8 ] 

fc6aS(::J:'9MES^5io. 1. x. x { \ 2^ ) y V y - ^ . y.\lL^mir ^ 

^fi^hhh(Dtir^o 10. 1. X. X (Ia)^^';/hl7-i^fll92. 168. x. x 

(I b) ^ y V y — ^ <r> Z. t ^ ^ h (o^f?. (I b) ^-^/ V y — ^ ^ ^ - V i)^ 

l^) MES10 4;ii^^c7)^Mi§E-^^lj[)'r5B*[c:. T^ciX-MMSTj^iUf^WyiCgEg^^ 

[ 0 2 2 9 ] 50 
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2 \t^mw^m^^ y h V - I a ^ lb, ic. idiiCmi-^t(0^>^-y:^^:^TV^ 

l^y^^MES104i:*Wb. MESfirttb^ie^f^o - RB^ ^ tl ^ t s MESl 

u - ^ * ± ^ ?i y h V MM s t Mit V ^ ^ o 2Je^±c^rKu;^^5^£ffl^tu^:»'S^, MES 

^>^frS^#<£ffl-r5o 1112 1 tlHHt(0!;>^ h*Sttffite5*;&>o7tMES l O 4 ^(D 

Fyi-s-Aj ^.2/ hy-iJ'W^o^^i/ h 9 - i!^ ^ m C X MM s t i^mt ^ :i t ^ fj: <D 

[ 0 2 3 0 1 

ffitc, m 2 1 <DmWi\t^m^^^ y h 9 - ^ ' ^ y ^ - y :^{:im\f' hix^o ^ ^ <o y 

h 9 — ^ \C :}6 X , :^^yYV — ^'TY^:^' h^y^^U—^ (Network Add 
ress Trans lators ;NATs) t \. X ^ h h \, (r> ^ klX ^ ^ 

y h 9 - ^ T y< ^ :^ U-i y ^ - ^> y [^±<D\Mn^<D7^±:^t)^^'^mt^^^, CcDfi^fffi. 

, ^ (Dm^<^ y hcor KixJ^^cbJ^f- httfB«rT/'<'Y;^c7)T V u ;^ / t^— h (D ^ {z. n & 
MitH^i L . iix^'tcoB^mii^miWi'^o ^ y ^ - y h . 5 ^Mi a y h !7 20 
- ^ /O^ e> :7 u - A ^ § ft K 5 f5l 3# . y< ^ ^ \t ^) — :^ Ji^ y ^ L . ^ (07 Y y / 

-V(o^yji'mn^mi^f^^^^(Dh(ot^^m^x. y y - J>^^^^^ i^-to z.tih(oi^ 
fi" it N A T *5 1/^ T 4> » 6^ ^ a ^ n 5 o 

1 0 2 3 1 ] 

ft:6^/i5LAN/WLAN60f^gl5-eMMS 1 0 2?rffiffl1-Sfc4^)tC, -?:tl^NAT(c:S< r 
<b^S:£-r5o MMS10 2;O^NAT-e?iV>PSI3, 

t6 TM* ?i V^ o H 2 1 T /W =f y X A ^ ffl IN n . MMS tW-^^W.^ tlX\^^tji\i^m<D 

y ^ - y :;^7 Y y ^iWr^/mit^\zm^\z-t ^ ^ tt^x^ x . l.'^o^r fvrd 30 

yxA«:<^ffl-rntf. MEsio4tiii!)6^irig^?i#Ng^jitrKu;^^ii«L, -r^h^ 

[ 0 2 3 2 1 

::c7)ag^lil2 3[c^-t, J - Y i)^ ^ y ^ - y ^ "d" ;0^ib>r>'^r-^^^^ "g" 
--iS-Sir-r^o MMS 1 0 2\z.u-ii y ^ --y ziL^i hti\-lX\^r 

X ^ fl\^. MES10 4^i57^a$i^/c^>^->^:n^;:^CDffiftll{^^^^i^^.g/il>$)'5^ ^ 
ti;!i^ibMES10 4(l£^g^<^TKU';^SriitRLT-ryi^-7:ii'<;^ "g" ±-e{^ffl-r6o 
^(n\k. NAT2 0 0 0(i. ^^<^ y V \Z.m't ^ y V 9 - ^ 7 KU;^/4f - htf$R^. 

y - y :t, y( "c" 7 Ku-^^^ii^t-^^-f'So mms 1 0 2;ii>bMES 1 0 4 
(-Sbn'5>'^-A(c{ii2[coiQ:M;6^tTt3tu5o 40 

[ 0 2 3 3 1 

(iME s;0^5SS:-r6^r7']; ^ — yB yco^^yyB y tm< mi:> ^ x ^ fz^h . t'h h <o 

m {i-fj:i:>h. MMS io XU/ ^fz\tME S) ii^])y-^-:!^<DJi'-'/u^mmLXME 

S t (DM^^^J: 7 t (Dm(DmiE L X Umi- h ^ t X ^ ^ o $fet-. MMS:Jo 

X XJ^ / t, tl{tME S {tf y< y^ (D a ^ - ^ XtiiS^tt (prox imi ty) , ^X^\Z 

y vv - ^ (o^m.\^'^<^ ^ 7 ^) ^ - y ^ y^^^m^x\'tm^'t h :z t ii^x ^ ^ , m 

X « . M M s 4o J; i>* / * fi M E s ^ S $ n » W ^ ^ $ ti T ii ffl ^ n 7t /w- - /I- ^ y 50 
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e r i ng) . X \t ^ ^ X ^ /< ^ /i^ f /< ^ ^ (D m A (r ogue a t t a ck 

s) {cM-r ^ ± ^ =^ V >( ^ o ^wcm h a iyx^m^'^m^^^^(Dm<D7fs ]) - 
^ tj: ^ ^ t m (o 7" y< :^ \c ^ m ^ ^ i> o 

[ 0 2 3 4 ] 

^) ^->y B >T >( yr- ^ ^ . ^ X U / tz\t y VP - ^ (D^U^- ^ ^y V ^ ^ 10 

o 

[ 0 2 3 5 ] 

•iSlliti2iOr>'W;^--(7)fSATi5'-fe;^coJgg, I^pI, X\t,m^ 

•^ijffl^Hfe. x\■tm^ ^^tz.^mm^<oT ^ :^(o^^ ^ fppi, xtiia^ 

• F^^Xfitf «<^{^iE. ISM. Xli^H 20 
[ 0 2 3 6 ] 

• T 7^ y ^ - v- 3 y ») <^ ( ;t fi\ *i ^ 14^ ) 

• ffi £0 fl 6^ X Dj 6^ S ^ 

^'J X. tf ^ ^< ^ v'l- fi V i> V ^ SI tr 5 (7) f;i |5g b n 4a a IE > ^ «c iB CO PS 

[ 0 2 3 7 ] 

->^/K7)0iJ^lll2 4t::*-ro r(Ox-7'/utl»6«)Xfi»)6^(7)^''ibe>;!)^tcrt^^iJ^)Tt>J; 
i/^t. «^(^ J: o T {tiift Btl. Xlliiff ^(-Hff ^ J: i/^o ^'J ;t (i\ ::^-ir 

(1 ^ € n ffi 5t iii fi /5> S'l ^ T b ti . (ommx^^ . t.fc\tm^'^x{zx^xm 40 

if - v> > (c Pnn^ -a^ ii: T B^f ^ /i- - ir y h co « fig & ^ 6 t m t ?i ^ 

o 

1 0 2 3 8 ] 

-t — y 2 4 \:i7j<i-o 

[ 0 2 3 9 ] 
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• ME S (D y — ^ ^ — h 

• ME S (D y — Kl^;^ 
•MES(7)B6^*/-K-h 
•MEScDgfi^iiTKu;^ 
•MESiDT'nhri/l/ 

' y h - ^ (D mm ^ y h 

± IS 7^ - ^'J ^ ^ ?i y ^ h TMi < . M ^i ± S5 X - y ^ij (7) 7« h U xi g «5 

H I:: PS ^ ^ ti ^ t> to -C fl o :y h !7 - T ^ ir ;^ S !>' It *IJ 4 Bl L T ^ ^ /i- / ^ 

K (7) Rfr M <o i!) ^ 1" i6 , ig g r (7) F'J <7) j: 9 6^ fo ^9 . fc 5 li ^ g 6^ 

[ 0 2 4 0 ] 

Hg^iffi^iStS^S^-^FH^T'lOG, 0 0 0 vWhWTt-<g:J^^tv^^'8^. S6^*/1^-h2 0. 

3, 4(Cc]:oT^>';/h!7-:^^ Y y y ^ y ^ (D ^ MU S ^ X\±UU S i)^ 

^ * ^ n ^ o ) o 
[ 0 2 4 1 ] 

. S^^. fc^V^fiSji^n-So ^yv--taft:^^'r^/^c*!)lCMMS:j6j:I>VSfc(iME 
[ 0 2 4 2 ] 

$fe(::1IB&*lftP>^Lfcn-^>-^ft^S<t. nm'^^f^i'(^<r> u ^ - a yx\t'r \f 3 y 

^ffl^^ibit-S r <b (::J;oT. MMS ^l^/Wy^iffi*i^;^ri^;^U^o i l^co^g 

[ 0 2 4 3 ] 

«^(OKA>^^^iiiD^n. rtT^aflg^^WtE^^c^^o wtLb^i^Tt^^tf^o 
[ 0 2 4 4 ] 

(p>tr — v^a^/^HRPC (Loca t i on Change RPC) CO^i]) 

^/W/^iffl*v^;^TA;55, ^ y ^ - y 4 ^^^M^ - ^ y ^X\t^ u - . /Kv^v-a 

^MRPC^* (Location Change RPC Request) J ;<2/-tr 
-v^-^^fDfT, ::^?)S-g^^t'yr^i^S-i^-^<^-iiSo rn^r-v-ay^MRPCj (1 

, -j£ii±(D^gg/i^^>'hiSESiJit«^^-r>^. ft$. m(Dj&^{zy:t-"^yhi'^o ^ 4 -f 

(liaS'JtS^coa^^^L. ^j^l-^iJ^-fyflASCI I(7)48t'yhIEEE MAC 

r Y "y 7s , I PV4 TKi^:^. I PV6 TKW^. iSS^ Sgj^^«*Sr 
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a i?- ^ {1 ^ mmn^^ ^ > hmm^ . ^fc ^ y r ssg * v- x a su i=- . - if ^ 

, P I D^COfficDfaiSfS^a^-atf rn>r — '>3y^H^^ (Lo c a t i on Ch a n 
ge Al e r t) J Ir^^^-T^o ^(D^^ti ^ u ^ - a y ^ ^ R P C ^ ^ 1 ^T'l^ffl 

^-y a y\t. :i (D ^ ^ - y a y t . ^ -^f 7. (d ^ y :/ t ^ Uh-^^ t>^ x y< 
-y a y\c1\^7LX ^ ^(om^^xj ^-y a y^^^^ tm'&^^^l ttp^x^ z.X\.\l 
M ^ * ti ^ o 

[ 0 2 4 5 ] 

u fx - 'y a y V c \t ^ (n> ^ y ^ \z. ^ ^ - y a y , SEBi^S. XliiiS^Ht-ct 

o T h y $ n /c ir' 5 * ^ -r 7 - K * ^ tf o 

[ 0 2 4 6 ] 

■h^mx\t.. ME Slii#;05^1bU/cwi^*ab?ii/^S^;i>^fo^o me S;ii^«^-rsj|«f$: 20 
fz.}h\z.\t. tTi]4^m'r'5fca6coME StMMS(;)iS]:;^(7)ffl^-g^fc>i^-(7>l(}f^(7)1tffl;!)Si£:.gt 

e)^^^^!^, MMs^iIMPlT*:^^7^ryh^o^Tl^ISr^tttl■t'So rorirji^^ffoix^i: 

. MMS^^me^tCP^-v-ay^M^^Sr^^-t^o MMSfijgggjK^^-M^^ 

[ 0 2 4 7 ] 30 

{Vif^\:i ^yRV C(r>m) 

r|>/Knv^RPCg* (Topology RPC Reques t) J (i^t^'yr>fl= 

h5ifDv^RPC/C¥ (Topology RPC Response) ^f^^-f^o 

Pv^RPC/J;^(i, BtJt^^co^l^iT^^^y, g$tf$B75M^lc^<±;By^-/uK (To t 
a 1 Length Fi e 1 d) . ^ ^ ^ . g$mSl;^>^t;i^<^igg/-K^>^hiS5SU^-. 
^ ^':f y ^-{^^^ y VV - ^ ^m'kn^'f - ^ \zX ^X y — y H^tl 

-So C t* « . - ffi ^ n 5 ^ / W /i- y h !7 - iJ^ (7) ^ ± /c^ H D ;^ • !y 
^ -r 5 CO d if - ± ffl ^ ^1 T t <t o 40 

[ 0 2 4 8 ] 

( n ^ «- 3 y tt $8 U I (?) 0ij ) 

ofc:^/^^/W«*'y^7'ACDP>^-'>3 >^^MJlS*f*j^-r§o — y ^ — y 7. 

K^r>x. y7.v- i>.^^^\^^m.if-^ y v\tm^^Kf^iy^ut^^^i^\^mj^x^^, 

. ^I^if^^ y A 8 If 5/ V <r> \ EEE MACT KU'>^C0ff^^'r*4-X.e>tl§<i:. 

-y><j:(D^-lF-r Vt5^-7a.>r;^^^LT^#t^n^t»$B^*l-:i^OMACr KU';^;^^^ 
^^tbSoS^iSS'l^^i^b^J^r^jx — /W"r-:J^;;(7-K(HallMark Cards) J 0 50 
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[ 0 2 4 9 ] 

y R P c ^ ^ — (Dm) 

^ ^ S 5fe >^ r 5? ^ t^' y r ^ t S - 3^ ft ^ n ^ ^ 

^ -rsmi)^^fii^7 i- 6 <:> X a ^ - y 3 y^MR P C ^ ^f&'T 6 o 

[0 2 5 0 ] 10 

flii (7) ig s /.c ay ^ * ft T 3 »: 7c W I- # ») -r 5 ^ I- > ^m^m\tir ^ a o Ky J^^^t^m 

[ 0 2 5 1 ] 

^^-yBy^^RPC(D^jS.i:V^)i^'t6tzt>\z,Wt\ihri6o 

^ - ft . hmR-aTm. ^ r>Mc ?ij it L /c s ^ ^ -r 6 g fo § ^ r«m ( -r -^j 

[ 0 2 5 2 ] 

[ ij; ffl ^'J ] 

[ 0 2 5 3 ] 

f-^so/h (Etherne t) ^cOn — ;^//^:3^I;7•^^:yh^7 — (Loca 1 a 
rea network) t^lft^-fSc LANj*JgEtc:J;oT^iyh!7-^f--h:'^ 
fi . y >^ ^ . ^> y h 7 - ^ K y :/ ) ^ :y h 7 - • T 7" li >!r - 3 {m^\t. x 
-^--=:->^r^-fe;^. S^x-:^'1^-t'•;^) (cTiJ^-try^j^^pjgg^/^^^ 
[ 0 2 5 4 ] 

tir^. y y y V y zf y ^ X%rr \.X\^ 6 ^^y-v- y if y :^'r 

u h7 -f ^) ^ - y B y ^ ^ "i- 7.^y Y \ tx, y v V y -f ^ y ^ - ^ ^ y\ {-^ . -tco 

[ 0 2 5 5 ] 

§^(::^6^1-C{c, ^o|±M(i^ y-/ h y rf ^ y \f ^ - ^ X \. X 6 ^ y - ^ 
y ^ y ^"r t T zf^ ^) ^ - y B y \ y =l - \ ur. ^$^-rr>'^r-/7'^$^^^:/^tT. 
^ ^XJ^/ ^fz\t.-< y ^ - ^ y V ^mzx iry ^ :^ h An tnmm.'T 6 o {y y -f V y ^ ^ 
y \^ z^- ^ t'^-n^Xz.^^^ntzf^. y VV - ^ \z,mr hy y V y ^ y \^ - ^ h 
^ (DT ^ ^) ^ - y B y (O^ u y ^^^UX^fz) ^tfyx^Wai^-^"^*^. y y :f Y y ':f ^ 

y - ^ ^^m^x. . y y V y -f ^ y - ^ t <Dm\t^nw^'f 6 o 

[ 0 2 5 6 ] 

^'^X{t^^ \.X h^±^(OiLmi)^h ^6 t . y V V - {7 ' Y y ^ ':f ' ^ y \^ y ^ . ^ 
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- y<ity y y h y y y ll'' =L - ^ 0) ± y 3 y (D y U ^ Lfztz . tt M (7) ^ tt t!)^ 

(b ^ ^t. X (D m^^^ . h!7-:^ • 7 ]) ^ - a y h y ^ h y =i 

a. - ^ (D± y y a y i ^^J L fj::^^ ^ tLo :z <D X o ^ :^mm\^. X o 

y y a y^n^'^mtt^o 

[ 0 2 5 7 ] 

yi-zuy y y V y y y ^ - ^ . ifet/td/NV K--^/WKx-i5'l|X*:3.r^5/ 10 

K 5 o 
[ 0 2 5 8 ] 

^ » ^ /J^ 5E /£ II M . 5^ h 7 - y y h c7) i3 b ?i . t S S # £^ S ''^^ ^ tR 
ti V t° ^ - ^ ^ - if 5 <i: /O^ ^ (/^ o * M (c: J: o T # * ^ - 1f ^ ^> h 

r^ir;^;1f>i' y h(Dt5Hrt:5^t/$5ll^^i!}i^^/c'9 . i^^/c^t/^^^W/^Jffi^v^^xA i 0 
S # # ^ -r 5 o ^ . t S c: J: ^9 :y b 7 - ^ if 7' :y h ^ T ^ ir ;^ ^ y h ^ 

[ 0 2 5 9 ] 

( ^ B CO /i; ffl ) 

5 o # ji ?i S to if y ^> y h ± fo 6 o * ^ P>^ (;i <t o T * ± ^ E 615 K K 

(World Wide Web)^iii:T>llfete55^^E55K«La(;iH-r§i:gflE*^--(0 

pI Hfe ?i <o T' . ?S -5 PbI ( - ^ r&i X ^ :^ (O ) if^^ y h t ^ ^ < 6 o 

IS M » ^ i 1^ It . m,m,m%^\t^'jftzhii^nm\.x\^^^^^<^ )v:^^y b 9 - id o ^^ x 

^ 6 ^ (1 o ^ b . ^ /< -r S * v- ;^ X 1 0 4 (c J: o T E ^ M # ^ ft 

m^<oh ^mm) x (omm&m^^^'X ^ fj: < ^j: ^ . ^mttztz^^-h^M^^nmLxn 

[0 2 6 0 ] 

a ii^ ^ tt . (O'^u^ ^mir ^ <D ^ ^ ^ t m{z Ao X 6m\t. ^y<^ 40 

/UST^v^^^ri^ 1 0 4 flLANKffif^fiffl LT^JKt^CO^JfeiC^MfT'r^e n>-;^yUif- 
t^:^;!)^e>fitnTI/^5rBl{i. ^/N*^yU«7fci/;^7'Al 0 4(tCDPD^ARD I S^(OW i 
d e Ar e a WANif-t';^^fgfflLTyr/U^-<i^T'«feC0JK«^fSrg^*6}^T'§ 

-So ^/W/i-«*v^^xAi 0 4ji;t-'y ht7-i5^ • yy y hy^^'fmi:6W}&^\^^ 

:(fcii(oi±Mii. 8 0 2. 1 1. ^<D^ y y y :^ h y 1:^ ^ hrifz±mm\^\^^' 

. *:^p>^t;iJ;'5>-;^xA^ffifflLT. mT-^-y^. ^ y :=i y 7" y h . y-y-^-v^if-t' 
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(D ^ < l^^^m^i- ^ , ^ :^ V (Dt^t^:^ r^lJffl[HliC$iJ (pay~per-use) J ^ T JV 

n L . y V y ^ ^ \%-&(o'k^%^X^MXX* ^ ^ o 

[ 0 2 6 1 ] 

X ^ fz ^ (D - /< jv 7 Y \^ :^ ^ "^^^ ^ Z t X h ^) s r o S (7) 3i , o - r K 

-5 ^ pf ffi fe -5 T? fo 5 # ^ # i/^ o ^ y ^ - y V • f- - t" • ^ u y< ^ ^ ( I n t 10 
ernet Service Privider; ISP)^flJfflLT-^y^-^^yH 

(c7i5'ir;^'t'5/hM«<04kllfi> I S t^m^ ^X ^ I PT KU';^fc'*t«:ftffl1-^^i:[c 
tl^o I PT Ki/;^^oi!:fiI^B#(-'Y>^^-^^^y hlcg^^T#5^yt''^-^(7)^^SJpg'r 
So :Sfc. ISP(l-lH](7)»jgE[cotSS^-r6yta^. -r^i^'-^yh^igcTj^iii^S^i^i^^t:'* 

- it X. nii ;t 5 ^5 i\ Z.(D-)jWi\^t^fl^i^mi)^t^t^^. 

I 0 2 6 2 J 

r K u ;^ • -^/i^^^y^^t L T * ^ 0^ o fc ^ i; X ^ W a f* - 1 O 2 ^ ffl 

, z.tih(o^Amo:>^<^midi:'r^:itfi>x^ho i^v^^LX^y^-^-^yV 

{^.^mi- ^ ti <D - Y ^ T t LT^t'iix^waf*-^'^! 0 2 ^ m ^ Z t X ^ ^ 
y h--coj^j9cfi^T^t'y7''<f^af--^<i 0 2^mcx'i=ft>ti^tiiib. -rxnr y \y y^ 

tt\') ^ I S P;^)^bffil#•ri^^iJ:v^, ^tc, 7 Y v 7. - -^^v^yy^^t LT*^P>^ 

I SP;0^e>Sl»'tn(iJ:<?i«9. ±ft:(DLANT'^:^i$^-^>2/ h---(7:)|W]B$S^^ ( + 
[ 0 2 6 3 1 

gfl 7^ L fc S fil pg ^ -f . ^> # u - A <D «S 11 -e ffi ^ Jc: ^ ff^ , ^m\zm^X ^ ^ 

immcom^^^i^m] 30 
[01] 

[ H 2 ] 

-r s t -e 5 o 
[ m 2 A ] 

^ y<^ jui^M y^ t V T >( ^Mi- - t (omxitn&Mi: ^ y^y ^ ^>'J 

t r s o 
[ 3 ] 

[USA] 

^y<y( /u • y^-±'f^\zx<>xMn^ti^y7'yyi:M^Ltcyr2^^^-- h xh ^ 

o 

[USB] 

RPC<^IIS*5:a9RPC:3^yv^>' (RPC e n g i n e) {ZX.^X^n^il^yy' 
y y i:m7r^ Ltc y ^ - ^ - h Xh 

im 4 ] 
im 5] 

R p ci'^mm^ i: ^m-r ^ y T y i: myf^ Ltzy ^ - ^ - h X h ^ o 50 
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METHOD AND APPARATUS FOR PRQYIPTNG MOBILE AND 
OTIIER INTERMITTENT CONNECTIVITXJN A COMPUTING 

£1 



S The present iaveution. relates to connectivity between networked 

coiiq)Dtu\g devices. More particularly, the prestmc invention relates to 
methods and systems thai oransparentty address the charactenstics of 
nomadic: systems, and enable exisiiog Jietwoik appUcattons to cun lefiably ia 
tbe nssociated mobile environmBnts. Still more parTicalarly, tbe mventiou 
10 relates to lectuuques and systems for providing a cootinoous data stream 
connection between inicziJiitteady-connected devices sud) as ^alldheld daa 
units and personal computing devices . 

BACKGROUND AND SUMMARY OF THE ENVENTIQN 

Increasingly, companies are seeing rapid access to key information as 
IS the way to maiutaimng a cooqietitiva advantage. To provide immediate 
access to Uiis informntion, mobile and otlicr intermittJcntly-conAectcd 
compntinjj devices are qMictly and i»wifily becoming an essential part of 
cotporate netwoiis -- especially with the proliferatioo of inexpensive 
laptops and hand-held coasting devices. However, integrating these 
20 nomadic devices into existing network infrastnictwes has created a 
chaUcnge for the infonnation manager. 

Many prob^ons in mohile netwoildng parallel the difficulties in early 
local area networks (LANs) before the adoption ctfEdienieL There are a 
variety of mobUe pro(oco]!i and interfaces, atid because standards are just 
25 developing, there is tittle in^opcrobility between systems. In addition, 
performance over these oetwork technologies has typically been slow and 
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bandwidtii limited, [mplementalioa costs to date have been high due the 
speciulizeci nature of deployed tyelejos. 

Aloog wiA these issues* mobile icchnoiogies present a category of 
prnbJcnu udid (heir own. Inlercoiinccts back into the uiaio netwQik may 

5 cravel over and through a public nelworlc infrastnictufe, thos allowing 
sensitivti: information to possibly be tapped into. Furthcanore, if any of the 
intennediary intercoaiiects are via a wireless interface, Uie information is 
actually broadcast, and aayose wilh a auuilar intet face can eavesdrop 
widioutmach diCncnlty. 

10 But. perhaps evea xnore signiftcuntly. mobile netwuiinng has 

generally in the past been limited to mostly messagc-<»iented or stateless 
applications ~ and thus has mt been readi^ adaptable foi existirtg or new 
caiporatB applicatiojis that use client/scrver. host-termhial, weMused or 
shared fi\c systeois joodcts. This is bccaasc such canunonly used 

19 applications need stateful sessioQS diat eu^loy a continuous stream of data - 
- not jost a stateless packet exchange — to work effectively and leliably. 

To this end, many or most popular off-the-shelf nenvorking 
api^cations rccioire TCP/IP sessions, or private virtual circiuts. These 
sessions cannot caithnw to function if they encounter network 

20 intemiptions, nor can they tolentte roaming beiween nctworlu (i.e.. a 
change of network addresses) while established. Yet. mobile netwt^kiog is, 
by its natnre, dynamic and unieliahle. Consider these common scourlois 
encountered in jnotn le ncrwosks: 

IMsconnccted or Ont of Ranee User 

25 When a mobile device disconnects from a given netwoxk or loses 

conl^i (e.g., dirough an outage or "hole" in the coverage of a wireles-s 
intezconnect), ^ session-oriented application runidng on the mobile device 
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loses its staieful connection with its peer and ceases to operate. When the 
devico is reattached or moves back, into contact, the msw must re-connect, 
log in again for security puEposes^ find the place in the appKcatioa where 
wfst was left off. and possibly re-^ater lost data. This recoottectioo process 
5 i$ tiine constiming, costly, and can be v<gy ftusiraiing. 

Moviug to n IHircfeiit Network or Across a Router Boundnrv (Nctvrork 
Address Change) 

Mobile networks ore generally segmented for manageability 
ptirposes. But the intent of mobile devices is to allow them lo roum. 

10 Roainiitg from one network inierconnicci to another can mean a change of 
network address. If tins happens while the system is operational, (he 
rnutisg information must be changed for cotniDunicatioitis to coatiaue 
between tlie associated peers. Furtheimore, acquiring a new network 
address may require all of tbe previously establishod staieful application 

IS sessions to be terminated " again prcscniing the reoonnectton problems 
noted above. 

Security 

As onentfoned before, companies need to protect criticHi corporate 
data. Off-lbe-sbelf e&terprise applications are often written with the 

20 assumption that access to the phj'Sical network is cootroUcd (i.e.. carried 
within cables installed hisidc a secure fa^ty), and security Is xnaintahied 
through an additioaal layer of autliendcatlon and possible encrypdoo. 
These assumptions have not been true in the numaUic computing world — 
where data is at risk, for untccceptioQ as it travels ovet public airways or 

2S pubUc wire-line infnutmcturea. 
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ft would be liigWy desirable to prnvidc an. integraied sotndon thai 
tnuispaienUy addresses the cbaracterutic6 of nomiidic systems, and eoables 
existing network applicaiioiu to run rdiAbly id these mobile cAviromnfints. 

11k present xovontioD solves this problem by providizij a Mnunless 
5 solution thai extends the enterprise network* felljAg netwojfc managers 
provide mobile users with eofiy access to the some apphcations as statlonaiy 
usen \nthout sacrificing ivliability oc cmtralized management. Tbe 
solulion combines advastagDS of presant-day uriie-liae network standards 
with emerging mobile standards to create n st^udon that works with existing 
10 nawork apphcations. 

In accordance with one a.spect of a non-limiting exemplary and 
illustiative embodiment of the present inventi(», a Mobility Mamtgement 
Server (MMS) coupled to the mobile intexcounect maintains die state of 
each of any number of Mobile Bod Systems <MES) and handles the 
complex session mnmgcment required lo maintain persistent coaoecboos to 
the network and to peer application processes. If a Mi^bilc Eod System 
becomes unreachable, suspends* or changes network address (e.g., due to 
roaming from one network intercoonect to auoOier), the Mobility 
Management Server mamtains the connection to tbe associated peer 
20 ■ allowing the Mobile End System to maintain a continuous virtual 
conxuction even (hough it may temporarily lose its jiclual physical 
connecilon. 

The illustrative non-linutisg exanq»le embodtiDents provided by the 
present invention also provide tf)c folkMvlng (among otheiB) new and 
23 advantageous lechiu^uos and orniiigcments: 

» 0 Mobihty Management Server jToviding user eonftgnrable 
session priorities for mobile clients; 
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> per-user mobijc policy managemcDC for txam&ag coosumption 
of netwoik icsoaices; 

• a Foamiog meihodotogy nuking uye of the induxtry SUAiiard 
Dynamic Host Cunfiguration Protocol (DHCF) in cuwdiiiatian 

5 with a Mobility Managemenl Server; 

• auUimatic system removal of unreliable datagnms bailed oo user 
ctmligurable dmeouts; und 

• Hutomatic system rcsinoval of uiudiablc datagraua based on user 
conftguraUe retries. 

10 In more detail, the preferred illustruli vc cmbodirnents of U\c present 

invontioa in one of.their aspects provide a Mobility Maxuigeizieat Server thai 
is coupletl to the ntobUs inleccoiucci (netwoifc). The Mobility ManageaiBm 
Scn er maijitaiiis die state of each of any number of Mobile End Synenis 
and handles the complex session management required to maintain 

15 persistail cotmectiuiu lo tbc network and to other processes (e.g., running 
on oOier netwodc-bascd peer systems). If a Mobile Cud Sj'vtcni becomes 
uoraachable^ suspends, or dtanges network address (e.g^ due to roaming 
from one network interconnect to another), the Mobility Maoagcffloot 
S(^ei maintainb- tbc connection to the associated peer, by acknowledging 

20 receipt of data aod queuing r^uests. This proxying by the Mobility 
Maoagcment Server aUows the application on the Mobile God System to 
m^ntain a ooutinuou$ connection even Oiongh it may teiiq}oniri]y lose its 
physical connection to a apedSc network mectivm. 

In acccu'daace with another aspect of prefened embodimenLs of the 

25 prejicnt iDventiua, 4 Mobility Management Server manages addi&sses for 
Molnle End Systmns. Oach Mobile Bnd System in provided with a proxy 
address on the prlniary notwmfc. This highly available address is known as 
the 'Virtual addresi;'* of the Mobile Bnd Sysiem. The Mobility Managemeai 
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Server maps dte virtual addresses to cotrent "point of presence" addicsscit 
of the DOiTuxUc systems. While the pdnt of presence addre.<is of a Mobile 
J!ad System may change when the mobile system changes fTom cue neiworic 
iuo'connecL to anodier, the virtual address stays constant while any 
S connections are active oc longer if the address is ataticaDy assigned 

(n accordance witli ycl anf)(ficr as^icct of the preferred cActnplary 
embodiments.of the present ioveotianf a Mobility Management Server 
provides centralized system management of Mobile End Systems through a 
console application and exhaustive tnettics. The preferred embodnneni also 

10 provides nser configurable session priorities for mobile clients running 
through « proxy server, and per-usci mobile policy management for 
managing consumption of netwcrl^ xesouzvcs. 

- lo accordance with yet another aspect, a Remote Froceduie Call 
protocol and an htlemet Mobility Protocol are used to establish 

15 cooununications between the proxy server and each Mobile End System. 

Remote procedure calls provide a method for allowing a process on a 
local system to invoke a procedure on a remote systExn. Hie use of the R?C 
protocol allows Molnle End Systnns to disconnect, no out of range or 
suspend operation without losing active netwrak sessions. Since session 

20 maintenance doe.s not degcs\i on a customir^d ai^Ucation, off-the-shelf 
application^ will run wldiout modification in the iKmadic cnviroarocnt. 

The Reqiote rtocedure Call pcutoool generates transactions into 
messages that can bo sem via the staiuSflrd network transport protocol and 
infrastmcturc. These RFC messages contain the cntiic oetwoifc transaction 

25 initiated by an ^licalioo running on the Mobile End System - enabling 
(he Mobility ^^aaagement Server and Mobile End System to keep 
connection state infoimatitMi synchnmizod at all tinnes - even during 
intmuptions of the physical link comiecting the two. In the (xefeiied 
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cmboUimem of the present invention providing RPCs. the proxy server and 
the MobMc End Systems share .suHicient knowledge of each tnmsacdoa's 
state to maintain oofacicnt Ingica) database abuuL all shaied connections at 
all tiroes. 

5 The Internet Mobility Protocol provided in accordance wiib the 

preferred cmbodimcni of ihc prcseru invenrion con^pea-rates for differences 
between wired local area neiwnilE intciconnccts and other less reliable 
networits such as a vrinless LAN or WAN. Adjusted frame sizes and 
protocol timing provide significant pcrfonnanco improvements over non- 

10 niobile-aware transports dnmu^caliy reducing netwoik (raftic- Ibis a 
icoportant when baodwidlb is limited or when baUcry life is a concern. Tbe 
Jntemet Mobility Protocol provided in accordance wilh the prefecxed 
embodimenc of the present inventioa also ensures die security of 
oisankatioaal data as it passes between (he Mobile End System and the 

J 5 Mobility Management Server over public oct work intcrcoanccts or au-ways, 
ITic lotexnci Mobility Protocol provides a basic Orewall functioa by 
allowing only uulhenticaied devices access to the OTganizsaioaiil aetwOTk. 
The lotexnet Mobility Protocol can also certify and encrypt all 
communicaiions betweoa the MnbUiiy Management Senwr and the Mobile 

20 End System. 

In accordance with yet another aspect of preferred non-limiting 
cmbocfiments of the present invention, mobile intcT'Conncctivity is built on 
standard Uaosport protocols (e.g., TCP/IF. UDF/SP and DHCP, etc) to 
extend tbe reach of standard netwcdc application interfaces. The preferred 

25 exemplary embodiments of the present invention efticienUy integrates 
lianjspait security* address managemeot* device management and user 
man^eiOBDi needs to make nomadic compu&og environments effectively 
transparent. The Internet Mobility Protocol provides an cfficiem 
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jDnecbanism for inultip1exiai{ maltipte streams of data (reliable and 
unreliabk) through a single virtual chaniul provid«U by euch staodurd 
UTnspart protocols over standard network i nttasttuccurc. . 

WiUi tbfi help of the RFC layer, tbo Internet Mobility FlroiDcol 

5 coalesces data from difTereutsoiircwias^tul for the 

destinations, togetiber into a single Biream and forwards it over a mobile 
lini'. At the other end of the mobile hnk, the data is demultiplexed back into 
multiple difitiact clieams, which are cent on to tfacir ultimate dcstiiialion(s). 
The jnoUif^teuiig^deinultiplcxing tBdmlqae allows for maxiimnn use of 

LO available bandwidth (by gcneratiiig the maximuin si'^^ netwoxk frames 
possible), and allows multiple channels to be established (thus allowing 
prioritizatioa and possibly providing a guardnteed quality of service if the 
usderlyiog network provides the service). 

The Intecnet Mobility Protocol provided in accordance wifli the 

1 3 preferred example emboUinients of the present invention provide the 
oddidnnal non-limiting exemplary features and advantages: 

• IVaaspuit protocol independcnco. 

• Allows the netwoik point of presence (POP) or network 
infrastructore to change without affecting the Oow of data (except 

20 where physical boundaiy, policy or Jimitatiuns of bandwidth may 

apply). 

• Minimal additional overtiead. 

• AuttHnatic fragment resi/ing to accoonnodate the txansmission 
mcdiuTOu (When die protocol data unit for a given frame is 

25 greater then tba available noaxtniuni transuitssion unit of the 

network medium, the Internet Mohiiity FroRXM>i will fragment 
and ^assemble tbe frame to insure that it can travene the 
network. Inthccventof arBtransmit, tbe firame will again be 
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assessed. \( the oetworlc Infnistmcturo or environment duingcs, 
thft traine will be relTagmented or in liie ca«e Uiai Ihe aunoium 
transnnwiiuo unit actually grew, sent as a single frame.) 

• Semantics of unreliable dsts ore pccscrved, by altowing fxamu t» 
S discard unreliable data during retransmit. 

• fYovldes a new semantic of Reliable Datagram service (Delivery 
of datagrams can sow be guaranteed to the pea ttnminus of the 
Internet Mobility Protocol connectioD. Notification of delivoy 
can be provided to a requesting entity.) 

10 • Considers the send and receive traasmission poth separately, and 

auloraaticaily tailoRi it» cpcarating parameters to piovidcd 
optinantn tfacou2jiH>*^l. (Based <m hysleresis, it adjusts sucb 
parameters as fraoDe sizeACragoKntation tfareshold. number of 
frames outstanding (window), retraosmit tinoe, and delayed 

IS acknowtedgcmem dmc tci reduce the amount of duplicate data 

sent Ihiougb the network.) 

• Network fault tolerant (since the expc<^ usage is in a mobile 
environment, teoiporary loss of network medium coiioectivity 
does not x«eult in a lenninadon of the virtual channct or 

20 application based connection). 

• Provides an in-band signaling method to i\s peer to adjust 
Operating pocam^rs (each end of the ccmnection can alert its 
peer to any changes in network topology or environment). 

« Einployt* congestion avoidance algorithms and gracefully decays 
25 throughput whci^ necessary. 

• Employs selective acknowledgement and East letranmnc policies 
to liinit the number of gratuitous retransinisrions, and provide 
faster haitdoil movory in nomadic cnvhmnmcntfl. (This also 



4 



(92) 



JP 2004-509539 A 2004.3.25 



wo 0^23362 priw.s«i/aNi 

10 



allows (be protoci>l lo nunntiiiD opiimum thioughput in a lossy 
network eovicomneot.) 
> Eonploys sKdi ng window leclmology to allow muUiplc frames to 
be outs(andiii£. (This parameter is adjustable io each directum 
S and provides for streaming frames up to a specified limit without 

requiring ao acJcnowledgcmcDt from its pcscr.) 

• Sequence ntnnbers tire not byte oriented, tbus allowing for a 
sin^ seqnence nnmber to represent op to a naxixnum payload 
size. 

1.0 • Security aware. (Allows for antheniicailottlayCT and cocrypiion 

layer to be added in at tlw Internet Mobility PtcCocol layer ) 

• Compression to allow for better effictenoy throagh bandwidth 
limited linlut. 

m Balanced dcsigin, alluwing either peer tu migrate In a new point of 
15 preeeoce. 

• Either side may estabUsb a oonnection to the peer. 

« Allows for inactivity timeouts to be invoked to readily discard 

dormant connections and recover expended resources. 
» Allows for Q maximum lifetime of a given connection (e-g., to 
20 aUow terounaticxi andAir ref osal tft accept connections after a 

given period or time of day). 
Non-litniting preferred exemplary embodiments of the present 
invention also allow a syslem admicistrotor to manage con^umptiun of 
network resources. For example, (he system administrator con place 
2S ' controls on Mobile Eik! Systems* the MobiUtyManagemcQT Server, 01 both- 
Snch ccmtrols can be for die purpose, for example, of managing sUocailon 
ti£ netwmk bandwidth or other icauurces, or they may be related to security 
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issues. El may be most efficient to petforra managtmcnt tasks at the client 
side f(» clieats with, lots of resources. However, thin clients dont have 
many resoarccs to $paie, so it may not bo jxvctical to bundiai them wdlb 
additional code and processes ftv puifuiuung policy management. 
5 Accordingly, it may be most practical to pcxfanD or shaxe such policy 
managemeiu functions for thin clients at a centralized point sucb as the 
Mobility ManagezDeni Server. Since (be Mobility Mau»sement Server 
proxies the distinct data streams of the Mobile End Systems, it provides a 
central point from which to conduct policy management. Mnreover, tbc 

to Mobility Management Server provides the oppoitunity to peft'onn policy 
managemont of Mobile End Systems on a per user and/or per device basis. 
Since tho MobUity Maoagemeat Server is ptoxytng on a per user basis, it 
has the abiiity to conbnol and limit each usa\ acocss to netvruric resources 
on a per-user basis as well as on a per-(tevice bssis. 

15 As one simple example, the Mobility Management Server can "Joct 

out" certain users from accessing certain neUvOTk resources, lliis is 
especially js^portuit constdcarijag that iittecfaco nctwoiic is via a mobile 
interconnect, and may dius "extend" outside of xhe boundaries of a locked 
orgtuiizadonal facility (consider, for example, an ex-employee who tries to 

20 access the network, from outside his former employer's building). However, 
the policy management provided by the MotnU^ Management Server can 
tie much moro sophisticated. For ejantpla, it is possible for dio Mobility 
Management Saver to control particular Web URL's panicular users can 
visit, filter data returned by network services requests, and/or compress dam 

23 for nctw<xk bandwidth conservation. This provides a way to enhance 
existing and new qiplicatim-levcl scrrices in a seamless and tiansparent 
manner. 
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Funhcrmnie, because rtie Mobile Gnd System may be ooimected tn 
an "ttDtnisled*' network (i.e. outside the corporaUons locked boundaries) 
there is a chance of rnancions attack whUc being remotely connected. By 
shacing poUcy rules and Qllcrs with the Mobile End Syntem, one can protect 
H the MBS firom rogae connecriwi, provide ingress filtering for the remote 
nnde, and further secure (he corporate infmstructuiv iram one ceiUral 
locadon. 

A furtbcr exemplary embodimcat of the mvemion provides aa 
intcfface^assisicd roaming listoier that allows Mobile End Systems to take 

10 advaniage of interfaces suj^iordns generic fdgnalinj;. to enable interface- 
assisted roaming. In accordance with one feature provided in accordance 
wilh tbo exemplajy cmbodimeDl, the Mobile Bod System interface-based 
Usieacr determiaes iu response to an event (e.g., a callbadc, a timer timeout 
or a network actNity hijit indicating data loss), whether die Mobile End 

15 System's oiedia connectivity status has dianged. For example* die listens 
signals to the inteiface when it detects thai the Mobile End System ha^v 
becoimc detached and is no longer in comnmoication with the network. 
Upon le-attachmcm. die listener uses pieviausly lecoided netwoik point of 
Qnachment identification informatton to decennlne whether (he Mobile End 

20 System has been reattached to die same or di^ierent network point <if 

atrachmeat. If the. reattachineot is to die same netwoik puint af attachment, 
the listener signals lo alert the nx>bile cUems duu they need to take steps n> 
reestablish transport level oommDmcntions. If the jeattachment is to a 
different network point of attachment, the listener signals a "roam" - 

23 condition and prompts the MobiJe End System to acquire an address that is 
arable on the current network segment (this may entail, for example, 
registering the current address to be valid on a new sabnct, fox example}. 
The listener oiay maintain a network topology map (which may be learned 
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Ihrough operatioD) lo Dssist U io deciding the carrect signal (e.g., "niaia 
same suboel" oi "looin") to generate to its chtsnts. 

A Mill further as[)ect provided by non-Umii Ing preferred cxcmplaiy 
cmboduncnts of our invention allows access to a MobUity Maaz^geoxont 
S Serv(7(MN{S>uia''diajoimTietwotking"niode. The new algorithm allows 
for dynamic/static discovery of altesnute network addresses thai can be used 
to establish/continue coiunnmications with an MMS ~ even in & disjoint 
networic topology in which oae network infrastructure may have no 
tmowle4ge of netwoik addresses fur aoodwr networic in&astruccuro. In 

lO Bccordanoe with this axranjcment, a' list of ulicxnate oddicsscs that the MMS 
IS available at is pf econfigiired, forwarded to or dynamically learned by an 
MES (Mobile End System) during the course of a coaversation/coanectioa 
In one ombocUoicntt the MMS con use a coiuiccdon over one network to 
send the MBS one or more MMS octwodr addresses or odier MMS 

IS identities conespcmdiDg to other networks. This fist cud be sent/updated 
during circuU creation or at any odier tijne during tht connection. 

IfAvhca the MES roan» to a second network^ it uses the list of MMS 
"alias** nddresscs^dcniificBticns to contact the MMS over the new network 
■ connection on tlie second networiL This allows the MES to re-establish 

20 contact with the ^^MS over the new network conneciioQ even iho^igh the 
fuist and second networks may not share any addi^ses, ixjutes. or other 
tnfnnnailon. 

Further example embodiments of the invondon provide policy 
management decision making within a distributed siubilc network topology. 
25 Fot exainple, rule-based policy maiuieement procedures caa be performed 
to allow, deny and/or condition request foIfUlmcnt based oo a variety of 
metrics. Such policy management can be used, foor cxanaple, to provide 
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decision making based on cost metiics such as least cost couting in a mvHsi- 
homo/path envirunmenL 

Such policy ntanagemcot techniques may take into accouot the issue 
of mobUity or positiooims (i.o., xuaning) in roakins tlocisions. For txarapU, 
S pdjcy nsma^cntent ruleii may be based on locale of the device (e.^. . 

proximity to network poinl of oltachmcnt wch as access point/base station, 
tiub«, routers, or GPS coordinate) so certain operations can be allowed in 
one buiUUnf of ad eateiprise but ooc in anodMar building. An cxaoiplc of 
such fia application mighi be on enterprise with several cUffarent wireless 

10 nciworVs. Such an entcarpritc -might bave a loading dock and office area 
served by a wireless network. The system administratOT would be able to 
coniiguie the system sucb that voiiea (e.g., users and devices) on the 
loading dock arc not pemuttcd acccsi* to tho wj^eless network Id the office 
environment A7so poticy management lesulls can he tri-crato: allow, deny 

LS or delay (for example, if the decision U based on bandwidth lequirenientfi or 
cost, the decision nviy be to delay an operation froro being executed and to 
wait fox a more opportime time when the operation can be accommodated). 

The policy jnanagcinenl provided by the prefecrcd exacipk 
embodiments is capable of modifying an opcmtion based on a decision. For 

20 example, ono exonaple oction is to throttle oomumption of nctwoA 
bandwiddi for all active applications. Also consider an aggressive 
^pttcaiion thai Is consnming significBni bandwidth. The policy engine can 
^vcm the rate at which the application's opentigns/transactions are 
completed. Tlus behaWor may also be leaiDcd dynamically to squelch a 

25 possible errant appUcatioo. Another exumple action provides reconstilution 
of dau( i.e. dithering of graphics images based on availahlc/aUowable 
bandwidth or cost/user restrictions). 
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Furthcnnore tfac rules engine allows (or OJlier actioos to be invoiced 
based oa nile evaluaiion. External procedures such m logging an cvcnc, 
sending an aleit or ootUytng tto wet that the action is being denied, 
delayed* nr cunditiimcd may be executed. Such nutilication can aho be 
5 interactive and ask for possible oveirides to an existing rule Irom die 
operator. 

The policy nunagentcnt engine pro>nded in tbc example non-litniting 
cmbodimejtf caa base its decision niaking on any number or combination 
metrics chat are assoraated with the device, device group, vacr group, 

10 uscrjac network point of attaclnneiit 

As part of the policy raanagcrowjl functionalily. other locale base 
information and services may also be acquired/provided for the purposes of 
poJicy manaBoraBnt, network modeUng, and/or asset tracking. Such services 
Inchide the ability to antoniaucally present to users and mobile end systems 

15 iaf onuation that is uppHcablc within the context of a mobib end system's 
present location, lliis information may be provided in dM form of mescals, 
flies, or in some other ctectconic format. 

One non-luiiiting example of such use of this cs^Nliiy would 
permit shof^ng malk, business commuoiliBS, nnd large retailers, to locate 

20 wireless access points that may be compatible with Dhetootb PANs, IEEE 
S02.U LANs, 802.13 PANs, or other wireless oetwoik standards in 
ctratogic iouations within the sho|^)ing center. As customers roam from 
location to location, stores and vendtns would be permitted to push down 
infoonation rdlevaiu to d)e vendors that are present widun the mtAnl» end 

25 systems current location. This information would inchide i oformation such 
as current sdles. discounts, and services. In addition to such infonnation, 
mobile end systems may be pmvidcd electronic coupons used fur sales 
(votootion. Vendors would be pennitted to register for these services 
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through some centrali'zed authority that may be associated with the mall, 
business caicunuiuty, retailer, oc some other bos ted service. 

A further ot&niple non-ltmiting use of such a technology wonkf be id 
vertical indusliies when infvonation is collccied based on locatim 
5 includuig but doc limited to su^ industries as field service, field sales, 
package delivery, or public safely where lists of local services, maps, 
directions, custcuncrSt or hazards may be- pushed down to mobile end 
systems based on location. 

Yet another non- limiting example use may entail a web based service 

10 for moniioiing and tracking mobile end systems. For example, eostomers 
may register for this trackiiig service so tnisted tixurd parties may log onto 
the hosted web service and fmd out exact locatiomt of ihcir mobile end 
systems. 'Hiis niay inchide motnle end systems installed on vehicles or 
carried by pedestrians. As mobile end systems continue to experience 

13 reductions in size and wait, such services become mnre likely. Tbesc 
services woold pennit people to trade and locate individuals that are high 
risk such as elderly, handicapped, or ill. ft may atw be used to tracX iteiDs 
that are highly valued such as automobiles or other expMsive mobUe 
propeirties and packages. Using 3G WAN networks, fihietoodi networks. 

70 802.1 1 networks, 3(12. 15 networks, and other wifeless technologies, 

combined with this unique ability to fa'ovidc seamless connectivity while 
swltchixtg network medimns or poim of attachments, such services becvnie 
possible and Klcely at a much reduocd cost 

The present iuveutioa thus extends the enterprise network, letting 

25 Dctwork managers provide mobile users with cusy accek.^ to the same 

applications as stationary users without saciinciog reliability or centralized 
managemeat. The soh)tion combines advantages of existing wiie-lino 
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network standards with emerging mobility standards tu create h solution that 
works mOi exisring network applications. 



BRIEF DESCRlPnON OF THE DRAWINGS 

Tbwc, as wc!l an other fcatorcK and advantages of this uivcnlioD, will 
S be more completely understood and appreciated by careful study of the 
following more detailed descripUon of prsxatly (vcfaorod cxanQ>Ie 
embodiments ci the invcnfioo taken in conjunction with the aonmipanyiqg 
drawings, of which: 

rigure 1 is a diagram of an overall siobile computing network 
10 provided in accorckuicc with die present invention; 

Ftgare2 shows ut example softwaic architecture for a Mobile End 
System and a MoMlHy Maoagcnicnt Servei; 

Fi^e 2A shows example steps perfmned to transfer tnfarmation 
between a Mobile End System and a Mobility Managembnl Server; 
15 Figure 3 shows an example mobile interceptor arcMtectuxe; 

Figure 3A i« a Clowchaft of example steps performed by tho oiobile 
inlcrueptor. 

Figure 3B is a flowchart of example steps performed by an RFC 
oigiae to handle RFC work requests; 
20 Hgurea 4'3C ans flowcharts of examfde steps to process RFC work 

requests; 

Figure 6 is a dkigiam of an example received yfrnirk request; 

Figure 7 is a diagram showing how a received work request can be 
dispatched onto ditfensnt piiocily queues; 
25 Figures 8 and 9 show piocosiing of the contents of the diffoient 

pxionty queues; 
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Figures 10A-] 5B show example steps pcrfonned to provide bo 
Intemct Mobility PtotDcol; 

Hgurc 16 shows example Ustetict dftta strnctures; 

Figures 17, t7A and 18 are Qowctiarts of example stepe perfonccd to 
3 provide for mobile interconnect roaming; 

Figures I9A and 19B ore together u flowchart of on example 
intcrfBce-aicUstcd roaming pnftxss; 

Hgure 20 shows an example interface assisted roaming topology 
node data structure; 
LO Figure 21 shows an example technique for distributing mobility 

maoagemcnt system network addresses to mobile end systems in a disjoint 
networic topology; 

Hgure 22 shows an example use of the Figure 21 techniqoe to 
provide secure commuiucatioitt; 
15 Hgurc 23 shows on example use of tiic Figure 21 technique to 

provide network address uansklion in a disiributcd network inteifauj 
scenario; 

Hgure 24 shows aa exampk policy management Mt; and 
Figure 25 Ix a flowchart of example policy mauagement processing 

20 6tcp.<t 

T>RTAif Kn T^KsrRTPT TQN OF NON-LIMITING PRESENTTLY 
PREFERRED EXAMPLE EMBODIMENTS 

Figore 1 is an example of mobile enhanced netwoilced computer 
s^'stem 1 00 provided in accordance with the present invention. Networked 

21 conq>uter system 100 includes a Mobility Management Server 1 QO. and one 
or more Motnle End Systems IM. Mobile End Systems 104 can 
communicate with Mobility Managonent Server 102 via a local area 
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network (LAJN) 108. Mobility ManagcmcTH Server 102 serves as nctwortc 
levd proxy for Mobile End S)'stcins 104 by maintsining the state of each 
MobUc Had System, and by hamtling llw tximplcjc setisim managcmcnl 
rcquUed to mainttdu penistcnt oonoecttons to any peer systems J 10 that 
S bost network app&cations despite the inlcrconncct between Mobile Bod 
Systems 104 and Mobility Management Server 102 being intennictent and 
unicliablo. In the prcfcircd cntbodiment. Mobility Munagement Scrvci- 102 
communicates with Mobile End Systems 104 using Remote Procedure CnU 
and Inteniet Mobility Protocols in accardance with the present invention. 
10 Jn this paitkular eicao^le, Mobile End Systems 104 axe s(ttnetimes 

but not ahvay?! actively connected to Mofaillly Management Server 102. For 
eian^le: 



25 
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• Some Mobile End Systeans I04a- 1041c oaay codummnicate with 
Mobility Managemfint Server 102 via a mobile hiieroonncct 
(\virelc5sly in this cose), e.g.. conventional electromagnetic (eg., 
radio frequency) transceivers L06 coupled to wireless (or wire-line) 
local aiea or wide area network 108. Sucb molnlo iatcicoonect may 
ftUow Mobile End Systems 104a-104k to "roam" from one cover area 
107a to another coverax^ area 107k. Typically, there is a tesnporaiy 
loss of conuDunicotions when a Mobile End System 104 roams from 
one coverage area 107 to another, moves out of range of Cie closest 
irauGceiver 106, oi has its signal temporarily obstructod (e.g., when 
tcrnporarily moved behind n buUcUng column or the like). 

• Other M obile Bud Systems 1 041, 1 04ra, ... may oonmnmicate 
with Mobility Management Server 1 02 via non-permanent wire^ 
bused interconnecU 109 such as docking ports, netwok coble 
oonnoctOTS, or Iho like. There may be a temp(»rary loss of 
commnnications when Mobile End Systems 104 axe temporarily 
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disconnecled Troin LAN 108 by brealung coimection 109. powering 
off the Mobile End Systems, etc. 

• Still oliicr Mobile End Syslrani! <c.g^ 104n) may be nomatfically 
vouplcil (o Mobility Managemeat Seiver 102 via a fwther network 
5 topography 1 1 1 such as a wide area networic a dial-up network, a 

satellite networit, or the Inccmct, to name a few wfamples- In one 
example, network 1 1 1 may provide intermittent service. In another 
example. Mobile lind Systeou 104 may move from one type of 
canDeclkm to another (eg., from being connected to Mobility 
iO Management Server 102 via wire-based intorcomwa 109 to being 

connected via network 1 U, or vice versa) - its coiinectioo being 
tesmporarily broken during tJie ume it is being moved from one 
connection to another. 

Mobile £nd Systems 104 xoay be standard mobile devices and off the 
15 sbeLf computers. For example. Mobile End System 104 may comprise a 
laptop computer cqolpped with a conventional radio transceiver and/oc 
network cards available from a number of ruanufacturcn. Miibilc End 
Systems 104 may nm standazd netwoik applications and a standard 
operating system, and communicate on tbe troosport layer aaing a 
20 conventionally available suite of transport level protocols (e.g., TCP/IP 
suite.) la accordance with the present JnveiUion» Mobile End Systems 104 
also execute client software thai enables them to cunmiunicate with 
Mobility Management Server 102 using Remote Procedme Call and Internet 
Mobility Protocols ifaat are transported vsing the same such standard 
25 transport level protocols. 

Mobility Management Server 102 may comprise soflwdie ho&tcd by 
a conventional TVindows NT or Other server. In the preferred embodiment, 
Mohiliiy Management Server 102 ia a staodaids-compliant. client-server 
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based ialelligeat server chat transparcnily extends the enterprise cetwoik 
lOS to 9 aomadic cnvifonment, MobUiiy Maoasicment Server 102 serves as 
nctwoik level pcoxy for each of any number of Mobile End Systems by 
maintaining (he state of each Mobile Eod System, and by handling the 
5 complex stsska maaageaiem rcquured to mfldntatn persistenl connections to 
fttiy peer systems 110 that host ncrwoifc applications - despite the mobile 
ioteicoraiect between Mobile End Systems 104 and transceivers 106 being 
intennlttcntand unrdiablo. 

Far example, server 102 allows any conventioiial (e.g., 'LtlP/IP 

10 based) nctworlc application to operate without modiflcadon (tvct mobile 
cuonection. Server 102 maintains the sessions of Mobile End Systems 104 
that disconnect, go out of reogo or snspeod operation, and resomes the 
scsfitons when the MobiJc End System returtix to service. When a Mobile 
End System 104 becomes unreachable, shuts down or ehangea its pohxt of 

] 5 presence address, the Mobility Management Server 1 02 maintaias the 
connection to the peer system 1 10 by acluiowledging Kccipi of data and 
queuing re(|uests until the Mobite Bnd System unco again becomes 
available and reachable. 

Server 102 also extends the maDagcmcnt capabilities of wired 

20 networlu to niobile conncvtions. Each network software layer operotcR 
independently of others, so the solution can be cusKanized to the 
envininment where it is deployed. 

As one example, MolnBly Managcmenl Server 102 may be aiiacbod 
to a couvendlonal oi^iad'aliona] network 108 such as a local area network 

IS or wide area u^work. Network 103 may be connected to a variety of fixed- 
end systems 1 1 0 (e.g., one or most host computers 1 } 0). Mobility 
Managenocnt Server 102 enables Mobile End Systems 104 to communicate 
with Hxcd End System(s) 1 10 using contiouous sessioB type data streams 
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even though Mobile End S)v(eins 104 sometimes lose contact with tbeir 
absodated nctwoxk i&lai;oiinect or move from one iieiwoik intcrcunooct 
106, 109. 1 1 1 to aooihcr (eg., in the case of, wirclcjis intcjcoimect, 
roaming from one wireless iramcdvcr 106 coverage nta 107 to aonodier). 
5 A Mobile End System .1 04 establishes an association with the 

MobUity Manivgciueot Seivex 103, either at startup or when the Mobile End 
System requires network services. Ooce this association is cstahlidied, the 
Mobile End Sysfisni 104 can Stan one or more network applicatioD sessions, 
eidter serially or concunrady. The Mobile End System 104-to-Mobility 

10 Management Server 102 nssociatioa ollows the MoUle End System lo 
maintain appUcotiou sessions when the Mobile End System, disconnects, 
goes out of range or suspends operatioa. and lesume sessions when the 
Mobile End System returns to service. Jn the profcrrod embodTmeat» 4ii8 
process is entirely automatic and does not lequixe any intcn^tioD on the 

15 user's pact. 

]a accordance with ao aspect of the present invention, Mobile Hnd 
Systems 104 cranmunicate with Mobility Management Server 102 using 
oonventioiial tiansport protocolit such as, for bmui^Ic, UDP/IF. Use of 
ooDventional transport protocols allows Mobile End Systems 104 to 

20 communicate with Mobility Management Server 1 02 osi ng the conventional 
routers 1 12 aod other iofrastructuie already existing on organizadon's 
necwnrk 108. In accordance with die (wescnt Invcntton. a higher-level 
Remote nocedurc Call protocol genezatc» transactions into messages thai 
are sent over the mobile enhanced network 108 via the standard transport 

25 prutocoKs). In this preferred embodiment, these mobile RPC messages 
contain die entire network transaction initiaud by an implication panning oo 
the Mobile Etid System 104, so ic can be completed in its entizcty by the 
Mobility Management Server. This enables the Mobility Management 
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Server 102 and Mobile lincl System 104 to kc^ cosnecticui state 
infonnation syncbroizized at all bmes ovea doiiiig iatcavpXioas of 
network modiom connectivity. 

£acb of Motnle End SystciDS 104 executes & mobility jasmgeraeni 
5 software client that »iippHcs the M ubale End Syst«OT widi ihe intcUig^icc to 
intercept all network activiQ' and relay it via iheznobUe RPC protocol to 
Mobility Management Server 102. la Iheprefened embodiment, the 
fioobility mans^oacnt cltoat woiks tcaosparently wift oporatiog system 
fcoturut present on Mobile End Systans 104 (c.g.» ^^indows NT, Wmdows 

10 98, Windows 95, HVlndci ws CB. etc ) to keep cHcntwutc applicaticn passions 
active wheu contact is lost with the uetwark. 

MobiU^ Manasemeot Server 102 maiotains tbe state of each Mobile 
Bnd Systcni 1 04 and bandies the complex sessioo management required to 
mainiain ixsrsistent connections to lusociated peer 108 svdi as host 

11 computer 110 attachcsd to the other end of the conaection end point [f a 
Mobile End 5}'stem 104 becom&s unreachable, suspend;^, or changes 
networfc address (eg., due to roaming from one n^ork intexcoonect to 
another), die Mobility Manageiiient Scxvcr 102 maintains the cotinection to 
the host system 110 ci other connection eod-poinr, by acknowledging 

20 receipt of data and qoeu'mg requests. Tiiis proxy function means that the 
peer application never detects that cbe physical conneciioa to tbe Mobile 
I2nd System 104 has been lost -- allowing the Mobile End System's 
Bp(rficatiaa(9) to effectively maintain a concimiocs connection with its 
ossociated session end point (by simply and easily resunring operations once 

25 a physical connevtion again is establishecO des{n(e tbe mobile system 
tempoToriiy losing connection or loaooing from one network interconnect 
106A to anotiier neCwodt intcreomiect 106K within coverage area 107K. 
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Mobility Manageiuefli Server 102 also profvides address loanageinent 
10 solve the problem of Mobile End Systems 104 nxreiving diffeieat 
network addresses when ttiey mam to different pons of the segmented 
network. Eiich Mobite End Syictem 104 is pmvided with a vntual uddrcss 
5 on the primary nelworJf. Standard protocols or static assignnxot detesrinine 
tliBse virtual addresses. For each active MobUe End System 104, Mobili^ 
Management Server 1 02 maps the virdial address to the Mobile End 
System's coirent actual (*'pcuni of picscnce") address. While tbe point of 
presence address of a Mobile Bid Sysiem 104 may change when the device 

10 changes from one network segment to another, the virtual address stays 
constant while any coiuiections are active or longer if the addxess is 
assigned statically. 

Thus, the change of a point of ixvsence address of a Mobile End 
System 104 remains eotiiely tran^aflent to an associated session raid point 

1 S 00 host system 1 10 (or other peer) commuuicaling with Oie Mobile End 
System via the Mobility Management Server 102, TItc peer 1 10 sees only 
the (unchanging) virtual addrejts proxied by tbc sciYcr 102. 

in the preferred embodiment. Mobility Managemcnl Server 102 can 
also provide centralized system managemeDt thiDngh console applications 

20 and exhaustive metrics. A system adnnDistrator can use diese tools to 
configure and mAnagc remote conneciions, and troubleshool remote 
connectioa and system |»obteni5. 

Tlic proxy server functioa provided by Mobility Management Server 
102 allows for diffei«nl priority levels for network applications, usen und 

25 machines. This is uKcfnl because each Mobility Management Seirvcr 102 is 
conqxscd of finite processing re&ourccs. Allowing the system manager to 
configure the Mobility Management Server in this way provides 
enhanced ovmll system and network performance. As one example, the 
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system manager can coDfigurc MobiUty Management Server 1 02 to allow 
real time applicadons such as streaodng audio at video to have greater 
access to the MobUily Management Scrva I02's rcsaunxs than other less 
dcmaoding qiplicstioos such as email. 

5 In more detail. Mobility Maaagemcnt Server 102 cao be copfigured 

via an application or application biicrface; standard network management 
protocols such as SNMF; a Wcthbased oontigunition interface; nr a local 
user intct^ice. It is possible to configure association priority oiid'or to 
configure application priasity withia aa association. For example, the 

10 priority of each association relative to other assoctatiODS nnming throog;h 
the Mobility Management Sexvcx 102 is conCgurablo by cither the usei' 
ttame, or machine name (in the prefened onbodinxenc when the pcit^iy is 
UNifiguTicd for both the user and the machine (hat a user is la^ed in un, the 
configuration for thp user may have higher precederKe). In addition m 

15 nliematively, each association may have several levels of application 
pnohty, which is configured based on octwuiic application aanoo. The 
system allows for any nujnbcr of piiurity levels to exist. lo one patticuJar 
implBinentation, three priority levels are provided: low, medium and high. 

Seirer and Qlent Bxamnle Software Archttectiire 

20 Figure 2 chows an example software axchitecture for Mobile End 

System 104 and Mobility Management Server 102, In accordance with one 
aspect of the present invention^ Mobile End Sydem 104 and Mobility 
Manasecieni Server tOZ nm standard operating system and applicatixm 
software — witfi only a few new components being added to enable relive 

25 and cfHclcni persistent sessioa connections over an iDtcnnittenily connected 
nmbile network 1 08. As shown in Rgine 2, Mobile End System 104 runs 
conventional operating system software including netwoilc interface drivers 
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200, TCPAJDP transport support 202, a traosport driver interface CTDO 
204, and. 0 socket API 206 used to interface wjih one or moie conventional 
network appKcarions 208. Cmivcntional octwork file and print serviooi 210 
may also be provided Id communicate with conventional 'I'DI 204. Server 
j i02 may tnclvde similar conventional network inteiface ddvers 200". 
'1X:p/UDP transport suppon 202", b transport driver interface (JDT) 204\ 
and a socket API 206' used to mtcit'ace with one or more conventional 
network applications 208'. Mobile Had S)-$tcm ]04 and Mobility 
Managemcnl Server 102 may each fiutiier iadudc conveatiunal socinity 

10 software such as a uetwodi/security provider 236 (Mobile EEnd S]rstan) and 
a usct/sccurlty database 238 Cscrver). 

Id accordance with the pre.'sent invention, a new, nx>bi]e iatorceptor 
cumponeot 21 2 ik inxerted between the TCP/UDP trwnport module 202 and 
the (ranspoct driver interface (TDI) 204 of the Mobile End System 104 

15 software architecture. Mobile interceptoc 212 intenwpts ccrudn calls at the 
TDI 204 inicrfaco and routes chcm via JUX: and Internet Mobility Protocols 
and the standard TCP/UDP Uansporl protocols 202 to Mubiliiy 
Management Serva 102 over network 108. Mobile interceptor 21 2 thus 
can tnlercepl all network activity and relay it to server 102. Intcnxptor 212 

20 works transparently with q^crating syitcm featutcs to allow client-side 
application sessions to remain aciive wben the Mobile End System 104 
loses contact wiili network 108. 

While noobile intercepts 212 could operate at a different levd than 
the narvipon driver inteiface 204 (e.£.. at fitd socket API level 20Q, dwre 

25 are advantaees in having mobile intorcoptor 212 operate at the TOl bvel or 
more Hpecifically, any transport piotucol interface. For brevity sake, alt 
jreferences to the transport diiver interfiice will be denoted using die 
acronym TDI. Many conventioual operatb\g »ysteuas (c.g., Microsoft 
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Windows 95, Windows 98. Windows NT and Windows CE. etc. ) provide 
TDl iatcff ace 204 - thus providiog coinpaUbility without any need to 
change operating system components. FtmhemxirB, becauKe the tt^puit 
driver intccftcc 204 is Donnatly ft Iseme) level interface, there is no need (n 
5 stvitcji to user mode - thus lealizing performance ixniNOVements. 

Fuxthermore, mobile iaterceptor 212 working at thes level of TDI interface 
204 is able to intercept from a variety of different network applications 208 
(e.g., multiple simultaoeously ninniDg tq^Ucations) as well as 
encompassing oetworlc file, print and other kernel mode services 210 

10 (which would have to be bandied differently if the intercqitor operated at 
the socket API level 206 for example). 

Figure 2A shows an example high level ilowchazt of how mobile 
interceptor 212 works. A call to the TDl interface 204 of Mobile End 
System 104 (block 230) is imeccepted by mobile interceptor 212 (block 

13 252). Mobile interceptor 212 packages the intercepted RFC call in a 
fragment in accordance with an Internet Mobility Protocol, and sends the 
fragment as a datagram via a conventional transport protocol soch as UOP 
or 'lt:P over the LAN, WAN or other transport 108 to Mobility 
Management Server 102 (block 2S2). The MobiUty MaimgeniBnt Server 

20 1 02 receives and unpaclcagos the RFC dxitagrmn (block 254), and provides 
the requested service (fur example, acting as a proxy to the Mobile End 
System application 20S by passing data or a response to a application server 
proccsH luiming on Hxcd End System 110). 

Referring once again to Figure 2, Mobility Management Servei 102 

25 includes an address translator 220 that intercepCs nn&b'sages to/frotn Mobile 
End Systems 104 via a coaveotional network iaterface driver 222. Foe 
example, address translator 230 recogoizes messages £rom an associated 
session pear (Fixed End System 1 10) destioed for the MobDe End .System 
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104 virtual address. Tbeac inooroing Mobile End System nus^sages are 
provided to proxy server 224, which then maps tbe virtual oddrctis aai 
mciwagB to pi«viousIy queued traosacUOftt and then forwanis tiio responses 
back to ttw CDrrent poiol of presence addroues being used by the assoclaied 
S Mobile End System 104. 

As also shown in Figure 2, Mobility Management Server 102 
mcludes, in addition to iiddress traoslatioa (intomiBdialB driver) 220. and 
pn»y server 224. a oonfiguration aianager 228, a control/user interfaoo 230 
and a noonltor 232. ConfigurBtion nuuiagement 228 is used to provide 
10 configuration infomtBtion and parameters tn allow proxy jjcrvcr 224 to 
manage coonections. Control, user interface 230 and momior 232 allow a 
user to iniatract with i^xy server 324. 

ftloMIe Jntcrccptor 

Hgnre 3 shows an example software arcbitectnie for mobiJe 
.1 S tntert^ptur 2 12 that support ttie RPC Protocol aod the Internet Mobility 
Protocol in accordance with the present invention. Id this example, mobile 
interceptor 212 has two functional coiDponents: 

a Remote Procedure Call protocol engine 240; and 
an Internet Mobili^ Protocol engine 244. 
20 Proxy server 224 running on Mobi lity Management Server 1 02 provides 
corresponding engines 240*, 244'. 

Mobtk} Inicrcepcor 212 in the preferred embodiment thus supports 
Romolo Procedure Call protocol and Internet Mobility Protocol to connect 
MoMlify Management Server 102 to each Mobile End Systems 104. 
25 Remote procedure calls providB a method for allowing a process on a local 
system to Invoke a procedure on a remote systcjn. Typically, the local 
system is not aware that the [isrocednre call \r being executed on a reaoiote 
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system. The use of RFC protocols allows Mobile End Systems J04 (o go 
out of range or suspend operation without losing sctivc nelwork Kcssions. 
Since session mainteiLuice does oot depend on a custonnzed application, 
off-the-shelf applications win nui wiibont modiflcatioa in the inohile 
5 environmeat of oetwoik 108. 

Network applications typically use applicaiion-Ievel interfaces such 
as Windows sockets. A single call to an EippJication-level API may iienerate 
several ouigouDg or inconuajs data packets al'the U'ansport, or media access 
Ijiyw. In prior mobile networics, if one of these pudcels is lost, the stale of 

to the entire connection may become anibignous and the session must be 
dropped, In the preferred ejnbodiment of the piesent invention providing 
RPCs, the Mobiticy Management Server 1 02 and the Mobile End Systems 
104 share sufficirat knowledge of the comiection state to maintain a 
cdhereat logical tiiik at aQ times - even dariDg physical iuterruption. 

1 5 The Internet Mobility Phitocol provided io accordance with the 

present invention compensates for differences between wire-line and other 
less reliable networks such as wireless. Adjusted frame sizes and protocol 
timiDg provide signtticant perfcraianoe iinpcovements over ncia-moinlo 
awaiv transports - dram^cally Tedvcing oetwoik baffic. This is impartanl 

20 when band\vidth is limited or when battery life is a concern. 

The rntcmet Mobility Piotocol provided in accordance with the 
present invention also ensure the security of otgaaizatian's data as it passes 
between Ac Mobile End System 104 and the MofaiKty Managemeiit Scrvcr 
102 oo the pvbiic wiic-line networks or airway. The Internet Mobility 

25 Protocol provides a basic riTc>va]i function )7y allowing only authcntimtcU 
devices access to the organizalional netwoik. The Intcroct Mobility 
Protocol can also certify and encrypt all conmuinications between the 
mobility management system 102 and the Mobile End System 104. 
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The (Icmocs Procedure Call protocol cogine 240 on Motulc End 
System 104 of Rgure 3 marshals TDI coll paiumot^, fonnat3 the data, and 
seadi the icquesl to the Ifitcanct Motntity Prob)Col eagiite 244 far 
forwarding to M^Ui^ Maaaseoent Server 102 wbcie 0ie TDt Remote 
5 Ftfxxdure Call t^t^nc 240* executes the calte. Mobi)c End Syilcsiis 1 04 
martial TDT call parameters according to the Reroute Procedure CaJl 
protocol. When the ^fobi]ity Management Scrvia- U)2 TDI Remote 
Proceduro Coll protocol engioe 240" receivea ttiese RPCs, it executes the 
calls on behalf tho Mobile End System 104. The Mofailily Managenusnt 

10 Server 102 TDI Hcaotc Procedure Call protocol engine 240^ shares tiie 
complete network state for each conoBcted Mobile End System with the 
peer Mobile Hod System 104's RFC eagine 240. In addition lo performing 
reinote procedure calls ob behalf of the Mobile End Systeina 104. the server 
RFC eugioe 240' is also respoosiUe for system flo^v coolrol, remote 

IS procedure call parsing, virtual addces-s niultiplexiflg (in coordinatioo with 
services provideci hy address tran!>lutor 220), rcxnutc procedure call 
transactioa priwitizatioa, scheduling, policy eaforcement. and coalescing. 

The Irateniet Mobility Protocol engine 244 performs reliable 
datagram services, sequcociag, fragmentation, and re-assembly of 

20 roe^iages. It can, when configured, also provide authejQtication, 
certification, data encryption and compression tor enhanced pdvscy, 
security and throughpuL Because the Intemet Mobility Protocol engine 244 
functions m power-sensitive raviroommts using several dllferent 
transports, it is power irmnagemcm aware end is transport indcpeodeot 

25 Hsure 3A shows an example process mobile interceptor 212 

peifocnis to communicate a TDI call (o MobiUly Munogenient Server lOZ 
GcDcrally, the mobile interceptor RFC protocol engine 240 forwards 
jnarsbaled TDI calls to the Intonec Mobility Protocol engine 244 to bo 
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trajBsmitted to the Mobility Managecnent Server 1 02. RPC protocol engine 
240 dou thift by posting RPC call lo a queue maintained by tfac Intcmcl 
Mobility Protocol en^oe 244 (block 302). To facilitate bandwidth 
manaseineni, the Internet Mobility Protocol engine 244 delays Bendins 
5 received RPC cnlls for some period oT time T^e RFC coalesce time out 
period") (block 304). TypicaJJy, tbe RPC ooaIcsco timeout is set \xtwccn 
five and tlCeco jDillisecoads as one example bui is user configurable. This 
delay allows the RFC eosine 240 to continue posting TDI colls to the 
Intenict Mobility Protocol engine 244 qoeue so that more than one RPC call 

10 can be transmitted to the Mobility Managemeat Sen'er 1 02 in the same 
datagram (fragment). 

When fhc coalesce timet expires, or the RPC protocol engine 240 
determines that it will not be receiving more RPC calb (dnision block 
306), the RPC engine provides the Internet Mobility l^tocol engrne 244 

l.i with a request to flush die queue, coalesce the RPC calls iato a single frame, 
and forward the frame to its peer {iAock 908). This coalescing reduces the 
number ai nnsmisaions - enhancing protocol performance. However* die 
Interaet Mobility Protocol may aLni decide by f1u«h queue 244 based on 
other cxteroal criteria to fuxtber optimize perforoiance. in the prefened 

20 embodiment if a single KPC request will Hll an eutiie frame* the IMP layer 
will aulomalically try to send the request to the peer. 

As meotioaed above, Mobility Management Server 102 proxy server 
also has an RPC protocol engine 212' and an Internet Mobility Protocol 
engine 244'. Figure 3B shows do example process pcrfcwned by Mobility 

2S Management Server 102 uporn rcccipf of an fntemet Mobility Protocol 
message franae from Mobile End System 104. Once die frame is received 
by the Mobility Managemciit Server 102, Iho tatenet Mobility Protocol 
engine 244' reconstructs the frame if fragmented (due to die maximum 
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transmissiom size of the underlying transport) uad Ihcn domultipIcAcs {he 
contents of (he message to dcb^ne whicb Mobile lind Sy&tem 104 it was 
received from. This damultiptexiag allows the Inicmtt Mobility Prococol 
244' lo provide iho Remoie Frocodvre C^l engine 240* with tlie correct 
5 association- specific context infonnatiun. 

The Internet Mobility Protocol engine 244* then fomiulates the 
lecuved mesfi^e into a RFC reoeivo imlication (iyGtein wodi. icQuest 3S4» 
ood provides the Mobility Maoa^anent Server 102 RFC engine 240' with 
the fannulated woric xequest and associatkw-spcctfic omtext infccoatioa 

10 Wlicn RPC protocol cngiiK: 240" receives work request 352, ii places it into 
an associaliun-specinr. work queue 356, and scheduict> the association lo 
run by providing a scheduled request to a global queue 358. The main work 
diread of RPC engine 240* is then signaled tbac work is available. Once tbe 
main thread is awake, it polJs the global queue 358 to jQiid the previously 

J 5 queued association scheduled event. It theo de-queues Ihc cvcut and bd/igs 
to piocotis tbe associalion-speciTic work (jueue 356. 

On tfao association spedfic woat queue 336 it finds the previously 
queued RFC receive incficacioo wodc teqnest The main' thread tlien de> 
queues the RPC recrive iodiGation work request 356 and parses tfie request. 

20 Because of the coalescing dcsciibed in connection with Figure 3 A, the 
Mobility Maoageoent Server 102 often receives several RFC transactions 
bundled in each datagiam. It Aen deniult^riexes each RPC transaction back 
into distinct lemote inticodura calls and executes the leqtiested funcnon on 
behalf of MoWle End System 104. Fur pcrfotiDonce purposes RPC engine 

25 240' may provide a look ahead mechanisin during the parsing process of the 
RFC otpssages to sec if it can execute some of the requested transactioas 
concaxrently (pipdimzig). 
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How RFC Protocol Koeine 240' Run^ RFC AssociaUom 

Figure 4 is a flowchart of an cxomide proems for runoiog RPC 
asscd Qtion$ placed on an assodation woric queuo 35<l When m RFC 
omtocialjon is scheduled to run, the main thread for the RPC protocol cq^e 
5 240* (which may be iii^lemeoted as a state machine) do-queues fte woik 
request from global work queue 358 aud <1e(woancs the Qpe of woik 
lequcst. 

Thorn are ax hasic typas of RPC wortc requests ia the prefesrrcd 
embodimeiiL' 
10 • schedtile request; 

• cozmect indicatioii 

• discotmocC iiuficatioo 

• local tennioace assodatiiim 

• "rfesourcGR available" itx|iie5i; and 
IS • ping inactivity timeout. 

RFC protocol eapae 240* handles these various types of requests 
differently depending upon its type. RPC protiocol engine 240' tests tbe 
request type (indicated by infonnation associated with fbe request as stored 
on globn] queue 338) in order to detenuioe how to process tiic request. 

20 If the type of work request is a "schedule lequesr (decision block 

360), the RPC engine 240* detcnnincai which assoctation is being scheduled 
(blodc 362). RPC engine 240* can determine tins information frcm what is 
stored on global queue 358, Onfce the association is kjxjwn, RPC engine 
240' cun identity the particular one of association woik queues 356(1) ... 

23 356(0) liieconesponding request is Rtoied on. RPC engine 24U retrieves the 
corrcspontSng assodaUon conirol hlock (Mock 362). and calls a Process 
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AMOciaiion Work task 364 to btgin processing the work in a specific 
association's work queue 356 as previously ootcU. 

Figun: 5 shown example st^ performed lyy the "process associatioo 
work" task 364 of Hguze 4. Once tiie specific association has heea 
5 detetmincd, thi*; 'process association woik" task 364 is called to i^ocess the 
woik that resides in die coTTcsponding association worfc queue 356. If tbc 
do<|ueuecl work request (block 390) is an RFC receive request (decision 
block 392). it is sent to the RFC parser to be processed (block 394). 
Otfaerwi^e, if the de-queued woifc request is a pending receive request 

10 (dedsioji block 396), the RFC engine 240' rcqucsUi TDl 204' to start 

recdving data on behalf of the ai^Iicalion's connection (block 39S}. If the 
dcKfucuod wnrV request is a pending connect request (decision block 400), 
RFC engine 240* requests TDI 204' to issue an application specified TCP 
(or other truisport protocol) coimoa icquost (Irfock 402). [t thon waits for a 

1 5 response from the TDl bycr 204 *. Once the request is compl ctcd by TDI 
204% its status is detenmned and then reported back to the original 
sequesting eali^. As a pezformanoe measiuv. RFC engine 240* may decide 
to retry tho coittKCt request process some number of times by placing the 
request back on due assoditioos-spccific work queue (35^ before actnally 

20 rcpnrting an error back to the requesting peer, lids again ia done in an cffait 
to reduce network bandwidth and (cocessing consumption. 

The above process continues to loop until a ^scheduling weig^ 
complete" test (block 404) is satisfied. In this example, a scheduling weight 
Is used to decide how many work requests wlU be de-queued and processed 

25 for this p>articjlarnsjinciatian. This scheduling weight ih a conflgui'ntion 
parameter set by configuration manager 228, and is acquired when die 
association connect indication occurs (Figure 4, block 372). This value is 
confisur&blc based on user or the physical ideotiHcatian of the roachiae. 



(117) 



JP 2004-509539 A 2004.3.25 



35 

Once the RPC engine i» finixhed with the association work, queue 
356 (for the time at bast), it oiay proceed lo process dispatch queues (block 
AOS) (to be discussed in mam detail bebw). If» oAer procesBing woik od 
the association's wodc queue 356, more work lomains la the iBSdcifltion 
5 wofk quelle, the- RPC engine 24U* win resclieduls dw ajsociation lo run 
again at a later time by posting a new schedule request to the globa] wodt. 
queue 358 (Figure 4, decision block 366. block. 368; Figure 5, decision 
block 408, block 410). 

Ref ening once again lo Figure 4 , if die RPC wodi req uest is a 
10 "connect indication" (decision block 370). RPC engine 240* is being 

requested to instantiate a new association with a mobile peer (usually, but 
not always, the Mobile End Systran 104). As one example, the cnnneL-t 
. indication may provide the RFC engine 240* with the following inf unnotion 
about die peer machine v^ich is initiating die connection: 
IS • physical identifier of the machine, 

• name of the user logged into the machine, 

• address of the peer machine, and 

« opdrma) connection data from the peer RFC eii^lae 240. 

Ill response to the connea indication (deci.<nnn block 370), the RPC 

20 engjse 240 calls the cunTiguration manager 228 with these parameters. 
Configuration manager 228 uses these parameters to determine the vukA 
configuration foe tho new oonnoccioa. The coofignration (e.g., assodalion 
scbednling weight and the list of all applications that require noi!-<deMt 
scheduling prlonties along with Ihofte priorities) is then Tcturned to the RPC 

2S engiao 240' for storage and execution. RFC engine 240' then starts the new 
association, and creates a new issociation control block (block 372). As 
shown in Figure 5 A the foUowiog actions may be taken: 

• alioc&ie an association control block (block 372A)-, 
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• initialize system wide rescxrrccs with dofmitts (block 372K); 

• get coaflgvration overrides wiUi cuoem configuration $ettingj> 
(block 372C)i 

• ioitialize flags (block 372D): 

5 * initialize the associatiiin>specjnc work queue (block 372E); 

• initialize association object hash table (block 37ZF); 

• initialize the coalesce timer (block 3720); and 

• insert association control block into session table (block 372H). 
A "disconnoct indicatioo" is i.«nied by the Internet Mobility Protocol 

10 engine 244 ' in die RFC engine 240' wiien tbe Internet Mobility PiDtocul 
engine has determined that the association mnst be tenninatsd. The RFC 
engine 240* tests for this discoiuiect indicatioa (block 374), and in response, 
stops Qie association and destroys tbe association comtxnH Uodc (Mock 37Q. 
As shown in Figure SB, tlx: foUowing steps may be performed: 
1 5 • roojic the o^sociatioa as deleted to prevent any further processing 

of work that may be outstanding (block 376A); 
■ close aU assodaied association dbjects indndiqg process, 
connection and address objects (block 376B); 

• free all elexnents on work queue (block 376C); 
21) • stc^ coalesce timer i/ running (block 376D}; 

• decreaeat association control block reference count (Mock 
376B);and 

• if the reference count is zero (tested for by block 37^; 

• destroy association specific work queue, 
25 • destroy object hash table, 

• destroy coalesce timer, 

• remove associatiun cuntrul block I'Torn u^sociaiiun tablE:^ tmU 
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• free control hlocic (3760). 

A "tenniiittte session" request is issued when system 102 has 
determined that the association muU bo tennioatcd. Tlu« request is issued 
by (he system administratDT, the operating system or an oppUcatton. RPC 
S ettgine 24Q' handler a teraunata scesion request in the same way it handles a 
disconnect leqiicsL (decision block 378, block 376). 

In the prefened emboJiinciU. the interface between the RPC ens'ine 
240' and the iDteroet Mobility Protocol engine 244' specifies a flow control 
mecbanisni based on cztidits. Each time one thread posts a wiTrlc request to 

10 another tfuca d, the cal led thread returns the number of cnediw left in the 
wQik queue. When a queue becomes full, tbe credit couat goes to iav. By 
conventioii, the calling thread is to stop posting further week once the credit 
coQOl Boe& (0 zero. Hieiefore, it is oecessary to have a mechaoism to tell 
the calling thread tfiat "resources are available" oiue the queued work Is 

15 processed and more room is available by some user eanfigurahlc/prc- 
determined low-water nuirk in the queue. Tliis is the puipose of the 
"resources available" work indication (tested for by decision block 380). As 
shown in Hgure 5C, the foUowing steps may be petfionned when the credit 
connt goes to zero: 

20 « mark association as low mark pending" by setting the 

RPC JJi«irQ.SHNDJFLAG (block 379A), Once in dus state: 

• an received datagnnns ore cfiscarded (block 379B); 

• all received stream events are throttled by refusing to accept the 

. data (block 37 9C) (tliis causes Iho TCP or other transport receive 
23 window to cvontually dose, and provides flow control between 

die Fixed End System UO and the Mobility Management Server 
102; before lebiniiqg, the fnrefened efflbodimeot jams a "pending 
receive request" to tho &ont of the association specific woi± 
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queue 3S6 so that oustanding stucani leceivcs evenl prouessing 
will continue iiranediatoly oocq resources are made available). 
• oU received connect events are refused for passive (uinnecti ons 
(block 379D). 

2 When the "resources available" uxfication is leceived by the RPC 

canine 240' (Figure 4, decisiflo block 380). the RPC engine determine 
whetfaer the associatioo has work ptoAiag m its associated association work 
queue 356; if it does, tlie RPC eaglQo marks the queue as eligible to mo by 
posting the associaiioD to the global vtott queue 358 (block 382). If a 

10 pending r^'civc request has been posted during the time the association was 
ID the low mark pending state, it is processed at this time (in the preferred 
emhodinoent, the RPC cogino 240 'continues to oocept any received connecc 
ceqtiests during this processing}. 

Refeirlng once again to Rgore 4, if RFC engine 240' deGcrnunes that 

13 the Mobility Management Server 102 chunocl used tor "ping" has been 
inactive for a specified period of time (decision block 384), the channel is 
cSosod and the resources arc freed back to the sysuan to bo u&od by othoi 
processes (blodc: 386). 

RPC pMniing and Priority Queuing 

20 Rcrcrring bade to Figure 5, it wus noted above that RPC engine 

parsed an RFC receive request upon receipt (see blocks 392, block 394). 
Paising is necessary in the preferred cmbodinwrn bccanse a single received 
datagram can contain multiple RFC calls, and because RPC calls can span 
multiple Intomet MobiliQ' Protucg] datagram fragments. An example 

25 fonnat for an RPC receive wotfc request 500 is shown in Hgive 6. Each 
RPC itsccive work request has at least a naain fragment 502( I ), and may 
have any number of additional fragments 502(2) .... S02(N). Main fragment 
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502( I) contains the woik requesi structure header 503 ami n nscdvc ovcriny 
S04. The receive overlay 504 a stmctore overlay placed on top of the 
fragment 502(1 ) by the Internet Mobility Pn)(iicul engine 244. WiQaa thifi 
ovetlay 504 is a suucture member called pUseriData that points to tfae fint 
S RFC call S06( I) withon ^ woik request 500. 

Tlie Figure 6 example jllusirstts a work request 500 that contains 
several RTC calb 506(1 ), 506(2). . . 506(8). As shown in the Figure 6 
example, on KPC work request 500 need not be containtd in a contiguous 
bkicb of memory or in a single Eragmenc 502. In the exaniple diowiv a 
10 sDcond fragment 502(2) and a third fragment 502(3) fhat are chained 
tf>ffStkcr to the main fcagtncm 5U2(1) in a linked lisu 

Tbus. RFC parser Z94 bi this example handles the /oUowing 
houndaiy cmiditions: 

• each RPC receive roqiicst 500 may ocHitain one or more RFC 
15 calls; 

• oae or more RFC calls 506 may exist in a 8ii\glc fragment 502; 

• each RPC cdl 506 may exist completely ccmlained in a fragment 
502; and 

■ B'dch RPC call 506 may span more than one fragment 502. 

20 figure 7 shows an exon^le RFC parser process 394 to parse an RPC 

recdve woric request 500. In this examidet the RFC pazser 394 gets the first 
fragment 502(1) m the work request, gets tfae tirst RPC call 506(1) In the 
fragment, and parses that RFC call Parser 394 proceeds through the RPC 
receive work request 500 and prcxresses each RPC caD 506 in turn. If the 

25 nvaber of fi'agmeiu bytes nauaioiog in the RPC receive woik request 500 
fragment 502( I ) is greater than the size of ttie RPC header 503. ponter 394 
determines whedier die RPC call is fully attained wi^n the RPC firagmem 
502 Bod (hot isay be processed (this nay be detenuned by testing whether 
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the RFC can leogtb is greater than the number of fira^cot bytes 
remaining). If the RPC caU type is a chain cxccpCiun, then the RPC call will 
haodle (ho updating of the RPC paraer 394 state. Id the proxy server 224, 
the onJy RPC calls using liic chain exception are Una "datagnuo send* and 
S "stream send" calls. TUs chain exception procedure is done to allow the 
RPC engine to avoid fragmeut copies by chaining memory descriptor [mis 
together toi the porpose of RPC send calls. 

Onco the parxer $94 idenli lies an RPC call type, n pointer to the 
beginning of the RPC information is passed to the RFC exk^u» 240 fov 

10 execution. The RFC eagine divides aH TDI procedure calls bito different 
priorities for execution. The highest priority calls arc immediately executed 
by passing them to an RFC dispatcher 395 ibr innnediate executioii. All 
lower prion^ calls arc dispatched to dispatch queues 510 for future 
processing. Each dispatch queue 510 represents a discrete priority. 

IS In the preferred embodiment, nubile appl ications caD the "open 

address" object and 'open oonnecdon" object functions before executing 
other TDI networicing functions. Therefore, the :Tystcm BMigns supplication 
level priorities during the "c^a address" object and "open connection" 
object calls. In the exanvle emboduneoi. oiKe an address or connection 

20 object is assigned a priohty, all calls that arc associated with that object arc 
executed within dut assigned priority. 

If, for example, the RPC call is a TDI Open Address Object request 
or a TDI Open Connection Object Request, it is sent to the RPC ^spatchcr 
395 for immediate execution. lt» Open Addr«ss and Open (jonnectioQ 

25 object RPC calls provide Access to a process ID or process name that arc 
used lo match against the informution provided by the configuralion 
manager 228 during tlic configuration requc$ts that occurs within the 
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association connect indiciitiiuu described earlier. Tliis is used to auqpue 
configuration for the address or connection object. 

la the prefened embodisieiit, all RPC calls have at least an address 
object or connecdun object as a paiainelex. Wheo the call is made, tht 
S priority assigned to that specific object is used as the priority for tbp RPC 
calJ. The configuration assigned to the addrcas or coJUKCtion object 
determijies which priority all associated RPC calls will be executed in. For 
exoinple, if die esslgnod priority is "high," oil KPC calls win be executed 
immediatoly without being dispatched to a dispatx:h quctic S 10. If the 
10 assign cd priority i^ " i all RPC c alls will be placed into dispatch qaetie 
510(1). 

Rcfecriug once agnio to Figure 5. once the "process association 
woilc" task 364 pnxxss has completed c&ocuting its adicdulcd amounl of 
association woik (decision block 404). it checks to see if the dispatch 

15 queues require SCTviciog (block 406). Figure 8 is a flowchart of example 
steps peffocmed by the 'process dispatch queues" block 406 of Hguxe 5 to 
process the dispatch queues SIO shown io Figure 7. 

In this example, (Uspatoh qoeues 510 are processed beginning with 
the highest priority queue (5 10(J) in this example) (block 40S). Each queue 

20 510 is assigned a wight factor. The weight fac toi- Ls a configuration 

parameter that is returned by the coofiginatioD manage 228 wheo a MobUc 
£ad System t04 toMt^ility Management Server 102 association is created. 
As one exanople, low priority dispatch queues 510 can have a weight factor 
of 4. and medinm priority queues can have a weight faclw of 6. Htgh 

25 priority RPC calls do not, in this example, uso weight factors bocaasc they 
are executed immediately ui they are parsed. 

RPC eogioe 240' loops tlirough the de-queuing of RPC eaBs from 
the cuncnt queue xaiHi either die queue is ej3^^ or the qi>eve weight 
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number of RPC calls has been processed (blocks 412-416). For c»:h de- 
queued RFC call, ihe RPC dispaichcr 395 is called la execute the call. The 
RPC dispatcher 39S executes the firouBUum) call on behalf of the Mobile 
End System 104, and fonnulates tbe Mobile End System cesponse icr those 
5 RPC calls that require responses. 

If, after cutting the loop, the qucoe still has work rcmainlDg (decision 
block 418). the queue will bo marked as eligible to ran agaio (block 42Q). 
By exiUxig the loop. th& system yields ihe processor to the next lower 
priority queue (blocks 424, 410). This ensures that all privity levels arc 

10 given an opportuiuty to nio no matter how much v^-oHc exists in any 

particular queue. The system gets the next quciic to service, and iterates the 
process until all queues have been processed. At the end of processing oU 
queacs, the system tests to sec if any queues have been marked as eligible to 
run - and if su, die association is scheduled to run again by posting a 

15 schedule request to the global work queue. 'Che associaiioa is scheduled to 
run again in the "pruccsn global work' routine shown in Figure 4 above. 
This i^roach yields tlie processor to allow other associations that have 
wodc to process an opportunity luo. By assigning each queue a weight 
factor, the system may be tuned to allow difGnent priority levels unequal 

20 access to the Mobility Management Server 1 02*$ CPU. Tbos, higher 

priority queues are not only executed first, but may also be tuned to allow 
greater access to the CPU. 

Mobilitv Management Server RPC Responses 

The discussion above explains how Teooote piocednre caDs are sent 
23 from the Mobile CimI System 104 to the Mobility Maoagemeni Server 102 

for execution. la addition to this type of RPC call, the Mobility 
Management Server 102 RPC engine 240* also supports RFC events and 
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RFC receive responses. 1'bcsc are RFC messages that ure generated 
asyachxunously as a result uf uiisociation specific connection peer activity 
(usuHlly the Fixed End System J 10). Mobility Management Server 102 
RFC «n^ae 240^ completes RFC transactions that are executed the RFC 
S dispatcher 395. Nut all RFC caHs require a response an successful 
conipletion. Those K PC calls that do require responses on successful 
romplelion cause the RFC dispatcher 395 to build the a^^opriate response 
and post Che respoose Co dte Internet Mobile Frotocol engiao 244' to be 
retoroed to the peer MobUc End System 1 04. AU RFC calls genefote a 
10 response when the RFC call fails (the RFC tocci vc response is the exception 
to above). 

RFC events onginate as a result of network 108 activity by the 
association specific coaneetion (umlly the Fixed End Systran ) 10). Hicsc 
RFC event messages are* in &e preferred cmbodimenc, proxied by the 
\S Mobility Monngement Server 1 02 and forwarded to the Mobile Bnd Syston 
104- The prefened erabixiimcnt Mobility MaruigcmcDt Server 102 supports 
the following RFC eveat calls: 

« Disconnect Event (this occurs when association-specific 
connected peer (usually the FiXtd End System 1 10) issues a 
20 transport level disconnect request; Ac disconnect is received by 

die proxy server 224 on behalf of die Mobile Eud System 104, 
and the proxy server then transnuts a discomtoct event to rtio 
Mobile End System); 
• Stream Receive Event (this event occurs when the ossodation* 
25 specific consected peer (usually the Fixed End System 110) has 

sent stream data to the Mobile Bnd System 104; the proxy server 
224 receives diis data on beihalf iif the Mobile End System 104, 
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and sends tbe data to the MobUo Bnd Syistem in the form of a 
Receive Response); 
• Receive Datagram Event (this cveat occn» when any association- 
spccific poital receives datagjrams from a nctwock peer (wuaUy 
S the Fixed End System 1 1 0) destined for the Mobile End System 

104 through (he Mobility Mamigeineiit Server 102; the proxy 
server 224 accepts these datagrams on behalf of tbe Mohilc Eind 
System, and forwaxdt them to tbo Mobile End System in tbe fonn 
of receive datagram events; and 
10 • Connect Event (this event occuis when ttie association-specific 

listeniag portal receives a transport layer connect request (usually 
from Ox JF^xed Bod System 1 10) when it wishes to establish a 
transport layer cnd-to-cnd connection with a Mubtle Bod System 
[04; die proxy server 224 accepts die connect request on behalf 
15 of the Mobile End System, and then builds a connect event RFC 

call and forwards it to the Mobile End System). 
Figure 9 shows bow the RFC enjpae 240* handles proxy server- 
generated RFC calls. For hijjfa priority address and connection objcca, the 
RFC engine 240' dispatches a send request to the Int^ict MofasUty Protocol 
20 engine 244* fanmediately. The send request results in foramding tbe RFC 
messiige to die peer Mobile End System 1 04, For Iowct priority objects, ttie 
Internet Mobility Protocol engine 244 send rcquesi is posted to an 
appropriate pctortty queue 510^. If the association is not scheduled to run. a 
schedule request ts also posted to the global queue 358'. The Intecnet 
25 Mobility Protocol Bend request is finally executed when tbo dispatch queues 
arc processed as described earlier in ooonection with Figures S 8. 
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Example Tnternet Mobilltv Protocol 

IntoDet MobiUty Protocol pcuvtdod in aocontaoce with the present 
invBotion » a message oriented conncctioA lused protocol. It provides 
guaiaiiteecl deliveiy, (ie)<M:der detection, and loss rccovoiy, Rirther, unJiloB 
5 other convcalional coDncciion oriented pro wools (i.e. TCP), it allowR for 
nii]ltil>t;e distinct streams of data tn be combined over a single channel; and 
allows for guaranteed, unreliable, u wtU as new message oriented reliable 
data CO travRse tbe network duough the single viitual cbanncl 
sinudtoneously. This new naessage oriented level of service can alert the 

10 requester when the Intonoot MobiH(>' Pioiocol pew has Acknowledged a 
given program dam unit. 

The Interact Mbtnlity Protocol provided in aocordanoe with the 
present invention is designed to be an overlay ca existing netwodc 
topologies ood teduxtlogies. Duo to its indifference to the underlying 

15 ' network architecture, it is transport agnostic. As long as there is a way for 
packeiixcd data tu traverse between two peers, Internee Mobtliiy Protocol 
can be deployed. Each node's netwodc point of presence (FOP) or network 
infrastructure can also be changed wittwut afPocting the flow of data excqit 
where physical boundary, policy or limitaiionx of bandwidth upply. 

20 With the help of the layer above. Internet Mobility Protocol 

coalesces data from many sources and shuttles the data between iht peers 
using underlying datagram facilities. As each discreto unit of data is 
presented tram dsc upper layer, Internet MobiTity Protocol combines into a 
single siream and subsequDntly submite it for transmission. Tlie data units 

25 . axe (hen forwarded to the peer over the existing network where upon 
recepdoo, with the help from the layer above, the stream is demultiplexed 
back iDto multiple distinct data units. T^* allows for optimum use of 
available bandwidth, by genenting the maxinwm) sized netwoik ixwas 
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possible for each new tnuumi&siou. Thds ulso has Uie added benefit of 
trmaas the chanuel once for maximuju bandwidtli utilization aod bsve its 
pamneten ap(4ied to all sesstoo level connectioas. 

In ran insiancxx wbere one chaunel is iasutncicnU the Internet 
5 Mobility Protocol further allows muUlple channels to be establislied 
between the peers -- thm allowing for data prkcitization and possibly 
providing a gaaraateed quality <rf service Qf the underlying netwtvk 
provides the service). 

The Internet Mobitily ?rotncol also provides for dynamically 

10 selectable guaranteed or imceliable levels of scrviL-c. For exanqilc, each 
protocol data usit that is submitted fur tiansmission con be queued with 
^Ixcx a validity time period or a nombcr of itttraosimt attempts or boik 
bitemei MobiJ&tjr Protocol will expire a data unit wlien eiltter fbrcshold is 
leached, and remove it from subsequent transmlssioa atrempcs. 

15 lotcroct Mobility Protocors addidooal protocol uvcrhcad is kept 

nu'iiimal by use of variable length header. The foune type and any optional 
fields detenmne the Ki<ec of tbo header. These optional fields are added in a 
specific order to enable easy panting by the receiving side and bits in the 
header flag field denote their presence. All olbcr control and configuration 

20 ipformatioa necessary for the peers to cammunicale can be passed thrnugb 
the in-band control channel. Any oootnd information tbat needs to be sent is 
added to tho frame prior to any application level protocol data unit The 
receiving side processes Che control infiormation and then passes the rest of 
Ihepayload to the upper layer. 

25 Designed to nm ovcc relatively unreliable network links where the 

error prohabii tty is relatively iuj^, Internet Mobility Protocol utilizes a 
number of techniques to insure data integrity and obtain optimum network 
performance. To insure data mtegrity. a flMcher checksum algoiitfam is 
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used to detect ejraat fraiiies. This aJgoriOim was selected due to the fact of 
it.1 ciTicieiicy as weJ] as its detection capability. It cos detemiiiie cot oniy bit 
enocs. but also bit reoidcrins. However, other alternate checksum 
algorithnu maybe used ia its place. 
3 SequeitoeoumbersBK used to insure ofdei«ddeUvciy of data. 

Icte/net Mobility Protocol sequence nombcrs do not. howev», represent 
each byti of data as in TCP. Tlicy represent a Ixunie of data that caa bo, in 
one example imptementution, as large as 65535 bytes (indudins the Intenet 
Mobility Protocol heedei). Thc^ are 32 tnts or odicr conviaiieiil length in 

10 one c^xan9le to iiunire Chat wrap-around does not occur over htgb bandwidth 
]fD]cs in a liinitcd amount of time. 

Combiiiin; this capability along with tbe expiration of data, 
letraosmiUed (retried) frames may contain less informaiiota than the 
pnsvjotis veisiOD that was ^nented by tJte transmitting side. A fiume id is 

15 piovided to euobic detection of the latest venioned finamc. However, since 
data is never added in (he prcfcnxrd cmbodiiQettt and each clement removed 
is an entire protocol data unit, this is not a necessity tVx* sequence assurance. 
In one example, the Internet Mobility Protocol will only process (he Hzvt 
Instance of a specific Itame it receives - no matter how many other vendoos 

20 of dial frame ate transmitted. Each frame created diat cardes new user 
payload Is assigned its own unique sequence number. 

Performance is gained by ndng of a slidiTig window technique — thus 
allowing for more (ben one frame to be outstanding (transmittetO at a time 
before zcQuiriog the peer to acknowledge reception of the data. To insure 

25 timely debvery of the data, a posidve oekuowledgemem aixi timer based 
retianamil scheme is used. To further optimiix the use of (lie chansel, e 
sdccdve acknowledgement mechanism is employed d»t allows for fast 
retransmission of missing frames and quidc leoovery during lossy or 
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congested penods of netwoik connectivity. In one cxamp Ic, this selective 
acknowlcdgemoat xscchanlsm is repiv^scnlcd by an optiunal bit field thai is 
ijichidcd in the header. 

A congestion avoidaDce olgorithin is also included to allow the 
5 piTOtocoI to back off from ra|iid rettansmission of frames. For cxainplo, a 
fouod trip time can be calculatxx! for each fnmc that has successfully 
transfer between the peers without a retransmiL This time value is averaged 
and thea used as the basis for the retransmission timeout valoe. As each 
frame is sent, a timeout is established for Ibat f laoe. If an acknowledgemeut 
10 for that fnune is not received, and the frame has actually been transmitted, 
the frame is resent. Tlie timeout value is Then increased and dien used as the 
basis fot the next rctransinisainn time This rctraiuinfril time-out is bounded 
on both die upper and lown side to insure that the value is wilhin a 
reasonable range. 

15 Intenijet Mobility Pfotocol also considers the send and receive paths 

separately. This is especially useful on channels that ore asynunctric in 

nature. Bane on hystocsiis, the Internet Mobility ttetocol automaticany 

adjusts pazumeters such as frame size (fragmentation dueshold). number of 

firames outstanding, retransmit time* and delayed ac]cix>wled^meat time to 
20 reduce t]ic amount of duplicate data sent through the network. 

Due to the fact that Internet Mobility Protocol allows a node tii 

ungrate to different points of attachment on diverse networlcs, 

characteristics (e.g., frame size) of the underlying network may change 

midstream. An artifoct of this migration is diat frames that have been 
25 queued for trmismissbn on one net\t*ojV may no longer fit over the new 

medium the mobile device is cuzrently attached to. Combining this issue 

with the fact that fragmcntatjon may not be supported by all network 

infrastruchires, fiagmennuion Is dealt with al the Tnternet MobiliQr Pkotocol 
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level. Before each frame is nibmitted for tnmsxnissiOR. Inteniet Mobility 
Protocol assesives whether or not it exceeds the CDtrent fragmeatation 
tbre^old. Note that this value may be less than the cummt loaximum 
traaunisaion unit for perfonnanoe reason (smaller frames have a greater 
5 likelihood of reaching its ultimate destination then latgcr IramBs). The 
tnidcofr between greater proliicul overhead venns more retransmissioos is 
weighed by latemet MobiHcy Protocol, and the Um» size may be reduced 
in an attempt to reduce overall leti^smissioos). U a given ftame will fit, it 
is $eat is its entirety. If not, the trame is split into maximum allowable size 

1.0 for the given connection. If the frame is retransnntted, it is reassessed, and 
will be rcrrogmcnted if the maximuni timi&miiUion antt has been reduced (or 
alternatively, if Ok maximum ttansmissioa unit actually grew, the frame 
may he reseat as a single frame without fngmcntation). 

llie protocol itself is orthogonal in its design as either side may 

15 establiich or terminate a connectinn to its peer. In a particular 

implomentation, however, there may be a few mi nor opemtionaJ differences 
in the protocol engine depending on whciv ii is nioning. Rm* exan^le, ba^ed 
on where the probxx^ engine is ninning, certaia inactivity detection and 
connection lifetime timetnits may be only invoked on one side. To allow 

70 administrative cosCrol, Internet Mobility Protocol engine running on the 
Mobility Management Server 102 keeps track of inactivity periods. If the 
spcdfied period of time cxpiros without any activity Ssmx the- JMolsIc tstii 
System 104, the Mbbili^ Management Server 102 may tenninate a session. 
Alio» an administrator may want to limit the overall time a particular 

25 connection may be established for, or wben to deny access base oo throe of 
day. Ai^in diesc policy Hi^xn may, in one example implcmenCntion, be 
invoked only on the Mobili^ Management Saver IQZ side. 
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In one example iinplenientadon, tho software providing the Intemet 
Mobility Protocol is cnmpllcd and executable under Windows NT, 9x, aad 
CH environmeDts with no plaff arm specific modification. To accompfish 
ihi», rniemet Mobility Protocol employs tlie services of a netwoifc 
5 ebstcaction layer (NAL) to send and receive Intemet Mobility Rrotoool 
frames. Other standard utility functions such as memory Tnanagemenl, 
queue and lUt management, event logging, alert system, power 
maDsgement, secnriiy, etc are also used. A few nutiine pannnetexs are 
modified depending on wbether the engine is part of a Mobile &id System 
iO 104 <v Mobility ManagemeDt Server tU2 system. Somo examples of this 
are: 

• Certain timeouts are only icvoked on the Mobility Management 
Server 102 

• DitectioD of frames are imfieated witiiin each frame header foe 
IS echo detection 

• Inbound connectioas may be denied if Motele End System 104 is 
so configured 

■ Alerts only signaled on Mobility Managcxnoat Server 1 02 

■ Power maoasement enabled on Mobile End System 1 04 but is oot 

20 necessary on tho Mobility Management Server 102 

The Intemet Mobility Protocol interface may have only a small 
nmnber of "C callable platform independent published API functions, and 
cequrres one CVS qiecific function to schedule its work (other then the 
aforementioned standard utility functions). Commnnicatloas with local 

23 cUcnti in achieved through the use of dclincd work objccUi (work rctjucsis). 

Efficient ootilicaiton of tbe completion of eacfa work element is 
accompUfihed by signfllxng ihe requesting endty through the optional 
• oompletion callback routine specified as part of the work object. 
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The Ijitemel Mobility Protocol engine itself is queac based. Worfc 
elements passed fton local clients arc placed on a global work queue in 
FIFO ordor. 'llus is accoxoplishod by local clients catling a published 
IniemeC Mobility protocol functioD such as TrotocoIRequestworkO**- A 
5 scheduling function inside of loterner Mobili ty Pn^ol then removes the 
woric a ad dispatches it to the apprc^ate tunction. Combining the queuing 
and M:heduliiig mechaninns conceal the differences between operating 
system ardritocturcs » allowing the ixnoioco! engine to be lun undtt a 
ibreaded based scheme (e.g., Windows NT) or in a synchronous fashion 

JO (e-K-, Microsoft Windows 9* & Windows CE). A priority scheme can be 
overlaid on top of its queuing, thus enabling a guaranteed qi2alit>'of service 
to be provided (if die undalying network snppcxtts it). 

I^om the netwink perspective, the Inlemei Mobility IVotocd uses 
scatter-gather teduuques to reduce copying or jnovement of data. Eacb 

I S transmission is sent to the NAL as a list of fragments, and is coalesced by 
the network layer trdjosport If the transport protocol itself supports scsncr- 
gatbw, the frugnieni list is passed through the transport and assembled by 
the media access layer driver or hardware. Purthennoie, fliis technique is 
extensible in that it allows the insertion or deletion of any protocol wrapper 

20 3t any level uf the proUicoI stack. Reception of a frame is signaled by the 
NAL layer by calling back Jntecnet Mobility Protocol at a specified entry 
point that is (tesignatcd during the NAL tegistration process. 

Eiramplc Internet Mobility Protocnl Rnplne Kntrv Pofaits 

Internet Mobili^ Protocol in the exampb embodiment exposes four 
25 conunon entry points that control its startup and shutdown behavior. These 
procedures arc: 

1. Jntemet Mobility FxotocolCreateO 
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2. iDtcmct Mobility ProtocolRunO 

3. iDtunct MobiUly ProtocoUIallO 

4. Iniernet Mobility PirotocolUDload() 

Emmplc Internet Mo^iflitv PrOtoCOlCreateO 

5 Tbo Interfiet Mobility FrotocolQeatcO function is called hy the boot 

subsystem to initlali7.e ibft fntemet Mobility Protocol. During this first 
phaw. all resouicc necesxary to start processing work mu&t be acquired and 
initialized. At the: complecioo of this phase, the engiae must be in s state 
ready to accept work ftom otbcr laym of the cystem. At this point, Internet 

10 Mobility Protocol iiutiatizea a global cunfiguraljon table. To do this, it 
cmploy5 the Ncrviccs of the Configuration Manages- 228 to populate the 
table. 

Next it registers its suspend and resume notificatioD functions with 
the APM handler. In one example, these functions are only invoked on the 

15 Mobile Hud System J 04 side ~ bat in another implementatioo it might be 
desirable to allow Mobility Monagemeai Server 102 to suspend during 
operations. Other woiidag sa)ra£c is then allocated £tom the memory pool, 
such as the global work queue, and the global NAL portal list 

To limit the maximum amnuot of runtime memory required as well 

20 as instoing Internet Mobility Pratoc<4 handles are unique, Internet Mobility 
Protocol utilizes a 2- tier array scheme for gencratiag handles. The 
globalConztectiooArray tabic is sized based on the maximum nnmber of 
slmultoneouB connection the system is oadfigured for, and allocated at diis 
time. Once all gbbal storage in allocated and initialiml, the global Internet 

25 Mobility Protocol state is change to _STAT15JCNniAJLXZE_. 
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Example Internet Mobility ProtocolRunO 

The Internee Mobibty PlotocolRunO ftnction in called after all 
fiubsysceros have beeo initialized, and to alert tt» Intemot Mobility Proincfll 
subsystem that it is okay to start processing any queued woik. This is the 
5 Donnal state that the Internet Mobility Protocol engine is during general 
operations. A lew second pass imtiolizatioo iiepi are taken at this point 
before placing the ea&at into an operatiooal stata 

Internet Mobility ftotocol allows for networlr communications to 
occur over any arbitrary lntcrf8cc(s). Duiing the initializauon step, the 
10 siotngo for the interface between Internet Mobility Protocol and NAL was 
allocated. Tnlcmct Mobility nrotoool now walks through (he global portal 
list to start all listeners at tbe KAL. lo one example, this is comprised of a 
two step process: 

• Internet Mobility Protocol requests rtie NAL layer to bind and 
J 5 open the portal based on configuration supplied during 

tnlttaJization time; and 

* Intemet Mobility Protocol then notifies the NAL layer that it Is 
ready to start processing received frames by registering the 
iDtomot Mobility ProtocolRCVFROMCB call hack. 

20 • A local persistent idcotiflor (PID) is then initialized. 

The global^ [ntemet Motility Protocol state is chaiige to 
_STATa_RUN_. 

Example IntKrnct Mobility Fri^^pcolHaU 

The Intcnxw Mobility ProtocolHfllt() ftjocdon is called to alert ihc 
25 cngino that the system ia shutting down. All resouives acquired dining its 
operation are to be release pdor to returmng from tbs function. AU Internet 
Mobility' Protocol sessions are aboonnally tenniuated with ilae rea$oo code 
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sel to adaiiimstrBiive, No funhex work is accepted frora or pasted to otiier 
layetx once the engine has entered iDto .STAT^.HAX.TED. slate. 

Enamnle Intemet MobiMtv rrotocolUnlnadO 

The Internet Molrih^ PiotocolLhilcNidO fiuictioii a the second phase 
5 of flie shutdown process. Ttus is a last chance for en^ne to rclca.% any 
itllttcatcd system icsovrucs stiU bdng held before returning. Once the cn^ne 
has remmed frain this Tunctiua no fiullier work will be executed as the 
system itself is termiuatuig 

Example Internet Mobility Protocol handles 

10 (n at [east some examples, using jnst the address of the memoiy 

(which cnntaiox the lalemct Mobility Pirolocol state infonnatitm) as the 
token to describe w Inteznet Mobility Protocol conneptioa may be 
insutTidcnL This is mainly due to possibility of one connectioi] tenninatiug 
and a new one startinj; in a short period of time. The probability that die 

IS meoiory allocator will reassign the same address for different connections is 
high — and this value would then denote bo(b the old connectioo and a new 
connection. If the original peer did not hear Hit terminatioa of the session 
(i.e. it was off, suspended, out of range, etc.), il could possibly send a fxtam 
on (be old sesskm to the new connection. This happens in TCP and will 

20 cause a reset lo be generated to the new session if iht peer's IP addresses 
are the same. To av<»d ibis scenario, Internet Mobility Protocol uses 
maoufacturcd handle. The handles are oiadc up of indexes into two arrays 
and a nonce for nniquonBss. The tables are laid out as follows. 

Ta^ y te, ,l,: an array of poimsnt to an artsy of connectiDn object 

25 Table 2 : an acray ot'coimection objects that contains the leal 

pointers ti> the Internet Mobility Protocol control bJocksi. 
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This technique oiiainuzes the amount of memory beiitg allocated at 
u2iuaU;u)tion Cimc. Table I is sized and allocated al startup. On the Mobile 
End Sysl^ 104 side this allon's allocation of a small amount of memory 
(the memory allocalioo roquirsd for ihiit Table 1 on Ihc Mobility • 
S ManageineoL Server 102 side is somewhat lai^ger sioce the server caii liave 
many connections). 

Table I is then populated on demand. When a connection request is 
issued, lotcmct Mobility Protocol searches through Tabic ) to fmd a valid 
poin^ to Table 2. If no catties are fcwnd, then Intenwi Mobility Protocol 

10 wiD allocalB a new Table 2 with a maximom of 256 connection objects - 
aud then stores the pointer to TabJe 2 into the appropriate slot i a Table 1. 
The protocol eoginc then initializett Table X allocates a connection object 
from the newly mated table, and returns the manuCaccuied handle. If 
another session is requested, Internet Mobili^ Ptotocol will search Table 1 

IS once uguio. Hod the valid pointer to Table 2» and allocate Uw next 

connection object fca tbe session. This goes On until ooe of two situations 
exist: 

• ]f all the coDUMsction objects ate exhausted in Table 2, a new 
TaUc 2 will be Bllocaced. initialized, and a pointer to U will be 

20 placed in the next available slot in Table 1 ; and 

« If all connection objects have been lekased for a spcciHc Table 2 
instance and all elements are imused for a speciDed p^od of 
time* die storage for that instance of Tabic 2 is released back to 
die memory pool and the associated pointer in Table 1 is zeroed 

25 to i ndlcQtc diat dial entry is now available for use when the next 

conncutiun request is started (if and only if no other connection 
object are available in odier instances of Table 2). 



I 
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Two global counters are nuiotained to allow limiting the total 
nUDDibec-of coaoections allocated. One global counter counts the nuoibcr of 
cuxreot active connections; and the other keeps track of the number of 
unalliivated coimeciion objects* The second counter a u&od to govern the 
5 total number of connection ol^ect that can be created to some arlHtrary 
litnii. When a new Table 2 is allocoted, this counter Is adjusted downward 
to account for the nnmber of objects the newly aUocated table represents. 
On the flip side, when Internet MobiUty Protocol releases a Table 2 h»tance 
tMicfc to the momory pool, tfao counter is adjusted upward with the number of 
10 ccmnection objects that are being released. 

Example Work Plow 

Woici is requested by local clients through the laiecnet MobiBty 
ProtocolRequestWcxlU) function. Once the vfoxk is validated and placed on 
the global work qtwue, the Internet Mobility PiotocolWdEkQueiicEli^blcO 

15 function is invoked. If in a flueaded eoviionment, tiie Internet Mobility 
Protocol worker ttircad is signaled (marked eligible) and control ts 
immediately reamed to the callirvg waxy, IS in a syncbionous eavlioDmcnt, 
the global woric queue in inunctfiatcly run (o process any work tbit was 
requested. Both methods end up executing the Intemet Molality 

20 ProtocdlProeessWoilcO jfimction. This is die main dispatching function fur 
picccssing work. 

Since only one thread at a time may be dispatching work from (be 
global queue in (he example emhudinifint, a global semaj^iorB muy be used 
to protect against recntrancy. Private [nleroet Mobility ProK)col work can 

39 post worlc directly to the global work queue instead of using tiie Internet 
Mobility PtotocolRequestWorkO function. 
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A special case exists tor SEND lypc woA- objects. To insure that the 
semontics of Unreliable Datagnuns is kept, each SEND type work, object 
can be queued wiUi an ej^niy tunc or with a tetcy count. Wmk will be aged 
based on the expiry tinier If the speci&ed tuDcont occsfs. die work object is 
S ceDtoved from the coimectiCD specific queue, ami is completed with an cmxr 
suuus. Jf the SHKD object has already been coalesced into the data path, the 
{Holoooi allows Tor (he removal of any SEND object that has specified a 
retry count Once the retry count bus been exceeded, the <rf)}ect is removed 
from the list of foments that make up the specific frame, and thca cetumed 
10 to the requestor with the appropriate eoor status. 

E«amDte CmmeetionStartBn 

Internet Mobility Protocol includes a very efTicient mechanism to 
establish connections between peers. Coofirmatjon of a connectioD can be 
determined In as little as a tbree-frame exchange between peers. The 

IS initiator scTids an IMP SYNC irame to alert Its peer that it is requesting the 
establishment of a connection. The accqstor will either send an IMP 
ESTABLISH frame to conlirro acceptance of the coonection, ox send an 
IMP ABORT trame ta alert (be peer that its connection request has been 
rejected. Reason and status codes are passed in the IMP ABORT £rame to 

20 aid die user in deciphering the reason for the rejection. If the connection 
WQS accepted, qu acknowledgement frame is seni (possibly including 
protocol datA unit or control data) and is forwarded to the acceptor to 
acknowlcdjje receipt of its establish fhone. 

To further minimize network txafHc, the protocol allows user and 

2S cuntrol data to be iochJded in the initial handshake mechanism used ol 

connection startup. This ability can be used iu an insecure cnvironiDent or in 
environments where secuzi^ is dealt with by a layer below, such that the 
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rntcmct Mobility Pfotcxx)J can be tailored to avert the peribrmaiice penalties 
dae to double security auUientication and encryption processing being done 
over die same data path. 

Example Data transfer 

S Internet Mobility Protocol lelies oo sisnaJing from tbe NAL to detect 

whea a frame has beeo delivend to the network. It uses this metric to 
deteanine if tb& network bok in question has been nxntieiitarity tlow 
controlled, and will not submit the same frame for retransmission until the 
oiigioal lequest has been complex Some netwoil drivers however lie 

to about the tiaiumhskMi of frames and indicate delivexy prior to sabmitting 
them to the network. Through the use of semaphores, the Intern^ Mobility 
Protocol layer detects tbis behavior and only will send anotfaer datagram 
until the NAL returns from the original send request 

Once a frame is received by Internet Mobility Protocol, the frame is 

15 quickly validated, then placed on an. appropriate connection queue. If die 
frame dees not contain enough infomiation for Internet Mobility Protocol to 
disccni its ultimate destiuation, the fiajnc is placed on tlis Internet Kfobility 
i^txx9ol socket queue dint the frame was received on, and then thai socket 
queue is place on the global work queue for subsequence processing. This 

20 initial dorouldplexing allows received wodc to be di^wrsed rapidly with 
limited processing overiiead. 

Example Acqniegcipj! 

To insure minimal use of network bandwidth during periods of 
jetraosniissian and processing power on die MoHlity Mamigeinent Server 
25 102« the protocol allows the Mobility Management Server 102 to 

"acquiesce" a connection. After a user conngorable period of time» tbe 
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Mobility Muoagpnuait Server 102 will stop letnuisoutting frames for a 
particular connection if it receives ao noUficatioii frmn the corresponding 
Mobile End System 104. Ac this point, the Mobility Mamtgement Servw 
102 assumes ttkat tbo Mobile End System 104 is io some unreachable state 
S (i.e. out of lange^ suspended^ etc), and places Uie connectioa into a donnant 
stato, Any further work destined for thw particular connection is stored for 
future delivery. The connection wiU remaia in this stats mitU one of the 
foilowidg c<»idljtioo8 arc met: 

• Mobility Management Server 1 02 receives a frame from the 
10 Mobile End System 104. tbus recoroiog the connection to its 

original state; 

• a lifetime timeout has expired; 

<* an inactivity timeout has e^ied; or 
» the connection is aborted by the system admiivstrator. 
15 In tlie case thai the Mobility Managcmcsnt Server 102 receives a 

frame from the Mobile End S)'Gtem 1 04, the conneciiun continues from the 
point it was imenuptcd. Any work thai was queued for the specific 
coitsecticm wtJl be forwarded, and the state will be resynehrooized. Jo aay 
of the other cases, the Mobile Bnd System 104 will be apprised of the 
20 tcmilnatioD of the connection once it reconnects; and work that was queued 
for the Mobile End System 104 will be discarded. 

Ex amnle Connegt hhi^ Send Reoueste 

Figures 1 0A- IOC togedicr axe a flowcbartof example conocct and 
send request logic farmed by Internet mobiiityengiDe 244. In respODse to 

35 receipi from a coiDiuand from RPC engine 240, tho Internet Mobility 
Protocol engine 244 dctwmincs whether the command is a "connect" 
request (decision lAack 602), If it is, engine 244 determines whether 
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connection resources can be allocated (decision block 603), If it i« not 
possible to allocate sufficient connection rcscmrces ("oo" cxU to dedsion 
block 603). engine 244 dociares an error (block 603a) and cetonu. 
Otberwisc engine 244 pafomis a state confisuraiion pracess in preparation 
S for handling Che connect Teqiiest (blodk. 603b). 

Pof connect and othci' requests, engine 244 queues the connect or 
send lequest and sigoak a global cvcot before return to the calling 
a^lication (hkidk 604). 

To dispatch a connect or scad request from tbe Internet MobiUty 

to Prvtocc>l global request queue^ engine 244 &st determines whether any 
work is pending (decision block 60S). If no woric is pending ("no" exit to 
decision block 605)» engine 244 waits for the appKcatton to queue work for 
the conneclian by going to Hgure IOC. block 625 (block 605a). tlwie is 
work pewling ("yes* exit to decision block 605). eogiae 244 datcrmincs 

15 whether the cuiTent state has been esublishcd (block 606). If the stale 

establish has been achieved ("yes" exit to decision block 606), engine 244 . 
can skip steps used to transiticm into establish state and lump to deciaion 
block 61 S of I^guTD 1 0B (bkick 606a). Otherwise, engine 244 must perform 
a sequence of steps to enter establish state ("no" tJox to decision block 606). 

20 In order to enter establish state, engine 244 fmt dclerminea wbclhcr 

the address of its peer is known (dBCisi<» block 607), If not. engine 244 
waits for Utc peer address while coniiouing to queue woik and transilions to 
Hgure IOC block €25 (block 607a). If die peer address is known CVes" exit 
to decision blodk €07), engine 244 next tests whether the requisite secuii^ 

25 conteTCt has been acquired (decision block 608). If not, engine 244 must 
wait for the security context while costiauiiig to queue work and 
tnmsilioniog to block 625 (bkick 608a). If security context has ahcady boon 
acquired ("yes" exit to decision block 608). engine 244 dociares a "state 
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pending" state (block 608b), ond then sends an Internet Mobility Protocol 
sync Crams (bloclc 609) and starts a rctntosinU timer (block ^10). Cogine 
244 detcnxuncs wbether the correspoodiDg estal>Usbed frame was received 
(block 611). IT it was not ("no" exit to decision block 611}, engine 244 tests 
5 whethex the retransmit time has expired (decision block 612). If the 

decision block bas not expired ("no" exit to decision block 612), ci^g^ne 244 
waitii and may go io step 625 (block 613). EventuaUy, if ttie established 
frame is never jvcdvcd (as tested for by block 61 1) and a total icUaiisinit 
time expires (decision block 614), the connection may be aborted (block 

10 6l4a>. If the established is eventually received ("yes" exit to decision block 
611), engine 244 declares a "scale establifihed' state (block 61 la). 

Once alate eslablisb has been achieved, engine 244 teats whether the 
new connection has been authentic&ted'(decisioa block 615). It' it has not 
been, engiae 244 may vfatt and ttaosidoa to step 625 (block 616). If the 

1 5 connectioQ has been aHthenticaicd ("yes*" exit to decision block 61 5), engine 
244 tcKti whether authentication succeeded (docisioa block 617). If it did 
not Ctao" exit Id decision block 617). the cooaectionis aborted (block 
614a). CXberwLse» engine 244 tesB whcdier the peer transmit window la fUn 
(decision block 613). If it is ("yes" exit to decision block 61$), engine 244 

20 waits for acknowledgment and goes to step 625 (dcdsiun block 619). If Ihc 
window is not fnU C^o" exit to decision block 618), engiuB 244 creates an 
Internet Mobility Protocol data Grame (block 620) and sends it (block 621). 
Engine 244 ttten dotcraunes if the retransmit tioior haa started (decision 
block 622). If no, engine 244 startt the retronsmtt timer (blodc 623). 

25 Engine 244 loops through bluckx 61S-623 until there is no more data to 
send (as tested for by decision block 624). £ngine 244 then xetwns to a 
steq) Diode waiting for more work and rstunu to the global dispatclicr 
(block 625). 
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Eanunple Tenninntloo 

l^gure 1 1 is a flowchart of example st^ perfoamed by latcniel 
MotnUty Protocol cogiiw 244 to tcmuuate a coaaectioa. In response to a 
"temu&ate connection" request (block 626), Ihe en^ne queues Uic request to 
S its global worV queue aod returns lo the calling s^lication (block 626a}. 
The tBDniDato request is eventually dispatched from the IxUemet MobiKiy 
Protocol pioceas global woit qticue for exccutioa (block 627}. Engine 244 
outotuies the tennoinate leqtiest and detennlnes whcdicr the tcnninate 
tequCvU should be hnmediate or graceful (decision block 628). IS immedate 

10 ("abcfft* exit to dtxusiua block 628), engine 244 inrmcduttcly nUxVi the 
connection (block 629). If graceful ("graoefur exit to decision hlodi: 628), 
en^ne 244 declares a "state close" state (block 628a). and sends an Internet 
Mobility Ftotoool "Mortis" frame (block 630) to indicate to the peer tbat the 
cunnectioTi is to closo. Engme 244 then declares a "Moitis" state (block 

15 630a) and sums the retransmit timer (block 631). Eogiae 244 ie<;t2i whether 
die response of "post nuMem' frame has been recei\'ed from Ibe peer 
(decision block 632). If not ("no" exit to decision block 632)» engine 244 
determines wbctficr a retransmit cimer has yet expired (decision block 633). 
If ihe retransmit timer is nol expired ("no" exit to dcciBion block 633), 

20 engine 244 wuits and proceeds to step 637 (block 634). If Ibe rcminsTnit 
timer has expired ("yes" exit lo decision block 633). engine 244 determines 
whether the total retransmit time has expired (dedsion block 635). If the 
total time is not yet cxfHred ("no" exit to decision block 635), cootrol retniQS 
to block 630 to r&sent the Mortis frame. If the total retransmit time has 

25 expired ("yes" exit to decision block 635)i eogtae 244 immediately aborts 
the conniection CUock 63Sa). 

Once a "post mocieffl" responsive frame has been received from the 
peer ("yes" exit to decisioa block 632), engine 2A4 declares a "post mortem" 
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state (block 632a), rclcaws connecdon resources (bloclL 636), and returos to 
sleep waiting for more work (block 637). 

Ryamnlg Retfannmission 

HsuTB 12 is a flowchart «f example "relransjiui" events logjc 
5 performed by Ijiternct MobiHiy Bcutocol engine 244. In the event that the 
retzaasinit timer has expii^ (block 650), engine 244 detenmnes whether 
any frames are wutslandiDg (decision block 65 1). If no frames are 
outstaudiog ("do" exit to decision block 65 1 )i engine 244 dismisses the 
tiiner (block 6S2) aixl retuiiis to steep (block 660). If, on the other hand. 

10 firames are ontstaAding ("yes* exit to decision bbck 65 IX cagjmc 244 

dfitemunes whether the entire retransmit period has expired (docisioo block 
G53). If it has not ("uo" exit to decision block 653), the process returas to 
sle^ for (he difference in time (block 654), If the entire retnuumit time 
period has esqpired ("yes' exit to decision block 653), engjne 244 deiermmes 

IS' whether o total fctranfnmit peruMl has expired (dedsion block 655). TfUhas 
("yes" exit to decision block 655) and this event has occurred in Oie 
Mobility Maaagcnxmt Server engine 244' {as of^xiscd to the Mobile End 
S^-stem engine 244), a donnant state is declared (decision block 656» block 
656a). Under these same conditions, the Iwemet Mobility Prolncol engine 

20 244 executing on the Mobile End System 1 04 will abort the connection 
(block 656b). 

If the total retransmit period is out yet expired {"no* exit to decision 
block 655), eogiiie 244 reprocesses the frame to luoove any expired data 
(block 657) and then retransmits it (block 658) ~ lestaning Hvs cetransmit 
25 timer as it does so (block 659). The process then returns to sleep (block 
660) tu wait for tiic next eveiit. 
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Rxomnle Intcraet MoblHtv Protocol expiration of a PDU 

Figure 12 block 657 allows for ihft requesting l^V^ interface to 
specify a tiraeout or retry couat for expiration of any protocol data unit (i.t. 
a SEND woxk fequest) submitted (ot traasmissioa to the associated peer. By 
5 Qse of this fuftctionality. InseraeC Mobility FrotDcol engine 244 maiotaiiks 
the semantics of uuztlisble tfata and provides other ciqnbifities such as 
unreliable data removal from relninsniittod Iraises. Bach PDXJ (protocol 
data unit) S06 submitted by the layer above can specify a validity timeout 
and/or retiy couat for each indivjdoa} dement that wUl eventually be 

10 coalesced by the Internet Mobility Ptotocol engine 244. The validity 
tinxsout and/or retry count (whidi can be oscr-spccined (at some 
applications) are used Lo detertoine which PDUs 506 tihuuld not be 
retraasmlued but should instead be removed fsorti a trame prior to 
retransmission by engine 244. 

IS The validity period associated with a PDU 506 sperafios the relative 

time period that the respective PDU should be conmdeicd for trannnission. ■ 
During submis&ion. (ho Inlcmct Mobility Protocol RoqueetWork function 
checks the expiry timeout value. U it is non-zero> an age timer is initialized. 
The requested data Is then queued on the same queue as all other data being 

20 forwarded to the associated peer. If the given PDU 506 lomains on Che 
queue for longer than the tijne period specified by the validity period 
parameter, during the next event tiiat the queue is processed, the given (all) 
PDU(s) that has an expired timeout is removed and completed locally with a 
status code of "timeout failore" rather than being Transmitted wheD tho 

73 frame is next refiraasmitted. This algorithm ensures that imieliable data 
bcjDg queued for transmission to the peer will not grow stale and/or 
boDodlessly consume system resources. 
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■ 

In the example shown in Figure i2A, at least three separate POUs 
506 QIC qucQcd to Internet Mobility Protocol engine 244 for Bub&equDut 
processing. PDU 506(1) 19 queued without an expiry lime deootiag no 
timeout for the given request PDU 506(2) is specified with « vaUxIity 
5 petkKJdf2s60oiKUandischiDnolQipcaUyqueuediiftEvP]3U5^ PDU 
506(n) is queued 2.5 seconds after PDU 506(2) was queued. Since Iht; act 
of quctiing PDU 506(n) is the fust event cinising processing of tlie queue 
and PDU 506(2) expiiy time has lapsed, PDU 506(2) k lemoved from the 
wurk queue, compteted locally and then PDU 506(n), is placed on the list. 
10 If a validity period was specified for PDU 506(n) the previous soqnence of 
events would be repeated Any event (queuing, dequeuing, etc) that 
manipulate:! the work queue will cause stale PDUs to be zemoved and 
coQiplrted. 

As described above, PDUs 506 are coalesced \xy the Internet 
15 Mobility Frotocnl Engine 244 transmit logic and fnrmaited into a single data 
stream. Each discrete work clemenl, if not previously expired by ihc 
validity timftout, is gathered to formulate lotemei Mobility Protocol data 
frames. Internet Mobility Protoccd Eogioo 244 ultiraalely soids these PDUs 
506 to the peer, aad Oien places the associated frame on a Firames- 
20 Omstanding list If the peer docs not ackno«'ledge the rcspccdvc frHinc in a 
predetermined amount of lime (see Hgure 12 showing the retransmission 
algorithm), die frame is retransmitted to recovcf finim possibly a lost or 
oonvpted packet exchange. Just prior to ictransmissioii, the FPU list that 
ifae frame is comprised of is iterated through to determine if any requests 
25 were queued vvith a retry count. If the retry count is noc zero, oad the value 
is decremented to zero, the PDU 506 ts removed from the list, and the 
frames header is adjusted to deooie (he deletion of data. In this lashioo, 
state data, unreliable data, or applxcatioos employing tbelr own 
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retTaosjaussion policy arc not bunteaed by caffms 244's [ctransmiKsion 
algorithm. 

Id the Rgurc 12B example, again ihrce separate PDUs 506 ore 
queued to Iiicernet Mobility Fkotoool ei^ne 244 for subsequtsnt processing. 
5 PDU506(l)is queued without a retiy count. This denotes continuous 
FctronsmiflsioD attempts or goatanteed delivery Icvel of service. ?DU 
506(2) is queued wiUi a retry count of I and is chronologically queued after 
PDU 506(1). PIJU 306{j») is queued sometime after PDU 506(2). At ibis 
point, some external event (e.g., upper layer coalesce tiow, etp.) causes 
10 enj^ne 244's send logic to gcnciate a new frame by gathering enough PDUs 
506 from the worlc queue to gener ato an Internet Mobility Protocol data 
frame 500. The frajr^e headra- 503 is calculated and siajupcd wilh a retry ID 
of 0 to denote that this is the first IransnnRsioD of the finnne. The frame is 
ifaco baoded to the NAL layer for subsequent transmission to the netwoik. 

15 At this point a reuansmit timer is started since the frame in queslioD 
contains a pay load. Par iliugtrotLoD putpose^ it is assumed that an 
acknowledgement is not received from the peer for a variety of possible 
reasons before the ictransinit timer expires, llie xetiaasnut logic erf ej^ine 
244 detcrmiDOS Ifaat the frame 500 in question is now eligible for 

20 retransmission to the necwoclc Prior to resubmitting the fnmo to the NAL 
layer, engine 244's retransmit logic iterates through the associated list of 
PDUs 506. E&Lh PDU's retry count is cxaniioed and if non^zero. the count 
is decremented. In the piocess of dacrcinentiag PDU 506(2)'s retry count, 
the retry couut becomes zero. Because FDU S06(2)'s retry count has gone 

25 to zero, it is reniovod from the list and convicted locally with a slatvis of 
"retrj' failure. " The frame header 503 size is then adjusted to denote the ' 
ahscucc nf the PDU 506C2)'8 data. This procesa ia repeated foe all 

■ 

remaining PDUs. Once the entire fnune 500 is reprocessed to produce an 
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'^edited" Jrame 50(y, t)ic retry YD bi die header is incceroeDted cmd Ihe 
rcsultsni daugnun \s Chen handed to iho NAL layer fur subsequent 

Example Reception 

5 Figures 13A-1 3D arc a flowchait of cuunpb steps pcxfonncd by 

Internet MpbiJity Protocol engine 244 in lesponse to tecapi of a '^receive'' 
event. Such receive events are generated when an Intcraet Mobibty 
Protocol frame has beeo received from network 108. In response to tbis 
xeceive eveot, e^giJie 244 pre^-validatcs the event (block 670) and tests 

10 whether it is a possible Internet Mobiliiy Protocol frame (decision block 
671). If engine 244 detennises that the received fratne is not a possible 
frame ("no" exit to decision bJoctc 671 ), it discaixls the frame (block 672). 
Otherwise ("yes" exit to decision btoclc 671 ), eogine 244 determioes 
whether there is a connoction associated with the received firomc (decision 

J 5 block 673). If there is a connccttoo associated with the reed ved frame 
Cyes" exit to dccisjcMi block 673). eugioe 244 places the wodc on the 
coimecUon receive queue (block 674), marks the connection as eligible to 
receive (block 675\ and places the connection on the global work queue 
(block 676). If no conuection has ya been associated with the received 

20 ftome ("no" exit to decision block 673). engine 244 places the received 
frame on tlie socket receive queue (block 677) and places the socket receive 
queue on. the global wock queue (btoclc CT8). In either case, engine 244 
signals a global woiic event (block 679). Upon dispsitchiog of a '^ccivc 
eligible" event fnxn the global work queue (see Bgnre 13B). engine 244 do- 

25 queues the fraine from the respective receive quene (block 680). Jt is 

-possible that more then one IMP frame is received and queued before the 
Intemet Mobility Prutocui engine 244 can start de-queuing dse messages. 
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Engine 244 loops undi all frames have been de-queue (blods 681 , 6S2). 
Once a frame has been dequeued ("yes" ^it to dcctsioD block 6«^1), engine 
244 validates die received frame (block 683) and datcmnDBi whctlicr it ia 
dkty Cdedaon block 684). [f the received fmas is invalid, engine 244 
5 discacds it (block 682) and de-queues the next frame from (he leceive qiicuc 
(block 680). If the received frame is valW ("yes" exit to decision block 
684), engine 244 dcieonincs whethex U is associated with an existing 
oonnccUon (block 686). If it is not ("no" exic to decision block 686), en^iru» 
244 luits whether it in a sync frame (dcdsion Mock 687). If it is sol a sync 

10 fhum: ("no" exit to decisitxi block 687), ttie fhune is discocded (block 685). 
If, on th« other band, a sync frame has been received ("yes" exit to decision 
block 687), engine 244 processes it usin$ a pas^ve connecdon request 
dticussed in association with Figures 14A and 14B (block 688). 

If Ihs frame is associated witib a connection ("yes" exit to decision 

15 block 686). engme 244 detennines w^wdier tbe conitection stole is siiU 
active and not "post nwrtem" (decision block 689), If the conacciicn is 
already "post mottem," tbe frame is discarded (hlouk 685). Othciwisc. 
aigmo 244 parses the frame (block 690) and detennines whether it is an 
nbori frame (decision Uock 691). tf the frame is an abort frame, engine 244 

20 ixncoediately aborts the coonecUonCbloek 691 a). If the frame is not an aboci 
frame ("yes" exit to decision block 691), ea^ne 244 processes 
acknowledgment informatbn and releases any outstanding send frames 
(block 692). Eo^ne 244 then posCi the frame to any security subsystem for 
possible decryption (Mock 693). Once tbe frame is returned from die 

25 security subsystem oagino 244 proccscos any control data (bloek 694). 
Engine 244 (hen d&lennines whether the frame cojilaia^t application datu 
(decision Mock 695). If it does, this data is qoened to the application layer 
(block 696). Bnsine 244 also detennines whether the connection's state Ls 
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dormant (block 697 and 697a — tlus cao happen on Motniity Management 
Server en^iie 244' iti ibe pre(vaxd embodiment), and returns state back to 
est&blisbcd. 

]f the liaznc is p(»sib]y a "Morlia" frame ("yes" exit to doQsion block 
5 698), engine 244 indicates a "discannecf to tfae i^jplicadon layer (block 
699) and ealeis the "Mortis" state (block 6993), It sends a "post mortem" 
frame to the peer (block 700), and outers the "post mortem' state (block 
700a). Eqgino 244 thea iclcascs connection cesoorocs (block 701) and 
toaxm to sleep waiting fot more work (block 702). If the parsed ftame is a 
10 "post mortem" frame ("yes" exit to decurion block 703)* blocks 700a, 701 , 
702 axe executed. Otherwise, contcol returns to block. 6S0 to dequeue the 
next tianie from the receive queue (block 704). 

Example Padve Connections 

Blocks 14A-14B me tugetiier a flowchan of example steps 
1 5 performed by Internet Mobility Protocol engine 244 in respoate to a 

"passive coimcction" request. Engine 244 first deternaiues whether tlicre is 
another cunnectiun for this particular device (block 720). If there is ("yes" 
exit tD decision block 720)» the ra^ne detonnines wheiha it ia the initial 
connecdon (decision block 721). If peer beUeves the new connection is the 
70 ixntial conoectioo ("yes* exit to decision block 721), engine 244 aborts Oie 
previous conneciions (block 722). If not ihc initial connection ("no" exit to 
decision block 721), engine 244 tests wiicther the sequence and connection 
ID m^h (decision block 723). If they do not match ("no" exit io decision 
Uock 723). control retunsc (o decision Uock 720. If tile sequence and 
25 connection ID do match ("yes" exit to decisinn block 723), engine 244 

discards duplicate frames (block 724) and returns to step 680 of Hgurc 1 3B 
(btock725). 
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If ibere: is no other coiuiectioa ("no" exit to decision block 720), 
engine 244 dctcnnines whcUier it can allocate connection resources fur the 
connection (decision block 72(9. it cannot, un error is tbclared ("no" exit 
to decusioQ block 726. block 727), and the connection H aborted (block 

5 728). If it is possible to allocate coDaectioniesouices ("yes' exit to 

KlecisJoo block 726), engine 244 declares a "configine" state (block 726a) 
and acquires the security context for the connection (block 730). If it was 
not possible to acquire sufficient security contoU ("no" exit to decision 
block 73 1), the conoecdon is aborted {block 728). Otberwiso, engine 244 

1 0 sends an established frame (block 732) and declares the connectkxt to be in 
state "establish" (block 732a). Bngioe 244 then starts a retransmitter (block 
733) and waits for the authcnticatinn process to conclude (block 734). 
Eventually, engine 244 (esis whether the device and user have both been 
authuitlcafed (block 735). If either the device or tlie user is not 

IS authenticated, die connection is aborted (block 730). Otherwise, engine 244 
indicates the connection lo t))o liiitemng application (block 737) and gets the 
configuration (block 738). )f cither of these steps do not succeed, the 
conoeciioii is aborted (decision block 739, block 740). Otherwise, Qie 
process retuins to steep waituxg foe toore weak (^lock 741 ). 

20 Example Abnormal Tcn "<""rtftf^ 

Rgures 15A and 15B arc a flowchart of example seeps porfornied by 
the Intcmet MofaiUty Protocol engine 244 in response to an "abnzt" 
connection request. Upon tecdpt oi such a request firom another poucess 
(block 999) and dispatched via the qucuo (block lOOO)t engine 244 
23 deteraunes whetlvsr a connection is associated with the request (decision 
block 1001). rf it is ("yes" exit to decision block 1001), engine 244 uavcs 
the original istate (block 1002) and declaies an "abort" state (block 10Q2a). 



(153) 



JP 2004-509539 A 2004.3.25 



71 



Engine 244 then detenuines wlKther (he conoeclioD was indicated (o the 
KPC engine (decision block 1003) ~ ani if 80» iodicates a disconnect 
evenlCblock 1004). Engine 244 tbea dedazet a "post ouvtem" state (block 
1003aX releases die resources previously Blloaitcd to the particular 
5 cooDcctlon (block lOOS), and tests whether the original state is greater tlum 
the state pending (dedsioo block 1006). If not ("iio" exit to decision block 
1 006), the process transitions to block 1012 to return to the callioig rootinc 
(block 1007). Othcfwiae. ettgioe 244 detenunes whether the coquest is 
associated witii a received ^caxoe (decision block lOOS). Jf the abort request 
10 is associated with a received fhuiic, and ihc received frame is an about frame 
(decision block 1 000), the received Iromo is di&^ded (block lOlQ). 
Otherwiic engine 244 will send an abort frame (block 101 1) bctocc 
returning to the calUog routine (block I0I2). 

JExample Roamino Control 

Referring once again to legate 1, mobile network 108 may comprise 
a number of different segments providing different network iotetcoonects 
(I07a'107k corresponding to different wireless transceivers 106a~10Qk). In 
acconUmce with aaotber (ttpect of the pruom iavonttoa. network 108 
including Mobility Management Server 102 is able to gracefully handle a 
"roauung" condition in which a Mobile End System 104 has moved from 
one network interconnect to another. Commonly, network 108 topographies 
are divided into segments (subnets) for management and otber purposes, 
lliese different segments typically assign different netwofc (cmnspoit) 
nddiesses lo the various Mobile End Systems 104 wiihin the givea seigment 
It is common to use a Dynamic Host Ooofigoration Protocol (DHCP) 
to automatically configure network devices that are newly activated on snch 
a subnet For example, a DHCP server on the 5ut>nei typically provides its 
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clients with (among other things) a valid networlr addrc&s to "lease". DHCP 
clients may not have pennaneutly assigned, "hard coded" netwudt. 
addresHes. Instead, at booc lime, the DHCP client ceqnests a Donvofk 
Qddi^ss from the DHCP server. The DHCP server has a pool of nctworic 
$ addresses that are «vail:^ for assignincnt. When a DHCP cJient requests 
an nctworic addressi, the DHCP server assigns, or leases, an available 
Bddrcss from that pool to the clienL The assigned network address is then 
owned" by the client for a specified period ("lease duration"). When the 
Lease Gxpires, die network addie&s is returned to the pool and becomes 
10 available for reassignment to anodier client. In addition to anlomatically 
Bs.^igniAB network uddTessex, DHCP also piuvides netma.\ks and other 
confiiguralion infonnation to clients nmoia^ DHCP client software. More 
infonnation concemirtg (he standard DHCP protocol can be found in 
RFC2I31. 

15 Thiw. when a Mobile Bud System 104 using DHCP roams from one 

subnet to another, it will appear with a new network address. In Qcconlance 
with one aspect of the present invention. Mobile End Systenas 104 and 
Mobility Management Server 102 take advantage of the autonaatic 
cfaflguration functionality of DHCP, and coordinate together to ensure that 

20 the Mobility Mana^menl Server recognizes the Mobile End Sj'slcin'a 
"new" network address and associates it with the previously-established 
connection the KfobUity Management Server is proxying on its bdialf . 

One example embodiment nses standard OJICP Discover/OSer 
client-server hioadcust messaging sequences ax an echo requestt-reapunse, 

25 along with other ^tuiKlard mt;lhodolo{;ic5 tn order to determine if a Mobilo 
Bod System 1 04 has roamed to a new subnet or is out of range. In 
accordaoue with the standard DHCP protocol, a Mobile Bnd System 104 
requiring a network address wUJ periodically broadcost clirait identifiw and 
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hardwarc address as pai! of a DHCP Discover message. The DHCP server 
wUl broadcast its Offer TC$poosc (this message h broadcast rather ihaa 
transnutted specifically lo the ceqitcsting M<ibile Bnd System bccaiucc the 
Mobile End System docaa't yd have a aetwodc address to send to). Thus. 
5 any Mobile End System 104 on the particular sulmet wiJI pick up any DHCP 
Offer server response to &ay Other Mobile End System broadcast on the 
same subnet. 

This exafiq>]e embodiment provides DHCP Ustenen to mcMiitor the 
DHCP broadcast mossagcs and thereby ascertun whether a particular 
1 0 Mobile End System 1 04 has roamed irom ooe rabnet to another and is beh)g 
(^fered the ability to acqniro a new network address by DHCP. Rgurc 16 
shows example DHC? lisiener data stnictares. For example, a Mobile End 
Sysloni llslcnci data snucture 902 may cumpriae: 



• a counter ("piae"), and 

• a timeout value. 

A sorvGf data structure 904 may comprise a linked Ust of data blocks each 
denning a different DHCP server, each data block comprising: 



• a linked list of server data structui-es, 



15 



• an integer transaction ID number (xid). 



20 



25 



a pointer to next server, 

a server ID (necworic address of a DHCP stfver). 

an address (giaddr) of a BOOTP rcl^ agent recently associated 

with diifi DHCP server. 

a "ping" value (sodxt -> piag), and 

a flag. 
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These data structures are ccintinual]y updated bused on PHCP 
broadcast tnitric app^mng oa network )0S. Ths foUowiog cxannple 
fuQctioos can be used to niainft«'n these data stnictures: 
« zoamCicateO (initialLze variables] 
S • roaniDeiniflajtiEcO [delete aUlistoncR] 

• tbamStaitlndicattoasO 3 supplied caUbacIe routtnc when a 
Mobile End System has roamed or changed int«faces, to give a 
registrant roaming indicatiinuij 

• lOaniiStopIiidicationsO [remove the appropriate callback from the 
10 list, to stop giving a registrant roanung indications] 

V Interface Change [callback nutiiicaUon from operating system 
iudtcacing an interface has changed its networic address) 

• Listener Signal [per-interfoce callback from a Listener iiidicatiQg 
a roaming or out-of-range or back-in-rangc conditioDl. 

1 5 Additiooaily^ a refresh process may be used to update Listeners afler 

interface changes. 

In the prefeired emlxxliment. sU Mobile Exid Sysbcms 104 transmit 
the same Client Identifier and Hardware Address in DHCP Discover 
requests. 'flUs allows tbe listener data structures and associated processes to 

20 UibtingDisb Mobile Knd System-originated Discover requests from Discover 
requests inidated by otfier network devices. Likewise, the DHCP server 
wilt broadcast its respoise, so any Mobile End System 104 and/or the 
Mobility Management Server 102 will be able to pick up the DHCP server 
Offer response to any otbcr Mobile Eod System. Since multiple DHCP 

25 servers can respond to a single DHCP Discover mesKagB, the listener data 
str Dctuzes shovm in Figure 16 store each servei' response in a separate data 
block, tied to the main handle via linked list 
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Upon receivijig a Discover request haviag the predetemiincd Client 
Hardware A(kbcss and Client Identifier, the preferred embodiment 
recognizes this request as uommg fn»n a Mobile End System 104. Tf the 
messiffi also hits a DOOTP relay address set to zero, this indicates that the 
5 vasssist ongiuated on the same subnet as tho listener. J^tonors may ignore 
alL DHCP Offers unless ihcy have a transaction ID (xid) majcMn^ that of a 
Discover message .recently scot by a Mobile £nd Systeoi 104. The listener 
can dRennine that a Mobile End System 104 has roumed if any response 
comes from a known server with a new BOOTF relay agent ID and/or 

10 offered network address luasked with an offered subnet tnasJc. Usieocrs 
add new servei? to (be Figuic 16 data structures only after receiving a 
positive reBponse frum an old server. If a listener receives responses from 
new iterver(s) but none from en okl server, this may indicate ruaming (this 
can be a coafiguiabte option). U die Ktlcner fails tO receive responses fcom 

15 new or old servers, the lisicnei is out of range (this detcnnlnation can be 
ujtcd to sigoal an upper layer such as an fipplicatiun (o halt or reduce 
sending of data to avoid buffer overflow). 

If ttie listener never recdves a response from zay server, (here is no 
pdnt of reference and thus impossible to determine whether roaming has 

20 occuired. This condition can be handled by signaling an error after a 
timeout and allowing the caller to retry the process. The prefened 
embotUmenT detem^nes that a MotHle End Sj'siem 104 has roamed if any 
response has come ftom a known server wJib a new BOOTP relay agent ID 
(or a now offered network address when masked with ojTeicd subnet mask}< 

2S If die hstencr data strvcturos soo responses from new servers hui none from 
an old server, it is possible ttiat roaming has occurred, bnt there must be a 
delay before signalins, in rader to wait fur aoy potential respo&ses frotn die 
old servers, £f (hero ate no responses liom new or old serveis, then the 
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Mobile End Systejn 1 04 is probably out of rang& and Mobility Maoagemcot 
Server J 02 waits for it to come back into rango. 

Figure 17 a flowchart of example steps of a Listener process of the 
pzefeircd embodimrat. Referring to Hfiure 17. a DHCP listener process is 
5 created by allocating appropriate mentoiy for the handle, operang NAL 
sockets for the OHCJP client and servcc UDF ports, and setting receive 
cQtlbacks for both. A timer is llx:n »et (block 802) and then the process 
enters the "Wait" slate- to wail for aioamipj related cveni (block 804). 
Tbree external inputs can trigger an event: 
10 • Q DHCP server packet is received; 

« a DHCP client padoet seat by aAother Mobile End System is 

rocoivcd 
• a timer timeout occurs. 

If a DHCP server packet has been received, the packet is examined 
15 to dctermioc whether its client identifier matches the predetermiaed client 
ID (decision block 606). If it does not, it is discarded. However, if the 
packet docs contoin the predetennined £D, a test is performed to detcnninc 
whether Ihfi packet is a DHCP Offer packet (decision block 808). Offer 
packets are rejected unlev; (hey contain a transaction ID matching a recently 
20 sent DHCP Discover sequciKe. 

If the packet transaction ID matches (block 8i0X then a test is made 
as to «^tber the server sendios ttio DIICP offer packet is known (i.e^ tte 
scrvCT ID is in the listener data strocCore shown ia Figuio 16) (block 812). 
If the server ID is not on the list ("no" exit to decision block 812), it is 
25 added (o the list and marked as "new" (or "nrsl" if it is the first server on the 
list) (block S22). If the server is already on the list (* Y' exit io decisdon 
bkxik 812). a further test is performed to determine whertier die packet 
BOOTP relay address ("GIADDR") matcties the server address 
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{"GIADDR") (dtciiion block 814). If there is no match, then (he Offer 
packet must be wigioatiag from a diflcrcnt subnet, and it is determined that 
a "ba-d roam*' has ooCDrred (blocX 8t6>. The caUer application is signaled 
that ttien has been a roam. If, on the other hand, decision Mock 814 
5 determines there is a match in BOOTP lelay addresses, then no roam has 
occurred, the listener process stomps the server receive time, resets "new" 
flags for all other servers oa Ihc lute, and stores the cnnrent pi^g number 
with the server (block 818, 820). The process then returns to "wait" period. 
If the event is a received client packet, die listeno- process 

10 determines whether the packet has flie predetermined client ID, is a DHCP 
Discover packet and has a BWIT relay address (GIADDR) of 0 (blocks 
824. 826. 828). These steps dctcnnine wfaeUicr the recraved packet is 
DHCP Discover messqgo sent by another Mobile End System 104 on the 
same juib-net as the jrstener. If so, the listener process (hen sets the 

13 ti^DSaction ID to the pew's traisactioci ID (block 830) for use in comparing 
with later-rccdvcd DHCP OTTcr packets, calls a ping chcclc (block 834) and 
resets the timer (block 836). 

In lesponse to a timer timeout, the process calls a "png check" 
(block 838). IKngs" in the ptefeired eiDtbodiment ere DHCP Discover 

20 packets with a random new xid- Example steps for this ping check 838 are 
sluwn in Figure 1 7 A. The purpose of Ihc ping check ixiuUnc is to 
determine if a 'soft room" condition has occvned (ie., a Mobile Ead 
System has teaqxtrariiy lost and then regained omtact with a sul>'net. but 
has not roomed to a dilfearent sub-net). The process determines wheto 

25 there is a sub-net toutd cniiditkin, an out-of'iangc condition, or a "no 
server" condition. In other words: 

« Vba a Mobile End System marood fioia one sub-net to another? 
• Is a Mobile End System oof of range? 
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• Is a DHCP server absent? 
These conditions are detenruned by coxnpuring Mobile End System prior 
"ping" response with Ihe currait "piqg" respofue (decision blocks 846. 
8S0). For example, if the conent ^ng uusober aolmis the old serwi's last 
5 ping response is greaier than tho su^-nd server pings and there is at Icaji 
one server marfccd "new," thwe has been a Rub-nei roam to a different 
server. The result of this logic is to either signal a subset roam, and out of 
range condition or a no kerver condition (or none of diese) to the calling 
process. 

1 0 Rgure J 8 shows a flowchart of example steps performed by a 

Mobile Knd System 1 04 roamuig control center. To cnuble roaming at llie 
Mobile End System 104, the Jist of known addiesses is initialized to ^ero 
(block 850) and an operating system interface change notification is enabled 
(blodc 852), The process then calb the (^)erattng system to get a list of 

15 current addresses that use DHCP (Wock 854), All luiown addressea no 
longer m the current list have tiicir corresponding listeners closed (block 
856). Similarly, the prcx«5s opens listeners on aill conent but not known 
imerfaoes (block 858). Hie process then agnals "loam" to leglstranis 
(block 860). 

20 When the Ustwer process of Figure 17 signals (block 862), die 

process detennines wliether (he signal indicateji a "roum", "out of range" or 
"back in range" conditioo (decision block 864, 870, 874). A roam signal 
("yes" exit to deciskm block 864} causes the (vocess to close corresponding 
listener 866 and call (he operotrng.systeni to release and renew DHCP lease 

25 to u netwod: address (bloiJc 868). If the Hsiener signals "out of range" 
(decision block 870), the process sJgaab this coodition to registrants (block 
872). If the signal is a "back in rongc" (decision block 874), (ban this 
condition is signaled to all registEtmts (block 876). Upon receiving a 
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disabled roam command (block 878), the process closes a)l listoua-s (block 
880) aod disables Ifae opNVbng system interface change notiHcation (block 
882). 

Example laterfacc AwisfT'^ m^W^?, ^ ^"^^ 
5 A furdier, interface-based listener feature enables roaDiing across 

network points of attacfanient on the same netwodc or across diflereoi 
network media. This interfsce-based listener feature operates without 
ccquiriog the beacoaing tcchoiquos described above, while pcmuttiog tfao 
syKtem to fall back on beaiX)niAfi if die undersong iuierf ace(s) is unablis to 

10 support the appioi^ate signaling. 

In this fiirdier embocfiment. an inlecface-based listener integrates 
iofonnatiofl itom. network interface adapters (e.g., via a low level interface 
roaming driver) widi infonnaiion available from network stacks to 
detenmne whether a loobile node has moved to a new Network Point of 

IS AttacbroenL Figmes 19A A 19B shoiv an examj^ listener algorithm that 
may be used to efficiently determine ihc migration path of (he mobile node. 
This process is shown using a aingle network interface onnnected to a single 
network medium, but can be used by itself or in conjunction with other 
roamiag algorKhms to traverse across many divesse netwtxk media and 

20 tnteifaces (e.g., to create a self-healiqg inliastructiire using redundant 
patlu). 

Referring to Tigurc I9A, at hyiitcm initiaJizuliun time or when the 
netwurk adapter driver loads (Figure 19A. block 20(X)), low-level intnface 
roaming drivers, register with the iD&ming control center module of Figure 
2S 1 8 (block 2010). Sudi legisTiatkw (which a made via the fancdoo 

crKcgistcrCanlHandierO in die zxsnsple. exnbodiment) provides entry points 
for 



(162) 



80 



• open, 

• close. 

• gel status, and 

• a Boolean set to TRUB if the drivo' cm nntify the le^trant of 

5 changcii in staios. and FALSE if the roaxuing cootrol ceaiet 

module sibould use (imer-ttascd (or other) poUmg tu cbcck staUis. 
The example embodiment functtao crRe^teiCaidHandlBiO also 
provides a interface description string or token that can be used by the 
roaming control center module fur prelimiiiaiy roatcli-ups to the coircct 

10 roaming driver. A default ruaming driver may also be installed for 
interfaces tiiat use an Q/S geoeric joiechanism fox sigjialing/querj'ing media 
connectivity as well as changes to network point of attachmcnte- 

In the cxnnspla embodiment, when aa interface's state becomes 
enabled access to the network is now possible) (Mock 2020), the 

11 roaniinis control center tries to cnuble Interface Assisted Roaming G^AR) 
according to the following steps (please note bowcvci, that Ore steps may be 
interchanged ur either niiglht be ORiittcd based on the design of the operating 
systrai (0/S) aod/or the hosting device being used in a particular 
application): 

20 1 . If a generic handler is installed, a call to the generic 

crOpenlnstanceO handler is made. 'ITte generic handler queries the low^ 
level adapter driver to see if it can genericatly support signaling the status of 
media conneciivity as well as any changes to the network poim of 
attachment (block 2030). tf the interface driver is unable to support Oiis 

25 functiooQlity gcncrically ("no" exit to block 2030), an caor status is 

returned to tlie caller to indicate that it should use an alternative mechanism 
fbr acquiring signatlng Information. 
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2. If the generic handler returns an error ("no" exit to btock 2030), a 
fioardb is made wiCb the token of the aclivated interlaiw through the 
currently jtgiscored todining drivers (block 20W). If tho interface matches 
one of th& tokens thai wss re^teied during crRe^stciCaidHandlci() phase 

5 (block 2050), the roaming conool center calls the specific ciOpenlnsi&nceO 
for that instaoce of the adapter. This f uncnon attexnpis to open the low level 
driver, poll ooce for status (media connectivity, and the network point of 
attacbinent ID), and set the periodic polling timer (if applicabto). If the low- 
level driver does not siqiport the requests for some reason, an ertxM' is 

1 Q retained indicating that the roaming control center should use an ahemate 
mechanism for acquiring sigDaling information. 

3. If either of tlic previous steps is unable to achieve the required 
functioneliiy» an error is returned to the roaming control center to signal tliat 
it should not use the lAR fonctronaJity and fall back to other roaming 

IS algorithms, such as the beaconing listener shown in Figure 17 & 17 A, 

Mobilo IP, or in some cases the currcotly attached network itself deaU with 
rcMumn^ ("no* exit lo block 2050, block 2999). Otherwise Interface Assisted 
Roajning is enabled (block 20G(Q and the roaming conb'ol center folk)\vs the 
algorithm outlined below. 

20 Initially, the interface-assisted listener records cimeot media 

connectivity status and necwoik point of attachment identification 
infwmation in a local data store (block 2060). Assuming dte interface 
assisted subsystem is successful in providing roaming feedback, the 
subsystem waits for a status eveat (block 2100). The event can comprise* 

2S for example: 

« a callback from the low level roaming driver, 
« a tinaied poll interval (blocks 2070, 2090), or 



I 
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• a bint from network level acti vity <i.c. trouble 

tcansmitting/receiving) (block 2080). 
If tho status of the hotcrface signiTicai either a change in mediuzn 
connectivity hsa occucred, or 8 c\mgt in netwofk point of attachment 
5 ("yes" exit to block 21 10 or 2120 of Rgure 19BX any clients of the roaming 
control ceiirer arc DOTilTcd of the state change using the following rules: 

1 . If the status signifies a change from being connected to the 
underiylng networtc inectiiun to beins detacbed CVbs" esut to block 2120) 
and there are no other paths to the peer, the Uslcncr ooochidos that the 

10 mobile end system has lost its connection, and the roaming control center 
signals its clieots with a status of ROAM_SlGNAL_0UT_0F_C0NTACr 
(block 2140). 

2. If the status signi^ that the interface has been reconnected to die 
mediiiou and the network point oS attachmem has not changed ("no" exit to 

J 5 block 2 1 50 atiter "no" exit to block 21 20) and a 

ROAM_SlGNAL^01JT_Or_C0NTAar was previously signalcd> this 
indicates that the mobile end system had previoasly lost but has now 
reestablished contact mth a paiticolar nenvoik point of attachment In (his 
case, tbc roaming control center will revalidate any otctwotk address it may 

2ft have negistered or acquired ftx proper access (blocJc 2170), und signals 
ROAMLSI0NAL_ROAM^AME_SUBNEr (block 2180) to alert the 
roaming control center clients that a reattachmeni has occuned and that diey 
sbovid take whatever steps necessary to quickly reestablish transport level 
coromuQications. For example, duiiog the disruption in service it Is possible 

25 that some data oiay have been lost - and the clients may need to act to 
recover such lost data. 

3. If the status ligmiiei diat the interface is atuchcd to the medium 
but the network point of attachment has changed ("yes" exit to block 2150), 
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the roatniog control center will sign&l its clxmU that a lOHniiii^ condition 
has occufTBd. Tu znoce effideiiily support hando/fs between network point 
of aitadunents. dio raninine control ccotor in this example en^Ioys tho use 
of a leaniing algunthm along widi a locaJ data-store. The data-stoare is 
5 nonnaUy populated dynarnicaUy (i.e. Icttrning). btri jt can he seeded with 
.static iofcniiatioQ (le.. already Learned infumuition) to improve 
perfoimance. The data-store itself cnaiotains a list of network points of 
aUachuiMt identifiera, abnig with informalioai i^uch aa netwock and media 
access address, network mask, etc. This 'aetwodt topology map" asslsu the 
10 rosntinB control center in deciding the cnrrect signal to genenle to its 
clients. 

DcCermioatioo of tho correct signal is done in tlie foUowing manner 
in the example cmbodimBiit: 

a) A search is made ihrovgb the networic topology map data-store io 
1 S Uetcrmiac if die iotcrfitce has already visited this particular network point of 
attachment (block 2190). If a match is found fj-es" exit to block 2200), a 
funher check ts made to see if the netwodc point of attachment is oo the 
same network segment as tbc one diat the interface was previously 
associated with. If tho network segment is Ae same, the roaming control 
20 center generates a ROAM_SiaNAL_ROAM_SAMB_SUBNBr. This alots 
the ioaimng control center clients thai a handoff occurred and it should take 
whatever steps necessaty to quickly reestablish tniiisport levd 
commum'catjons as during the handoiff' it is possible that some data may 
have been losL 

22 b) If during the search a match is found, but the now ootwork point 

of ottachmenc is not on the same network segment, then the listener 
concludes diat fliB mobile end system has roamed to a di^ient sobnetwark. 
fa this case, the roaimiig control ceniei': 
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« acquires an address that is unable on ihe new neiwofk segment 
(block 2220). This may eniail registering the current address xo be 
valid on the new segment, (re)acqainiig aa address firoai a local 
server, having one statically defined, or using heurutics to 
S detenrnne tbnl an address that was previously assigned u still 

vaUd. In the latter caso, the roaming control center may determine 
that the interface is chaiigiog betn-ceo a given set of network 
point of tutochmeats and miay not immediately relinquisb or dc- 
register the netvvoik aiddiess for perfonnance reasons, la this 
10 example, there is a difference between acquiriag an address on 

tJte network (e.g., via DHCP) or registoing the address on the 
local network (eg., via a foreign agent in Mobile IP). The 
loamiog entity either (re)acqmr»s (e.g., possibly 
establishingftipdatiDg a loaw with tho DHCP server) or registers 
15 the cunrent address with a foreign agent (Mobile IP). 

• Generates a ROAM„SrGNAlL.ROAM sigaal to its clients (block 

2230) indicating roaouQg to a different subnet 
c) If the search yiekls no match ("no" exit to block 2200), a new 
record is created in the local data^fure populated with Ihe network point of 
20 attajchmeot's identifier, media access address, network mask and other 
ancillary iiLfoiiDatioo (block 2210). The roaming control center ibcn 
executes blocks 2220 and 2230 to acqnire and re^ster a netwoik addiciis, 
and to generate a "roam" signal. 

Since Ihe interface-assisted rooming technique described above gives 
25 access to the uadcriyiag interface information, it is possible to employ m 
additional set of policy parameters (defined by the user and/or the system) 
thai can enable automutic eTGcient seleclioa of alternate valid network 
paths. If there is more than one network available at a time, the subsystem 
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can choose the pat}i(s) vdth the least cost ussociated with U (i^., a wide nrea 
□etwark connection veisus a local area conjoectiotnX This can be doae by a 
miniber of metrics such as, for example, bandwidth, cost (per byce), and/or 
quality of service. Such "least cu9l routing" cechniquea caa provide 
S Bdvantas&i in tem» of neiwoHc connection quality, dficiency, and 
reduction In frame loss. For example, it is possible to provide a "make 
before break" iumdoff scheme based oo other heuristics available (media 
connectivi^, aignal stre^glh, rctcansmissioA rate, etc.), thus nUowbig 
continuous packet flow with minimal loss to and frotn the roanuoj^ node. 
10 See policy rosnag:emeii( dlvuission below. 

Hgure 20 shows an example interface assisted roaming topology 
node data structure. Hgure 20 shows this data structure implemcotod as a 
linked list, but it could alternatively be r^eseoted as an array where ihe 

IS next «nd previous fields arc omiUed. In a wireless aetwofk infrastructirre, 
the "NPOA" may, for example, be the MAC address of the access point or 
base station that the mobile node b associated witfi. In other networks, it 
cpay be Ihe unique identifier of an intovening network intcrconiKct (eg., 
gateway, IWF, ete.). The data sinicture may be seeded witti static 

20 infommlion or dynamically learned. Ollier iufonnation may also be 

associated with each node (e.g., MTU size, Utcocy, cost, availablilty. etc.) 

RXAMFI.K FURTHER KfVtBODrMENT TO HANDLE CERTAIN 

RACE CONDITIONS 

Hui^u^ further cxpcarimentatioa evideoce has shown that some 
25 network adapters may erroneously si j;nal that they are (re)connocied to the 
medium before th^ me totaDy reg^tered on (be setwodc segment In some 
instances during roaming evmts the storage area where the oetwodc 
identifier is kept may not yet been updated, and thus it is possible for the 
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system to inconrectly believe that fliese adapters have roamed back onto (he 
fiojno subnet Bveolually, vthsD the device ftmshes legistering, the siorage 

is updated with. (1)0 new octworli identifier, causing yet another ROAM 
signal to be generated. This scenaao would canvcdy work if boih pieces of 
S infcnmatioo wcare gated togcdier md only rignaled once when the interface 
wu$ finished re^stexing vvith die octwOTk- However when polling it is 
difficDlt to determine when the network 10 ia valid if titc "in contact with 
network' signal is genenitcd previously. 

In esaeoces the toanting node may in foci be .in media connectiviiy 

Ifl state since it can conununicate at the media access Icvd with the network, 
but in fact one cannot yet send any application data across the linX since the 
regtstration process has not completed. Therefore, it ii desirable to 
coropcAsato for diis condition. Ooo way w provide such con^pCDsation is to 
deienninc peer conjiBCliviiy by sending link confinnaiian frames, or what is 

1 S more utnninonly known us an echo request/response packets. These echo or 
ping frames are generated by one peer (most bJccIy the roaming node), to 
determine if two- way peer-to-peer connectivity is achievable. If the 
requesting peer receives a response frmne to its request, it can be concluded 
that a dc^)lex path has been achieved. At this point, the NPOA information 

20 can be regarded as valid until the next disconnect situation is realized. Other 
information, such as the reception of any frame from the peer on the 
interface in question, also allows the roajslng node to assvmo the 
xegisiration prnocss has ccmcluded and two-way couimunications is 
achievable. 

25 Another race condition between tlio netwotk interface aud the 

uoderlying protocol stack .situation has arisen diat con sonuciTnes cause a 
problem. It is possible for a device to have roamed to a new network 
segment and been signaled oorreuUy fccan the inter.fi3ce below, but (be 
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(raospoH stack iisclf has not made Ibc ncceJisary adjuatmcnts to Us rmiting 
(at)le(s) for application data to flow. To compeiuate for this conditio!}, ud 
adUHjonal signal ROAM_5iaNAL_ROUTE_CHANGE, was added and is 
generated whenever the isitderlyiiis transpocf s routijxf tabic duuiges. When 

5 this signal is indicated, (he roonung subsystem clicnis take whatevei acticm 
is necessary to deicrmijie If connectWitv to ihepoer syjUBnis is uchievaWe. 
This may email thfl roandn; cJicnt tn cnurncratc through the undc^ying 
traosport's loaling table tu detennine if the routing niodiijcation has 
ditbctod the cooimunications path to the peer. Otiber more intrusivo 

10 aigoiithms , such as the ones described above, cao atso be used to oon&m 
that a two-way commuoication [Uth exists between the peexs. 

A fimhcr lapefA. of an exampJe non-limiting pxefened embodhncm 
of our invention provides ao a(gouthm and aoan^meDt for accessing die 

15 MMS (Mobility Managemem Server) in what we call 'disjoint netwariang" 
mode. I^he new atgorithm allows for dynamic/stadc discovery of alttmaite 
DClwotlc addresses that can be used to cstQblish/cnntinue communications 
with an MMS — even in a disjoint network topology in which one network 
may have no knowledge of network addresses for another network. 

20 In general, the algorithm allows for a list of alternate addresses that 

the MMS is available ^ to be forwarded to an MES (Mobile End System) 
during the course of a conversation. Thus, the MMS uses a connection over 
one network to send the MES one or moro MMS network addresses or other 
MMS identities corresponding to other networks. As one example, this list 

25 can sent during circoii creation. It is also posnble for the list to change 
midstream. In this case, the list can be updated at any lime during the 
connecHoo. 
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IfMicn the MES roams to another nBtworlc, it uses the list of MMS 
''alias" addresses/ideotiCicatioQs (o contact the MMS from (he oew netwuifc 
poiot of ittiachmcnL This lUows the MES to republish contact with the 
MMS over (be oew necwcot coooectioQ evea thouih the primary and 
$ ajacillaiy oeCwodcsmsy not share aay address or other infoimatiw^ 
Figure 21 shows a simplifjed fjowchan of this new techniqtie. 
Suppose that the MMS 1 02 is connected to two diffenait disjoint Tietwoiks 
or network segments NL and N2. Suppose that (he MES 104 is iaidaUy 
coupled to die MES 102 via networic Nl. Once a connection has been 

10 established between the MES 104 and the MMS 102 over nciworic Nl, the 
MMS 102 can send the MPS 104 a list L of a6^vork addresses or other 
identifiers that the MMS is called on one or more other networks (e.g., 
network N2). The MES 104 receives and stoics this list L. Then, when the 
MES 104 roams to another network (N2), it can access this stereO list L and 

15 use it to efficiently re-cstablLsh communication with the MMS 102 over the 
new network (N2). 

There are at least several uses for this new algorithm in addititTo to 
the ability to moro cffideotly obtain an alternative netwarit address or other 
idendfier for oommonicailog ^th dio MMS 102 over a dtejotnt network. 

20 One example usage i8 8ocure network operation. For example, using the 
algorithm shown in Figure 21 , one can setup a secure network where the 
MMS 102 is used as a secure flrcwali/gateway fiwn a mullitudc of networks 
(some/all may be wiretess) and a corporate backbone, and allow for secure 
and seamless migration of the nxibilc node 1 04 between all disassociated 

25 networks. Think, for example, of the MMS 102 as a hub^ with ono fat pipo 
conoectiog to ihc corporaic notwork and loaay little spokes oonneciin^ 
many bgically discrete networks. Since tbcy arc logically disciQ^ traffic 
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on one network segment cannot retich anolhcr, except ifaiough the MMS 
102 (which can act as a router in this example). 

Nomiaily for a nodft lo roam from networlc s^mcnt tn netn'ork 
segiceot, tbere must be routiag infoncation/paths provided on each network 
S segment Ci«. default route, etc) speciXyUig how to get back to the 'mnin 
public or initial address' used to contact the MMS 102. Oace a coonection 
is established, that address is used for the life of the connection. Wlien a 
frame is sent from the )i4ES 1 04, tbcEP network (layer 3) tjilxastfucture on 
tibo cltcot and intcxmodiaiy nodes (roarers) looks ot the dsstinatioD address 

10 oJf the fraioe and coiTcclly fonvards the packet on to its oliimnte destination 
(tlie MMS 102). This is done by using what is coounonJy referred to as IP 
forwarding, or IP routing. With this functionality turned oo. frames 
(broadcasts, etc) from one oetwoik segment con leak onto anortuar. By not 
using IP forwarding, frames sent on one segment are not forx^'wdcd onto die 

IS other, thus breaking the coinniunicatioDf pipe cr creating a disjoint networiu 
The alternatB address list shown iu Figure 21 has the effect of 
pushing or distributing some of the routing intelligence out to the MES 104. 
Each segment therefore can be kept discrete and widiovi knowledge of aiiy 
other segment attached to the MMS 102. The MES 104 can be 

20 autlienticntcd by (he MMS 1 02 so that the MMS only sends a list L to 
authorized MES units 104. When the MES 104 roaiss onto another 
nctwQilcs segmeot, it can automadcaUy select the comxt address to use to 
initiale/condnuecoimmuucations with the MMS midstreani, Oiils solving 
the disjoint netwoilc problem, and not require any changes to (he rouung 

23 infmstjuauiT. This provides for a oiore secure computing eovinjjuncnt by 
only letting validated users to gain access to the nelwwk. 

For exanqile. by using the MMS 102 in this roanuer combined with 
user level securily/enciyption, we can limit trafrtc from and to Ihe corporate 
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backboTic to only Ihe fnuncs destined Tor those nodes on thai scgnient using 
the roamiag techniquoi described above, Inclines cao be opdunally 
encrypted tn thwart any potcotial eavesdropping by devices thut may be 
valldatied by the spoke netwoiic inftostmcture. 
5 Fignre 22 shows un example. lo Figure 22. the MMS 102 is atuchod 

to four separate and distinct networks Qa, lb. Ic, Id) without any 
iDtBrvonnects or route infoimation shai-ed. For all inients end purposes, ciich 
networi: I i« an island. Now envision an MES 104 bong dodwd to «w of 
(be ofitwotfcs <e.g., Ic) using a wired connectioa on (he corporate baddxme. 

10 For example, siippose that die MES 104 acquires an addte«s on tho 
192. 16S.X.X oetwork to communicate with the K(MS 1C2. 

Now suppose that for some reason, the MBS dow needs to migrate or 
roam to die I0,l.x.x (lo) netwodk. S!doc the 10.1.x.x (la) netwoik has no 
fcoowtodge of Che 192. 168.X.X (lb) network oo routes to il), when (be 

15 MKS 1 04 moves into its dmnain, the commonication pipe is bcolcen even 
thougli the MMS i» attached to it Aguiu, the siunc thing hsppens when dio 
mobile node 104 attaches to any of tho other 10.x netwoilx depicted 
Now using Q» algorithm shown in Hgure 21. the MMS 102 at 
oonnoctioQ Initiation time (or by somo other method) shares lis htteifRces 

20 address on each of the various disjuint nelwotlcs la, lb, Ic, Id wiA Ac MES 
104 and the MES records these. Once recorded, if the MES 104 tuams into 
aoy one of die networlss and detects that h has roamed onto a new networit 
segment, the MES can now select the appropriate nstvotlL address to 
conununicatc with the MMS for that network s^mcnt If more then nac 

2S address can be used, the MES 104 can select the appropriate address to use 
based on a number of metrics such as speed, cost, availability, hops, etc, An 
MES 104 thitt has not received a list as in JHgure 21 may be effectively 
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prevented from rooming beuvee-n the various netwodfs because it has oo 
W9y to contact the MMS over any network other than its "home" network. 

Another appHc^a for tbo Figure 21 tecbnique is in distributed 
iictWQifc intodaees. In today's networks, folks have deployed what is known 
5 as Network Address Ttboj lators (NATs). By use of this conventional 
technology, nne can have many network devices use only one public 
network address for access to information on the Internet The tecbuology 
provides this fnnctionality by fmxnelins all information and quoties destined 
to tbe Internet duough a singtc/Tcw devicc(s). The devioe(s) records the 

10 request at the necworl( tuyer, then remaps (he address and port iufonoation 
in the packet to the devices own addre.<;s/port tuple and sends it onto Its 
destination. Upon reception of a frame tram the Inteniet ot oAer such. 
netwoik, die device($) does the xeverse look and fosrwards it back to the 
correct source by replacing its address/port tuple infonnanon with that of 

J 5 the ioitiaiing device. These mappings may be defined statically also at the 
NAT. 

Suppose someone wants to use the MMS 102 for the LAN/WLAN 
internally and have it sit behind a NAT. Cnxrently, unless the MMS 102 is 
Ibc NAT. or by osing a diffciciU pTo:(y fnr alt ooDimunicadons with the 

20 MMS, when someoao roams oul&ido of tbd bounds of the totranei, the MMS 
is 00 longer accessible since the address to convene with it is no longer 
accessible. With the Figure 21 algorithm* one can ^ically/dynamically 
deline another Interface address that Is not directly attached to the MMS. 
Therefore, using the algorithm deiicriibcd above, the MES 104 can now 

25 autumadcally select the appiopriato disjoint address to use when attaching 
to a nctwozk that Is outside the intnuict's domain. 

Figure 23 ilhistxates thia scenario. Suppose a node migrates from 
inlerfnce "d" to interlace "g"- 'u^^ supplying the MMS 102 local intofsces 
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would not aDow wxcss. The MES 104 needs a priori Jmowksdge of Che 
distributed iitfex&ice. It can then select the oecessaxy addiesa to use on 
interface "g". The NAT 2000 will tJbea do the approfidate translation of 
network address/^t infonDation ud each packet tn the inlcmal interface 
5 "c" address. The reverse operation will happed on frames sent (be MMS 
102 to the MES 104. 

BxamnJe PoUcv Mapage meot and l^aKon Based Services 

A further non-linutju^ embodiment of ihe inveatioo provides tlie 
unique ability to offer additicmal security, cost savingai and services based 

10 on a number of metrics. Sines the MMS doscribc-d above U intiinatBly 

invoked with each appHcatioa session the MES estabHsbes, eidier side (i.e., 
the MMS and/or the MES) can apply pohcy-based rules to tailor and control 
tike coiranumcadora between the MBS and its uUimate peer. It can further 
condition or modtFy applications nsjuest based on the localo or proxiinity of 
. IS the device and its ollachinent to the network. For example^ the MMS and/or 
the Ml^ can include a rules cogioc that applies learned, statically defined, 
oc other rales based on policy to each application session that is established 
or request that is attempted. The MMS can further distribute some, none or 
part of such rules and/or piDccssing to the MPS to piwido further luetBiijig 

20 or securitjr against rogue attacks of tfie mobile device. Unlike certain otbo- 
policy management technology available in a distributed topology, the 
MMS provides a central place to administer die rules and policy decisions 
and have them disUibuted to the nanote. device at any time during the course 
of a conveisation/cooufiction. 

25 The rules themselves can be configured based on user, tiser group, 

device, device group, proccsi, ai^lication identity and/or network point of 
attachment. Once defiaed (learned), they can be combined to govern and 
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control a variety of diffQi-cnt events, activities, and/or servicM, inciudutg for 
example: 

• denying, allowing or condiUoniog ingress access to tfie remote 
device; 

5 • denyinf:, allocking or conditiomag access to specific netwodc 

resources based oti Identity, 

• denying, allowing or conditioning access oo available or 
allowable bandwidth, 

• denying, ailo^ving or conditioning aocesR to otiier nerwodc 
10 resources and/or 

• modifying, conditioning or changiag content or infomuition. 
Such decisions can be basod on any of vaiious different faccurs including 
fix exanq^Ie: 

• proximity, location, altitude and/or other chaiacteriBlics of the 
15 mobile device, 

• tioie of day, 

• application ai process identity, address, etc; 

• application behavior (e.g., bandwidth icquircincnts); 

• citrreot network conditions; and/or 
2U • Other sialic or dynamic factors 

I^iclheiniore by csnploying the dbtributed architecture, the MMS 
can abo apply ot sliare (be same deasion set. Having the MMS perfonn the 
policy managcmetit processing and/or decision maWng may be desirable in 
instjuices wbcru the mobile devico l«s limited pjoccssing power to execute 
23 the engine or baKhvidthUzmtadonsue applicable, or foisectititypofpoees^ 
Rgnrc 24 shows an ez^amplc table of ttie some metrics (rules) that 
night be used to control a sample MES. Thiii tabic may be populated rather 
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stalicoUy or dynamical ly, and niaybc updated anythnc before, duriag. or 
yAcc the coaaeution/convcrsalion. For cT^amplc, a person could use a niles 
editor (e.g., a wizard) other mechanism to define entiies in the table. lo 
other example Drrangeinents, the metrics coold be autoznaiically delincd by 

5 tbe system based on learoiog, ot could be dynamicaUy changed based on 
chau^jiiig condltioas. TTic atlcs also have a priority ic^signed lo them 
whedier implied by the location in the table or b7ecifi(;ally designated by an 
assignment This priority allows the en^oe to conectly determine the 
expected behavior. Additional user intaface functions aUow the sj-stem 

10 administrator and or user of the dewcc to iotciiogatc the rules engine and 
test out the functionality of a given rule set. 

Hie Rguic 24 aawplc tabic shows a number of example metrics OD 
which policy managemeat decisions may be based, incloding: 



• MHS commnnicaiioiis cs^baUQr (transnut only, receive on^y, or 
transmit and receiveX 

• Whether the MES request is proxicd; 

• MES source port; 

» MES lource address; 



20 



MES destination port; 
MES destination address; 



23 



MES protocol; 

Amount of bandwidth available; 

Process name(B), identities or other cbantctoristics; 

Netwotlc Damc(3>, identities or other characteristics; 

Location (e.g.. CPS coonUoates or other locatioo iaTonnaiioiL); 

Network point of attachment; 

User identity name, identity or other characteristic; 
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> Other inctricii. 

It will be ^predated that tbe inventiun sboald not be limited by the scope 
of the mciricB entries in die ejtan^lc table at it is fiot meaot to be an 
exhaustive list The entries can be spcdfic as in this example or use a 

5 generic mechanism (e. g, » wiMcaiids) to describe the desiral behavior of tbe 
mobile node with regards to necwork access and entitlemeots. 

The Figure 24 example table further includes a "deny request" entry 
that indicates the result of a policy management deciaioiL to be made based 
on the mecdcs. As ODe sample, die particular example eotrles In the Figure 

10 24 table specify that all collections to dcslinetioo ports 20 and 21 should be 
dcoied or dtrottlcd back if (he avatJable bandwidth is reduced to less than 
100,000 bytes per second. Furthsimoie. in the particular exampio shown, 
roles (rows) 3 and 4 allow only network traffic to flow to and from the 
MMS (all other network traffic that is not proxied is implicitly discarded)- 

1 5 In one example, before each RFC request or frame i3 processed, the 

rules eujpiie is ci^nsulted to determine if the siiitus of the operation. Bnse on 
the outcome of this process, the request may be a]lowed» denied or delayed. 
Figure 25 is an example flowchart of steps ibat may be performed by the 
MMS and/or the MUS m make policy management dedsions. 

20 Funhennorc by comhiniTig the rooming technology outlined 

previously with other locaUon or navigational information that mat be 
availaUe, the MMS detects when a mobile end system has moved from one 
poim of attachment lo anoAer. By combining this iofonsation io 
coniunction with the ability of die mobile end system to detect a change in 

25 environmeDl of network topology, or locale enable the inventiun provides 
additional levels of locadon based monitoring and savices. 

To fully realize the potential of this information, enhancements tn 
botti (he Internet Molali^ Ptotocol and RFC ensine are outlined. Several 
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new BPC protocol and connguration cnhuiccmcnti wtU be added to provide 
Ms functianaiity. These aie listed below. 

Example Location Chance RPC 

When the mobile end Kyiitczn has detoixniuod ttiat it has moved to a 
5 new p<»nt of uitachineot using interface assisted roamiiig or some other 
method such as detecting ctuoges from a global positioning sysKsn, it will 
send a formatted "Location Change RPC Request" rncwagc ii> its peer, in 
' tfaiii case the xoobiJjty inzuiagcmcnt server. The "Location Change RPC" 
fumats me or mors of the point of attiicfanicat identificatioo iafcHinatiua 

10 into a type, lengtti. value format The ^pe tdenOfics (hp kind of 

idcntincation infonnation, xypen suppcvted will include hut will not be 
limited to 48 bit IEEE MAC Addresses. IPV4 Addresses. IPV6 Addresses, 
longitude, latitude, altitude, and aUiiclnnent aames in ASCII. The length 
indicates the length in bytes of the identiticatioa data, and the data contaios 

IS the actual point of atiadbiocnt identification. The mobility managemeat 
server vpon receipt of the "Xocaoon Change RPC Request" will build a 
"Location Change Alert" that contaias the point nf attachment identificaliou 
and other pertinent inlbmiation such as Uie mobile end system 
identiflcation, the user name, and PID. It then will forward the alert tt) the 

20 alert subsystem on tlie server. The alert will, bo fonnatted with the same 
• type, Icn gth, data fornwt utilized within the "Location Change RPC 
Rwjuest". The alcit sutisystem will tlieo forward the location cban^^c alert 
with fliis Information to all applications that have registered for the alert 
Applications that have registered ibr the alert may inchide znoninxing 

2S applications such as the cuircnt active states monitcv, a long-term activity 
log, the policy manageiuen! engine, and other third patty applications and 
network manageoKnt took. One snch third party application .may combine 
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this localion inftumatiun with Web Ixised maps to provide detailed 
ioforaiatiou aboul a mobile end system's ox MMS location. Id addition to 
such plications, other actions can be associated location change 
alerts. This includes sending an email, printing a iziessage, launching a 
5 progTQm and/or change in policy. 

The LocatioB Chzage RFC wiJl contain a field in its header that 
indicates If il was triggered due to locatioa change, distance change, or rate 
dumgo. 

In fiome instances, the MES may not know it has roamed. Depemlii^ 
JO on the medium and the network adapcer U is attached to, the MMS may be 
the cmly entity that notices that the MES has minted to a new point of 
attachment Consider the case of a mobile router. The addresses behind the 
ranter stay the same, only the routeis address changes. In this case, dK 
MMS knows the new care of address of the MES. TYierefore, for complex 
1 S motion detection it needs to be a combiDatiOD of Oie both the MES and 
MMS to detect motion. In the present cmbodjineni. the MMS detects 
motion of the clients at the IMP layer when the source addxess changes and 
a. new IMP message in leceivcd. When Ihts occnn, the MMS Incally 
geoeiates a Location Change Ateit. It also sends a message back to the MES 
20 that its point of attachment has changed. 

Example Topology RPC 

The Topology RFC Request" is sent from the mobility uianagcanent 
seiver to mobile end systems. Upon receipi of this RFC the mobile end 
system will read the topology information stored in its local data stme and 
25 build a Topology BPC Rispunso. The Topology RPC response will be 
foimatted with a Total Length Field followed by consecutive ty^, length, 
data puint of attachment identification followed by type, length, value dam 
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indicatiiig the subnet and network iafonnatian. This infannatkm may "be 
used on the server to build a coospl^te topological map of the mobile 
netwoilc facing served by the sctvcr. 

Example Location infonnatfon UI 

5 The user inters oa the server will provide a method for mapping 

and displaying location ioTonnation. Ttiis location infonnation will be 
available for each active mobile end system and the long-term activity log 
will maintain a history of all active aad previously active mobile end system 
lucaUon cbangefi- The una interface will perroit the system odministrfttor to 

10 conrisure (he point of attachtnent hiibnnaiion in human readable form. For 
example, if the point of attachment information is provided io the form of a 
4S-bit IHBE MAC uddress this MAC address will be displayed along wixh 
the information provided through the user lAiorfacc on dic server. If the 
point of attachment represented an access point in fzOTt of the "HallMailc 

15 Cards" store it might be configured to present the following information 
"HallMark, Street Address, City, State, Zip'. When di»p)a>'ed to die user, 
information "HallMailc, Street Address, City, State, Zip" is presented. 

EKftmolB Location RFC Timer 

A configurable bmer is puvidcd on the mobile end system to Ihnil 
20 tho rate at which Location Change RPCs may be sent from the mobile end 
system to the owbility maoagenvnt server. If the timer interval is larger 
than the rate at which the point of attachment changes are ooccning, the 
mobile end system will vn\i until tlio timer interval expires before 
generating another Location. Change KPC. 
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EjcaniDli: PiKtanCB Change NcitiFkalion 

A dsiance metric will be provided for triggering ihe gCDcralion of 
Locodon Change RPCs. This siting coafiguies ihe system to send an 
update when the user moves three dimensionaliy every a teet firom, 
5 kijoracter, or othei appropriate unit of measure from the last poiai of origin. 
By default diis setting 1$ disabled. Knabling tJii^ setting causes a Change 
Notification when the distance inten'al in the configuiatiiMi is exceeded. 

Example Rate Threshoid Notificatioa 

A rate chBttge metric will be provided for triggering the generatioD of 
10 I^ocation Change RTCs. This porani^ is conHgored in distaoce per second 

such as miles per hour. It will specify an upper and lower bounds and a tliiie 
interval that the attained rate mnut be snntained (i.e. 0 MPH for 10 minutes 
or 70 MPH for 1 mioitte). When ihLs speed is xcachod o Locatioa Change 
NotificatiOQ will be generated. 

IS EXAMPLES 

The present tnveution finds application in a variety of real-world 
situations. For example: 

IntermittcntlT Connected PortaMe Computer 

Many businesses have employees wlio occasionally tctccommute or 
20 work from lK)me. Such employees often use luptop computers lo get f heir 
worik done. While at wort, the employees tyincally oonneet dieir laptop 
computers to a local area network sodi as an Edieraet through use of a 
docking port or other connector. The JL.AN connection provides access to 
network services (e.g., printers, networit drives) and network appHcadon!} 
25 (c.g., database access, email services). 
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Kow suppose aD employee woildng on a project ueeds to go home 
for the evening and wants to resume working from home. The craployee 
can "suspend" the operaiu^ system uni applications niPTiing on the Liptop 
coniiittier. pacX up the laptop computer, and bring the laptop cosipater 
3 hoone. 

Once home, the cii^Ioycc can "resume" the operating syetein aad 
applications nillfidng on the laptop compulct, and reconnect lo the office 
LAN via a diolupconoection and/or over the lutemeL The Mobility 
ManBgemmt Server (which continued to pcoxy the laptop computer vis-a- 

JO vis the notwnrk and its applicatioos dnring the time the laptop computer was 
temporarily suspended) can rc-authenticjaic the laptop computer and resume 
communicating with the taptc^ computer. 

FtOCGi tibc perspective of the empUvyee now worinng from homc^ all 
of the network drive mapiniigs, print services, email sessions, database 

15 queries, and other neiwork services and applications* are exactly where the 
employee left them at the office. FurtJiermoro, because tfic Mobility 
Management Service continued to pivxy the laptop computer's sessions, 
none of those nctworV applications tenninated the laptop compute's 
sessions during the time the onployce was traveling firom the office to 

20 home, 'fhe im'ention thus provides efTident persistence of session across 
tbe same or multiple network mediums that is very powerful and useful io 
this and ottier contexts. 

Mobile Inventory and Warehouse AoDlicfltion 

Imagine a larse warehouse or retail chain. Within this campus, 
2S iovontury woclccrs use vehicle mmmted Ci.e., trucks and foricltfts) personal 
laptop computers and handheld data coUection uniis and tenmnals to 
perform inventory managemcaji of goods. Warehouse and retail wortxrt are 
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often incxpenenccd computer ufsas that do act undcntand ni;twcH[1r sub-nets 
and require iDajiagemont supervisioa. Tbe jporosent inveotion ailo\vs the 
creation of a turnkey system that hides rhc complcxtty of flie mobile 
network from the war ebouse mers. The users can move in and out of raqge 
5 of access points, suspend and lesiimc (heir Mobile Eod System 104, and 
cban^ locations without concern for host sessions, Det\i'ork addresses, or 
Iransport connections. !□ adJiiion. Um nrnoagemcot soAwaie an the 
Mobility ManageoMnt Server 102 pin>vidcs management penoitool with 
metrics snch aa number of tmnsactions. which may be used to gauge wqiIkt 
10 productivity. Management can also use the network sub-net and access 
points to detennine waiter's last Inoown physical location. 

ftlol^ile Medical Application 

Iniagioe a large hospital using radio LAN technology for network 
communications between several buildings. Each building is on, a unique 

IS sub-net The pxcijent invention enables nunes and doctors to move from 
room m room with handheld penuxial computers or terminals - reading and 
writing patient ioformtiiion in hospital databases. Acces.s to the most recent 
articles on medication and medical procedures is readily available through 
the local database and the World Wide Web. While in the hospital, pagers 

20 (one «nd two way) arc no longer required since the present invention allows 
contiQuoui connection to the Mobile End Systexu 104, Messages can be 
sent directly to medical personnel via the Mobile End System 104. As in 
the case with warehouse workers, medical personnel are not required to 
understand the mobile nctworic tfaey arc using. In addititxn, the Mobile End 

29 System 104 allows uaedica) personnel to disable mdio transmission in area 
where radio emissions are deemed UDde.<;irahle (e.g., where ihcy might 
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interfere with oilier medical eqoipiDcnt) - and easily rcsumo and reconnect 
where they left off. 

TnickiQg and Freight 

Fircaghl cnmpanies caa use Ibe present invcntiOA to track inventory. 
3 WbUe docked at a warehouse, the Mobile Bad System 104 may use LAN 
technology to update warehouse mventodcs. While away from local 
services, rbc Mobile End System 104 can use Wide Area WAN ssrvices 
such as CDPD und ARDIS ro tnaintsiis rcaJ lime suitas and Icxration of 
inventozy. The Mobile Enui System 104 aulomalicuUy switches between 
10 nerwork infrostnjctui'es - hiding ttje complexity of network topology Axmi 
vehicle persoQael, 

]Nf obile Enterpriite 

Cofporatc eji^>loyees may use the syxtetn in accordance with the 
present iaveniion far access to E-mail, web contcat and meissagiDg services 
15 while wUhio an eotapiise campus that has invested in an infrastructure 
as 802.U. The cost of ownership h reduced since paffr service and a&ier 
mobile device services aie no longer required. The purchase of mobile 
infrastructure is o one time capital expense ns opposed to the ctuily '^y- 
per-use" modd offered by many acistiiig mobile device services. 

20 IP MultlDlicatiop 

II an organization has a LAN that needs to be connected to the 
Internet, the administraluc of the LAN has two choicer: get enough globally 
assigned addresses for all ccHnpnteis on the LAN, or 6et.)UBt a few globally 
assigned addresses and use the Mobility Management Server 102 in 
25 accordance with the present invention as an addresa multiplier. Getting a 
large number of IP addresses tends to be either expensive or impoesible. A 
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siaall company using an Interoet Servico Provider (LSP) for access to the 
Internet can only use Ihe IP oddresses the ISP assigns - and the number of 
IP addresses lioiits (he number of cocqxiters that can be on the Internet at 
tht same time. An ISP also charges per coiuxection, so the mcso computers 
i that need to be on die Interoet, the moic expensive this sobtion ixscomcs. 

Using the Mobility Management Server 102 in accordance with the 
pnscnt invcnticm as an address multiplier could solve many of these 
problems. The enterprise could put the Mobility Management Server 102 
on hardware that is connected to the fntcmct via an ISP. Mobile End 

10 Systems 1 04 could tfaca easily connect. Because all connection to tho 
loterneC vvould go through the Mobility Managcmcnl Scrvtac 102, only one 
address from the ISP is required. Thus, usins the pfesent invention as an 
address multiplier allows the eiilerprise to get just a few (in many cases one) 
addresses aod accounts from the ISP, and allows the entire I JVN to have 

15 simultaneous connections to the Imemel (assoming enough bandwidth is 
pKOvidrd). 

While the invention has been described in connection with what is 
preseatly considered to be die most practical and jg^Uati emlxidmeat, it 
is tr> be understood that the invcndon Is not to be limited to the di-tcloscd 

20 embodimeni, but on the awitrary, is intended to cover various modincaiions 
and equivuleol atrangements included within the :»cope of the appended 
claims. 
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WHAT IS CI^TMED IS: 

1 . A mobile oomputiogiLBtwtiri indudijis at least one mobile 
conqxittnjs device coupled to (he iwtwork via a ttetwork point of attachment, 
characterised by a policy-maoasement amogonieot tbat appUos policy 

5 management nxks based oa vannus metrics including mobile computing 
device location. 

2. A Dctworlc £5 in claini 1 further characterized in thuL processing- of 
the ooributes of the rules can be distributed and applied at eitber the mobile 
compuliiig device and or the mobility managemtTnt server or both, 

lU 3. A Dctworfc as in any of the preceding chums further characterized 

ia that prioritizatioji of the rules is Mthcr unnpliod by position In ibc entry in 
such table or expliddy ooted by an ordinal ensoring the expected behavior. 

4. A netwivlc as in any ot (be preceding claims further characterized 
in that dataatom for the rule attributes is locally or centrally administered via 

15 central management services 

5. A nctworic as in any of Ibo pcccetUng cU^s further characterized 
in ihst behavior of a paiticuiar ^plicatioo(s) Is modilied based on a number 
of metrics iucludiDg cost of service, netwoik pcdut of attachment, trust 
relationship, etc. 

20 6. A network as in any of the preceding claims further characterized 

in tbat the effect of tiw behavior modification is to allow, deny or delay a 
request based on attributes of the rules. 

7. A network us in any of the preceding claims further characterized 
in that even if ttw application is already started, a role or set of rules Is 
25 invoked to noodify the apphcatioaCs) processes. 
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8. A network as in any of the precedijig clabns further charactBiized 
in that point of preseoce infonmilion (locatiun) is further u$eU to govecn 
api^cation behavior or provide retevom Infonnarion to the mobile 
compuUag devlM. 

S 9. A n^ork as in any of the precoding claims fimhor cltaracterizcd 

in that rate of motion along widi distance measurements i« nsed to alter 
l)ebaviar of applications ccr tile connmimcaiioa path. 

10. A network as in any of the preceding claims fnrthcr characterized 
in that tnpolngical inrormalion is extracted and displayed aa re^iult of Ifac 

10 locatiun int'onnatioa 

11 . In a mobile computing network ijicluding at least une mobile 
compuiins device coupled to the network via a network poiut of altacbment, 
an Improvement comptrisiag en inieiface-as$isicd roaming listener t!ut 
detects, based at least in part an identification of the network pcmt of 

15 uuachmcnl, whether said molnle ciunputing device has r named to fi 
diffoitmt nelwojk segraaau 

12. A adwork as in claim 1 1 wherein said mobile computi:i]g device 
includes a network interface adapter, and said listener obtams said network 
point of attflchmfiat identification from network interface adapter. 

20 13. A netwoik as in claim 1 1 wherein said tist&>er maintains a 

network topology map storing Information that correlaies said networic point 
of attachment identification with further infurmatian conccmjng a network 
oonooction. 

14. A network as in claim 1 1 wbcreln said listener dotceis when 
25 communications wiHi said networic is inlcouplod or reestablished. ; 
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15. A network as in claim 14 wherein said listener genmtos a roam 
signal ID response to detectioD of (a) network communicatioiu intemqplios 
and r&«8tabIishffK!0t, and (b) dtiangv of said nctwuck point of attachment 
Identiflcatioa 

S 16. An intcifKe-based listener for use m 8 inobUeconfwbDg 

device, said interface-based listeoer integradng inf orinatioQ fttm at least 
one network interface adapter with iDfonsatioo ovoilablo from at least one 
network stack to determine whether said mobile computing device has 
flioved to a now aetwcnit point of attacfament 

10 17. The interfaco-baswJ listener of claim 16 including a octwork 

Ct^olo]$y Diap providinj^ network connectioD infonnation including network 
points of attachment infonnation. 

1 8. 'llio listener of claim 17 wherein said, listener dynamically 
constructs said netwodL topology xtap based on learned intbnnatioo. 

15 19. Hie interfacG-based UstcJiec of claim 16 includiQg a status 

checker lhat checks status based oa occturcnco of ao ovcdl 

20. The interface-based listener of clam 1 6 v/im'9ta said event 

« 

comprises any of a timer limcouu a low level roaming driver callback^ and a 
network level Qccivity hint. 

20 21 . The interface-based listener of claim 1 6 including a cunnectioD 

iDjt'nnnation Eearcher that quoies an interface as to whether the mobile 
computing system has already visited the current ootwork point of 
attachatcnt. 
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22. The intBffacc»-ba$ed listener of claim 16 incJcding a cormectiun 
amiDgemBnt that regisCers or reacquires a cuncnl addresi; lo be valid oa a 
Rfiw netwurk segmcdL 

23. The miert'ace-based listener of claim 16 including a coam siffoJi 
S eeoeratnr thai generates a roam signal b rosponse to detection, based at 

lease in part on information provided hy an jntBiface, that the mobile 
cnmpuiing device has roamed to a diffcn^ networL segment. 

24. The intcrfaco-based listener or cluTn 23 rurthcr including a 
heuristic analyxcr that detennincs whetlier a previouily assigned uddicss is 

10 still valid. 

25. A methud uf dcLcrminiag wliether a mobile node bas moved to a 
new network point of anachinenc comprising: 

(a) receiving network point of attachment identification informaiiou 
fnmi a network iutexface; 

15 (b) using said nelwOTk point of attochmeut identilication iafannadon 

to detemiiae whether said mobile node has moved to a new network point 
of Detachment; and 

(c) generating signaling in response to said step (b). 

26. A method in claim 2) funhci including maiotaining a network 
20 topology map, and uRing said map to perform step (c). 

27. A method as in claim 25 wherein said step (c) includes 
generating n roam signal 
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28. A method as in claiiu 25 wherein said stq? (b) Includes obtaining 
saiU aetwork point of attachment infunniitiua frum a nolworlc adapter. 

29. A method as in claim 25 furrher including falling back to an 
alternative roaming dctcctiQn mcchanifioi if a nctwuik mterface U not 

5 available that supports generic signaling. 

30. A XDCthod as in dajm 25 further including sdccdng, at leaitt in 
part in response to said networlc ptunt of attachment information, between 
altcmnte aetwock cooneclion paths. 

3 1 . A method for facilitating commumcation with a mobile system 
10 ova dl^jolm necworlcs comprising: 

establishing conunviucaUons between a node aiMl said stotutle system 
over a first nctworfc; 

sending tn the Tnobtlc system over the first network, data identifying 
the node on at least a second netwurk disrjiniit fiom <hc fiist network; and 

IS using the data to establish cominunication betweeo the mobile 

system and the node over iho second ndwoxk, 

3Z Hoc method of claim 3 1 further inchidii^ autbenticBting the 
mobile system for authorization to communicate with die node over the 
second network before sending the data to the node over the liist network. 

20 33 The method of claim 21 wtierein tlie sending step conqnises 

sending distributed interface data to the mobile systena over the first 
network. 
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34. A network a<v in cium 12 wherein said mubile cotnpuiin^ device 
neCwork interface adapter is physioaUy attached to said network.. 

35. A network as in claim 1 2 wherein said mobile compuiing dc\acc 
oonuouiucatcs wlrelessly with the netwack point of attacfament 

S 36. A method for maintaining ooaunuiucaiion between a mobile 

cumpuling s;yfiieni and a network, iiodr as thd mobile computing s>s(en) 
roams between over phmU di!(}oij9K networks campnsing: 

establishing ccuutiuaicatioos between the mobile syston and a node 
via a first network segment; 
10 sending the mi^Ic coinpnting system* via tho fnst networfc segment, 

information for use in re-establishing commuDicntions wld) said node via 
plural fbrtticr nccwoik segments each of which are disjoint from the first 
network segment; and 

using said information to re-e£tabHsh communications between the 
1 5 mobile oomputiDg s^lcm and the node via any of said i^utbI further, 
disjoiat network segments. 

37. The process of claim 36 wherein sad information comprises 
dasthbuted interface data. 

38. A process for providing least cost routing in a network having 
20 plunJ disjoint segments, comprising: 
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(a) eslabtishing coonmuucations between the netwofk and a 
renipoitirily-attacbcd niobilo cunipiiting device; 

(b) using a roaming tnechaoism to allow (he tonporaTlIy^accached 
mobile computiog device to loam between said plural disjoint segments; 

5 and 

( c) enforcing at least one policy pararoetcf to enable efficient 
omomaric sdeouoa of BhematB vatid netvrarir padis forre-establLshi^g 
coznmunicatton between the network and the mobile coinputing device in 
re^nxo to mobile computing device roaming. 

10 39. llioprocessof claim 38 wherein tho policy pBmneterconqirisos 

an element selected ftooa the foUowiag gioop: bandwidth, cost per data unit 

and ({uality uf servicei 

4U. in a mobile computing neuvork including at least one peer 
eonq)utio^ system and at least one mobile compating devioe tx>uplod to the 

1 5 network via a physical linlc» an impravennem ctunprising a server coupled to 
the network, said server pioxying convnunications between the oiobiie 
computing device and the: peer computiog $>'$tem so as to maintain a 
conUnuous vixtual data stream connection between the mobile computing 
device and the peer conqniiing system during limcit when (tie physical link 

20 to die mobile conqniting device is temporarily intemipted. 

41 . A nciwoik as in claim 40 wherein said mnbile computing device ' 
has a point'Of-presenoc address on said network, said peer ooooputiing 
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system communicates witln s&id server using o virciml sililress, and said 
server maps said viitual Bddfesii to said potAt'Of-pre«eace addi&ss. 

42. A network a$ in cliim 4i wbereic said server detects when said 
mobile coxnpudns device bas chaaged its point-of-prBseoce address, and re- 

S maps said virtual iiddress to said changed point-of-pivsence address , 

43. A oelwoik as ifi claim 40 wherein said server queues and 
responds to requests bom said peer compiitiAg system on behalf of said 
mobile computing <fcvice duiing lines wben said loobile coinpuiing device 
Is temporarily unreachable or roaming. 

10 44. A network as in claim 40 \vhe(ieiji said server communicates 

with said mobile computing device using a convmdonal transport piotocoL 

45. A network w m claim 44 wfuaein said server communicates 
with said mobile computing device using rnnole procedure calls. 

46. A network cs in claim 44 wherein said server conunuaicaies 
1 5 with said mobile computing devke using an Internet Mobility PcotocoL 

47. A network as in claim 46 wherein said Internet Mobility 
Protocol provides for automatic removal of daugraiiks based on user- 
configoTJible tiroeoms. 

4S. A netwcxic as in claim 46 wherein said Internet Mobility Protocol 
20 provides for automatic removal of datagrams based on user-configumble 
iciiies. 

49. A network as in claim 40 wherein said server peitbsms per-vser 
policy management of consumption of network resources by said molnlc 

cnmputing device. 
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50. A network as in dalin 40 wherein said server provides user- 
cojiS^able sessinn priorities for said sessiuns of said mobile computiug 
device. 

51. A network as in claim 40 wherein said mobile network includes 
5 phinil sub-networks, and said mobile compmiog device uses Dynamic Hosi 

Configuratioa Protocol along witb older ncdiodoiojsiBs to allow said nubile 
computing device to roam frum one of !>aid ploral tul^ networks to aooUiCK 
of said plural sub-networks. 

52. A network as in claim 40 wherein &aid server Lompfi&eii a 
10 Mobility Msnagement Server. 

53. A network a.s in ctaini 40 farther including at least one mobile 
interconnect coupling said mobile computing devices to said server. 

54. A method of maintaining a pcrsisteut connoction wids at least 
one nx>bile computing device in a mobile computing environment, said 

15 mcdiodiochiding: 

managing at least on^ sessira between said mobile competing device 
and at Jca-st oac further computing device, and 

maintainiog iht session when the mobile computing device becomes 
tmrcacliabic, suspends or changes network address. 

20 55, A method as in claim 54 fuitlier including providing al least oms 

user configurable scsslm) priority for said session. 

56. A method as in oUxim 54 wlicrcin .^aid ntanuging atep includes 
numagins confiumptioa of netwoilc tesouzces by said nu>t»le computing 
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57. A method as in claim 54 wherein the mobile computiag 
environment iochjdes pluml sub-ofiUvorks, and said jnaintaining step uses 
Dynamic Host Configuration Protocol to mamtain the session when said 
mobile cominiting device rosins betwisca said svb-nctworks. 

S 58. A niethod as in claim 54 wherein ssidnuoa^ng step 

onnniumcateiS datagrams with said mobile con^tiitg device and 
automaiicfllly removes unreliable ones of said datagrains based on at least 
one usex configurable parameter. 

59. A method as in claim 58 wherein said user configurate 
10 parafflotcr cooiprises a tiAicouL 

60. A inelbod as in claim 58 wherein said user configurable 
patraincter cooiprises a user coufi^rablo ictiy tiuaabci;. 

61. A method as in claim 54 fuitiwr locluding providijig said mobile 
cocQfiutiTig device with a variable point of prcj>cncc adxlresi), and wherein 

15 said maoasiog step includes mappii^ said variable point of pesence 
address to a virtual address, the session being associated with the virbul 
address. 

62. A mediod as in claim 54 wherein s&id managing a&p includes 
using a Romote Procedure Call protocol to connnunicate with the mobile 

20 cumputing device. 

63- A metlnxl as in claim 5A wharein said Tnaintaimtig step 
rnaintams the connection state of said session during interrupticms in a 
physical link connectiDg said mobile cotnpiiiing device with said mobile 
romputtng environment 
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M. A tncthod as in claim 54 wherdn said managing step iacludes 
commuDicatiAg wiUi Eaid mobile computiog device ustog at least one 
standard iransport protocol. 

65. A oactbdii as iu claiiD 54 wherein taad mobile compuiing device 
5 includes plural application soinco8» and said nana^ng step iocladoA 
coHlesdng data from .said plural application suurces into a stream, and 
forwarding said stream. 

• 

6S. A o^cthod as in claim 65 further ijicluding demultiplexing said 
■coalesced data from said stream aod forwafdiag said demultiplexed data to 
10 plural associated dcstinatioiu- 

67. A method lis in claim 65 wberein said stream includes fraxiMS, 
and said coalescing includes dynanucaTly resizing said ftames to 
accominodaie a maximnm troDBinission unit of the mobile camputiog 
environment 

15 68. A method as in claim 65 whexeiu Eaid ooalesuag includes 

■ maiatoiiiing semantics of umx^ble data» and solectiog discarding said 
unreliable data based oo said semantics. 

69. A mcfhod as in claim 54 wherein said monagiog step includes 
providing guaranteed dofivcry of messages to and/or from smd mobile 
20 compuiing device. 



70. A method as in ci^tim 54 wherein Kuid managiiig step iDchides 
controlling which network resources axe accessible by said mobile 
computing device. 
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71 . A server for roajntitiniDg a persistent conncctiun wiih at least one 
mobile computing device in a mobile confuting enviromne&l indudiog at 
least one further UMnputiag (teviee, said server inCliKiiog: 

z sossion manager that manages at least one seision bctw«eo said 
S mo\^1c con^puting device and said at least one fortibcr oomputiDS device, 
siud session zsanager maintmniAg the session when the mobile computing 
device becomes unreachable, suspends or changes network address. 

72. A server as in claim 71 wherem said session managex inchidex a 
scssicna prionly queue that provides at least one uso: ccmfigureblo session 

10 priority for said sessioa. 

« 

73. A server as in claim 7 1 whcarein said session manager includes 
oieaos for managing consmiiptioii of network resources by said mobile 
ccnnputing device. 

74. A server as in claim 71 wherein the mobile computing 

15 envirunmenl includes plural sub-net\vorkis. and »aid sessim manager uses 
Dynamic Host Configuration Prutocol to maintain Che session when said 
miobile confuting device roams between said sub-networlcs. 

75. A server as in claim 7 1 wberein said sessioa managcf 
communicates datagrams wU}i$aid mobi?c computing dei'icc and 

20 avioroatically ronoves unreliable ooa of said datagrams based on nt least 
one user configurable paimne^. 

76. A server as in ckim 75 wherein said user conftgurable parameter 
coraiaises a timeout. 

77. A server as in claim 75 whetetn said user configurable parameter 
2S comprises a user configurahlc rctry numbs. 
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78. A server as in daim 71 wherein icaid muhilc cun^uting 
enviiDcment pfovidos said motTiio computing dcvi(;e with variable pgiiit of 
pRsscnce address, and &iu6 session manager maps said variable point of 
presence address to 9. virtual address, the session being ussociated with the 

3 virtual address. 

79. A server as ia claim 71 wherdii said session manager uses a 
Rcnuote Pkoccduro CaU protocol lo cnnunuoicate willi the mobile computing 
device. 

80. A server as in claim 71 wberein said mobile computiog 

10 environineot includes al least one physical link coimecti]ig said ctobiJe 
compudng device with said mobile CQQ9>uting aivicoaowiu* and said 
session manager jDoaiotains the conocctjun stale of said session duiing 
intcrruptiom In said physical link. 

81. A scrvfx Ki in claim 71 whcivin aeraion manager cumoniniciites 
15 with said mobile computing device using at least one standard transport 

protocol. 

82. A server as in chum 71 wherein said mobile computing device 

includes plural appUcatioo soorccs, and said session manager coalesces data 
associated with said plural appUcadoo sources into a scream, and forwards 
20 said stream. 

83. A server as in chtim 71 wherein said mobile computing device 
indudra plural application aources, and said session manager demoltiplcxes 
coalesced data from said pLuxal i^phcation sources and lorwards said 
demultiplexed data Co phiral associated destinations. 
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84. A Kcxver as In claim 71 wherein session manager cornmunlcates 
with said mobile oomputiDg device using frames, and dynamjcany retires 
said fTone* to BccQnnnodatB o nnudmum IransmissioD unit of the mobilo 
coasting onviromnent. 

5 SS. A servtsr as in claim 7 1 wlmein said session jnanager maintains 

semantics of unreliiible data, and selectively discards said unreliable dam 
based on a^d semantics. 

S6. A server aa in claim 7 1 wherein said session manager provides 
guaranteed delivery of mesaages to aod/br ir<m said Tnobilo computing 
10 device. 

87. A server as in claim 71 wherein said seasion manager places 
contpols on mobile computing cnvin^nnieitf resources said mobile 
coRipuiing device can access. 

88. Tn a mobile computing euvirooment including a proxy server, a 
IS mobiie computing device- tliat maintains a persisteot virtual connectiott with 

at least one ftnthcx conqniting device during times when the mobile 
computing device becomes unreachable, suspends or changes networii 
address, said mobik compuling device including: 
a transport driver interface, and 
20 a mobile interoeptor coupled lo said traospon (Stiver Ixmfacc, said 

QBObile interceptor imcrccpting reqoests for nctwntk services at said 
transport driver uilcrface; genemtiDg Remote ^cedure Calls responsive to 
said requests for network services, and forv^'arding said Kcmote Procedure 
Calls to said proxy server. 



(200) 



JP 2004-509539 A 2004.3.25 



US 

89. A mobile computing device as in claim 88 wherein said mobile 
inteoceptOT Iivcludes a scs&ion priority queue that provides at least one user 
configurable seuion priority. 

90. A mobile oocnpuling device as in claim 88 wherein said mobile 
5 iotaceptor includes ineaas foe nma^g ooosuaq)tiOD of network lesouices 

by uid mobile computing device. 

91. A mobile cooipudag device u ia claim 88 whoiein the mobile 
confuting environmont includes plural sub-netwodcs, and the mobile 
conqmttog device furthcc in^ctudes nxBans for using Dynamic Host 

10 Coufiguratioii Protocol to obtain a point oJ presence address when said 
mobile oonqjuting device roams between said sub-netwotks. 

92. A mobile computing device as ia claim 88 wherein said mobile 
intercepior communicates datagrams widi pcoxy server and automatically 
removes unreliable ones of said datagrams based on at least one user 

15 configurable parameter. 

93. A mobile corapuliQg device as io claim 92 whoreio said user 
configurable parameter comprises a timeout 

94. A mobile compuong device as in dum 92 whereia Bind user 
conHguiable patamctcr conqiriscs a user configurable retry oumber. 

20 95. A mobile con^Niting device asm claim 88 wberein said mobile 

computing devict has an Hssociutcd a variable point of prcSBiKe addi^sS that 
said Mobility Management Server maps to a virtual address. 



(201) 



JP 2004-509539 A 2004.3.25 



wo 0201362 PCT/UNUt/llUVt 

119 

96. A mobile compuiing device as jn claim 88 wbercin said mobile 
interceptor uses a Remote Procedure Cat! protocol lo communicate wilh the 
said Mobility Manageroeut Server. 

97. A xxwbilc computing: rfcvice as in claim 88 whereio said mobile 
5 computing eoviioiuDcnt h\c)udc8 at least one physical link connecting said 

mobile conqniting device with said mobile computing enviroameot, snd 
said motnle interceptor receives updated connection state iiifomiation of at 
Ica&t one session from said Mobility Monxtgemejit Serve/ after an 
intenuptioo ia said physical link. 

10 98. A mobile coir^dng device as in claim S8 wherein said mobile 

computinf^ device includes a standard tmrtsport protocol handler, and said 
mobile interceptfx- communicates widi said hfofaility Man^etnent Server 
via said stmuiard transpwt protocol handler. 

99. A nubile computing device as iu claim 8S wherein said mobile 
15 computing device includos plural application sources, and said mobile 

interceptiir coalesces data associated with said plural appUcatiun sources 
into a stream, and forwards said scream to azid Mobility Management 
Servo:. 

100. A mobile computing device as in claim 8S wherein said mobile 
20 compuiiiig device includes plural applicvUon destinations, mobile 

imeiccptor demultiplexes eaalesccd data from phiral application souroea 
and forwards said demultiplexed data to said plural application destinaliom. 

101. A mobile computing device as in daiiB 88 wherein mobile 
intarcepmr comnnunicates with said proxy server using frames, and 
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dynamically resizes said frames to accommodate & maximum transmisxioa 
unit of the mobile cooipoting environment. 

1 02. A vo6bi\t computing device as in claim 88 wherein said mobile 
inlcrcqpk>r Tnaintains scmanljcs of unreliable data, and .selectively discards 

5 said unreliable data based on said semantics. 

103. A naobtlfi n^puting device as in ciirim 88 wherein said mobile 
interceptor provides guaranteed delivery of messages to and/or from said 
proxy server. ' 

104. A mobile computiiig device as in claim 88 wherein said mobile 
10 inteiceptur places cootrob on mobilo computing enviroomeoc rcsoufccs sai d 

mobile computing device can access. 

105- A DU>bile computing ffiviraomcnt comprising: 
at lease one mobile computing device including: 
a transport driver iaterface, and 

13 a mobile inteccq)((» coupled to said tfanspon dri vcar inteif ace» 

said mohilo intercoptor inteiocpting requests for network services at said 
transport driver interface^ generating Remote Procedure Calls responsive to 
said requesu fur network services, and forwarding said Remote Procedure 
Calls to at least one proxy server. 

20 said proxy server inclading at least one work dispatcher that receives and 
handles said Remote Procedure Calls farw;ffdcd by said motnle imcrcqitor, 
said proxy server including a proxy queae that proxies a virtna) sesslcxi on 
behalf of said luobile compuliog device when the mobile computing device 
becomes temporarily disconnected from said mobile computing . 

25 environment. 
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106. In a mobile computiog uetwoifc inchiding at least one mobile 
contputixig device coupled to (he network via a network point of attachment, 
un improvcnicni ccMiipfi^slAg an imerfacfr-aiutstBd roaming lisicncr that 
delects, based at least in part on idoDtifiailiQn of (he net^^'ork poioi of 

5 actacfamcnt, whether said mobile compoting device has raamcd to a 
diA'erent network segnjcnt 

107. Anetvvorfcasindaim 106 wheicinsaidcnobikcoinpatiitg 
device includes a nctwoiis. interface adapter, and said listener obtains said 
. network point of attactunenl idealification from said network interface 

10 adapter. 

108. A network aa in claim 106 wherehi said Ustener roaintaias a 
nclwuilc topology map storing infumation tiiat corxelates said oetwoik pcunt 
of attachment identiQcaiioa with further infoosatios coiKcnuiig a network 
wnncction. 

13 t09. A netwock as in claim 106 wlietcin said Usteoor detects when 

commumcatiocs wllb said network is imcnupted or iieestab1i.<died. 

110. A network as in daini 109 wherein said listener gcQontcs a 
roam signal in response to dclcction of (a) nclwmk communications 
intemtption and re-establishment, and (b) change of said netwoik point of 

20 attachment idenuficatioa. 

1 1 1. An intecface-based Usieoec for use in a mobile computing 
device, said iiitcrfBCfr-based Usteitor integratiiig infonnatioD Uam at least 
one netwoifc intecfiNx adapter with infamialion available from al (east one 
network ^tack to detezmine whetfier said mobile computing devKe has 

25 moved to a new network point of attachment- 
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112. The iaterface-based listener of ctaim 1 1 1 including a network 
(opoiogy map providing network connection inrocniatioi} incluiiing network 
points of attachment infornuiiion. 

113. The listcnn of claim X 12 whaein said listener dynanncaUy 
S constrvds satd network topolosy map based on learned iofotmatioa. 

i 14. The joteiiacobitscd listener of claim 1 1 1 including a status 
checker that checks status based oo occuirence of an event. 

315. The inteifacc'based tistener of claim 111 wberoin said event 
cuaqprises any of a timer dmeout, a low level xoamiag dziver caUback, and a 
10 network level actiniy hint. 

1 16. The inteifoce-baMd Ustener of claim 1 1 1 iTicliiding a 
conoectioo inforniafloa searcher diat quefics an intujace as to wbedier tbe 
mobile confuting sy&tcTD bas already visiti^ the cuneut network point oT 
attachmcnl. 

1.5 1 17, llic interface-based listener of tlvm 1 1 1 including a 

connection airangement that registers or reacquires a cuireot address CO be 
valid on a new network segment 

1 18. Tlie iiKetfac&-ba5ed listener of claim 111 including arocm 
signal generate that generates a loam signal in response to detection, based 

20 at least in pan on Information proviAtd by an interface, that the mohile 
computing device has roamed to a different network segment. 

119. The mtnrface-bafied listener or claim 118 fntther inchidiiig a 
hcumiic analyzer that detcrmlnos whether a previously assigned address is 
still valid 
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1 20. A Didhod of dcteruiinii^ whether a mobile node has moved to 
a new network point oraltachmcat, comphsiog: 

(a) receiving network point of attachment idt^ificatiOQ information 
from a aetwork interface; 

5 (b) using said nctwak poj at of jwtachmcnt idcntiflcation itrfoma 

to deteimine wbether $tdd mobile sodc has moved to a new network point 
of RtiaehmcQUand 

(c) generating sisitflJtng in response to said step (b). 

121. A. method as io claim 1 20 further including maintaining a 
10 network topology map, snd using said map lo pcrfonn step (e). 

122. A method as in clahn 1 20 wherein said step (c) includes 
generating a coam signal. 

123. A method as in claim 120 wherein said step (b) includes 
obtaining said network pohit of attachment infoimatioo l^om a oetworlr 

IS adapter. 

124. A methcid as in clnim 120 fiirfher including falling back to an 
alternative roaming detection mechanism if a ncrworic interface is not 
available that supports generic signaling. 

125. A method as in claim 120 fnither including selecting, at least in 
. 20 pait ia respoosc u> said network po'mt of attachment information, between 

altemaie netwoik connection paths. 
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